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j 27 txt 2025/8/20 23:44 Text Document
j 28.txt 2025/8/20 23:44 Text Document
T 29.txt 2025/8/20 23:44 Text Document
] 30.txt 2025/8/20 23:44 Text Document
] 31axt 2025/8/20 23:44 Text Document
] 32.xt 2025/8/20 23:44 Text Document
T 33.txt 2025/8/20 23:44 Text Document
] 34ixt 2025/8/20 23:44 Text Document
j 35.txt 2025/8/20 23:44 Text Document
) 36.txt 2025/8/20 23:44 Text Document
] 37.txt 2025/8/20 23:44 Text Document
o] 38.itxt 2025/8/20 23:44 Text Document
‘ _ flag:txt 2025/8/20 23:46 Text Document
[ vIP_file 2025/8/21 0:13 Xt
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\Windows\System. K A N4

ZipCrypto 900e06fe
ZipCrypto d3déedcb
ZipCrypto a0abbde9
ZipCrypto £175bd33
ZipCrypto b037393f
ZipCrypto 951e15f3
ZipCrypto 49c8183c
ZipCrypto 9ca859d8
ZipCrypto 273al78a
ZipCrypto 6cdOcdac
ZipCrypto 267ccu9l
ZipCrypto 09003280
ZipCrypto 55912595
ZipCrypto b8u31f23
ZipCrypto 43cf32bc
ZipCrypto 62623336
ZipCrypto d2b18uff
ZipCrypto 32973a9%e
ZipCrypto 1f183aa6
ZipCrypto 6c0fdd29
ZipCrypto 9€9909d2
ZipCrypto 01d239c2
ZipCrypto 7b216a3b
ZipCrypto 07dcdf76 attachment/0u49.txt

ZipCrypto dc21e617 attachment/050.txt

ZipCrypto d617d273 attachment/051.txt

ZipCrypto 2400d931 attachment/flag.txt

ZipCrypto c377a0ed attachment/huiliyidehua.txt

attachment/026.txt
attachment/027.txt
attachment/028.txt
attachment/029.txt
attachment/030.txt
attachment/031.txt
attachment/032.txt
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attachment/035.txt
attachment/036.txt
attachment/037.txt
attachment/038.txt
attachment/039.txt
attachment/0u40.txt
attachment/04dl.txt
attachment/042.txt
attachment/0u43.txt
attachment/eudd. txt
attachment/eud5.txt
attachment/0u6.txt
attachment/0ou7.txt
attachment/0u8.txt
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# crcé.py X
week4 > attachment2 > @ crc6.py >
hmport zipfile
import zlib
from itertools import product
import os

GB2312_HANZI = ''.join(
chr(i) for i in range(©x2000, oOxefff + 1)
)

def load_dict_from_file( ):
LT, AT — M
if not os.path.exists( )8




_from_file(
AT
os.path.exists(
turn []
= [1
h open(
r line in f:
word = line.strip()
if word:
words .append(word)
n words

calc_crc32( DE
n z1lib.crc32( ) & OXFFFFFFFF

f generate_candidates(
candidates = set()
encodings = ['utf-8', 'gbk']

base_chars = GB2312_HANZI + 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890 "[1;,./\~!@

common_words = [° VR, TERRL, fiE

"#i', 'flag', 'key', ‘'secret’, ', 'I', '4F', 'OK', ' f
if

common_words .extend(

or ¢ in base_chars:
or enc in encodings:
try:
b = c.encode(enc)
if len(b) == :
candidates.add((c, b, enc))

contlinue

<= 6:
for c1 in GB2312_HANZI[:500]:
c2 in '©123456789' + GB2312_ HANZI[:200]:
for s in [cl + c2, c2 + cl]:
for enc in encodings:
try:
b = s.encode(enc)
if len(b H
candidates.add((s, b, enc))

for word in common_words:



def generate_candidates(

for word in common_words:
for enc in encodings:
b = word.encode(enc)
if len(b) == 8
candidates.add((word, b, enc))

return list(candidates)

f main():
zip_path = 'D:/0x/week4/attachment2/attachment (1).zip'
dict_path = input("iEHiA B E X FHEgE (HEUWARD © ").strip()

custom_dict = load_dict_from_file(dict_path) if dict_path el

try:
with zipfile.ZipFile(zip_path, 'r') as zf:
all_info = zf.infolist()
small files = [info for info in all_info if @ < info.file_size <= 3]
if not small_files:
small_files = [info for info in all_info if @ < info.file_size <= 9]

print(":_ﬂi~ FIR/INE 1~9 F

return

results = {}
failed_files = []

for info in small_files:
target_size = info.file_size
target_crc info.CRC
found = False

candidates = generate_candidates(target_size, custom_dict)
for text, data, enc in candidates:
if calc_crc32(data) == target_crc:
results[info.filename] = text
found = True
break

t found:
~ length in range(1, min(4, target_size + 1)):
for num_tuple in product('0123456789", =length):
s = '"'.join(num_tuple)




b = s.encode('ascii')

if len(b) == target_size and calc_crc32(b) == target_crc:
results[info.filename] = s
found = True

break

failed_files.append(info.filename)

print("\n" + "="*60)
print(":: ZIP /N3ff CRC32 #EA4
print("="%*60)

if results:
print("\n &3If:")
for £ in sorted(results):
print(f" {f} » '{results[f]}'")
if failed_files:
print("\n NG}
for £ in sorted(failed_files):
info = next(i for i in zf.infolist() if i.filename == f)

print(f" {f} (size={info.file_size}, CRC=0x{info.CRC

if results:
print("\n J&Ih:")
for f in sorted(results):
print(f" {f} » '{results[f]}'")
if failed_files:
print("\n )
for f in sorted(failed_files):
info = next(i for i in zf.infolist() if i.filename == f)
print(f" {f} (size={info.file_size}, CRC=0x{info.CRC

if len(results) 1
print(f"\n P%: {list(results.values())[0]}")

elif len(results) > 1:
concat = ''.join(results[f] f in sorted(results))
print(f"\n %i5gHH%: {concat}")

print("="%60)
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attachment/0u5. txt
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attachment/0u48.txt
attachment/049.txt
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HAWSICEANE (bush)E—MERSAICUE, BASIRE—T.

N C J > AN > Data(D) > Ox > week4 > attachment2 > 1E attachment2 F8Z& Q

= (S B B W Ny =zE- - D m%
e &R fexRss eSS o RREERREANIMREENTER
=5 ‘ 1.txt 2025/10/27 20:11 Text Document
=5 attachment (1).zip 2025/10/22 21:14 E4E(zipped) STk
. 2] crcl.py 2025/10/23 20:19 Python &4
| WA

2| cre5.py 2025/10/23 19:34 Python JR3Z4%
week4

2| cre6.py 2025/10/27 19:32 Python JR3Z{4
dog
attachment

¥ D:\bkcrack-1.8.0-win6é4>bkcrack —C "D:\@x\weekud\attachment2\attachment (1).zip" -c "attachment/huiliyidehua.txt" —p

i x\weektd\attachment2\1.txt"
bkcrack 1.8.0 - 2025-08-18

5 [20:34:51] Z reduction using 41 bytes of known plaintext

100.0 % (41 / 41)

M [20:34:51] Attack on 188442 Z values at index 6
Keys: 9bu83ffb 551530ef f195dbué

® 3.6 % (6790 / 1884u2)

B Found a solution. Stopping.

i You may resume the attack with the option: --continue-attack 6790

[20:34:55] Keys
# 9bu83ffb 551530ef f195dbué

D:\bkcrack-1.8.0-win6u4>bkcrack —-C "D:\0x\weekd\attachment2\attachment (1).zip" -k 9bu83ffb 551530ef f195dbué
-U "D:\@x\weekd\new.zip" abc
bkcrack 1.8.0 — 2025-08-18
[20:38:23] Writing unlocked archive D:\O@x\weekd\new.zip with password "abc"
100.0 % (53 / 53)

Wrote unlocked archive.

1xt 1log

File Edit View

0xGame{YOu_sol3d th3 _finally_zip_crc_point_congratulations!!!}
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0xGame{YOu_sol3d_th3_finally_zip_crc_point_congratulations!!!}
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File View Mode Help
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2.
“vidence Tree

@ 0xGame3. vhd Name Size Type
= \icrosoft reserved [

® Unrecognized file ' $) 12,67... Altern... 2025/8/19...
[Z=Basic data partitior " $Max 32(1.. Altern... 2025/8/19...

[t OxGame [NTFS]
© [orphan]
=6 [root]
t= $BadClus
== $Extend

. __________________________________

Date Modi...

0 SRMetadata
' SUsnJrnl

2/ SRECYCLE. BIN
©5-1-5-21-5599
¥ $Secure
¥ SUpCase

© images
© [unallocated spad

% Unpartitioned Space
& [unallocated space

0 folder(s) and 1 file(s) exported successfully.
262144 bytes copied.

]

RNk

e

&) UsnJrnl2Csv 1.0.0.24

Timestamp
Frvmat:

Set decoded timestamps to speeific

rasAnc

PrecizioifancSec -

Frecision

ranarator

UTc: 0.00

Set o Jz7C B guctation nm Data
samavatar B vnioot wal i dabdan:
Il code
Olothimeline
O bodyfile Broken  @Sean mode
() dump evervthing USH_FAGE_SIZE: AN5E Timestamp
N Frrarlfal -

Current output folder: D:\UsnJrnlZC=v w1, 0.0.24

Input: D Wxweeld \HTFSW0xGame3. vhd
Hew output folder: D:%0Ox'week4\HTFS
UHICODE configured

Entries parsed: 208

Farcing finiched in 9 45h 22 30

— camaratar?-

20120507 23:41:16. 4355560

Precision

HFilename check Ch:
HFilename check Windows
B Timestamp check

0000-00-00 00:00:00  Offset

Change Output

Browse $UsnJrnl

Start Farszing

a

Frocessing UsnJrnl page 410 of 410, total entries: 208

8 m% 22 b

HElcsvft, FIFRII—T, RIGHREMAIRE

Elapzed time
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IREEL - w2 ! z| ey i Y e BIRRA FOEF By = i BT U 7RI

BB [ & ER @) #emmps «  VLOOKUP ik~ = - v TR v
IRERAEE AR ETAERE HEFRTLE {EETR HiETH I h
) TRIEES o XADTIAS -H2H, H35 ? X
S— S, 5
Al v e MDSnamefinadelmode.as stringlUIDIG] T2 EURMCANARGES. (IABRREABAIR.
S
A B € D E F s o P Q R
1 |MD5|namg|inode|mode_as_string|UID|GID|size|atime|mtime|ctime|crtint Tab (D)
2 ["IFlzwmCi[DIAIbG6K dat’|"49""Usnrnl'| 2025-08-19 1456017 (J 58 O s RESHARIER) 8-19 14:56:01.7179496"
3 ||"6876554908428166514.1xt”|"50"|"UsnJrnl"[™"|""|""|"2025-08-19 1456 () sme(q) 5-08-19 14:56:02.7179835"
4 ||"NtgCBPal To2TFYMLdat"|"50"["UsnJrl"[""|""|""|"2025-08-19 145602, — TRRBIESQ): " o 08-19 14:56:02.7179835"
5 ["NegCBPalTo2TFYML dat”|"50"["Usnrnl’ 025-08-19 145602, ) =1 08-19 14:56:02.7179835"
5 |["28539333146592819.0ct"|"51"| "UsnIr '2025-08-19 14:56:03. @ Q) | 28-19 14:56:03.7185646"
7 |["GSIXKOPVYXxc5ATLdat'|"51"|"Usnlrml"|""|""|""|"2025-08-19 14:56:03 08-19 14:56:03.7185646"
3 ["GSIXKOPIVYXXC5AT dat'| 51" 025-08-19 14:56:03 08-19 14:56:037185646"
3 [|"555819349.0c’|"52"|"Usnrml"|""|""|"|"2025-08-19 14:56:04.7331661"| 56:04.7331661"
0 |["uz2nVxryHellXhoC.dat’|"52"|"UsnJrml""[""|"["2025-08-19 14:56:04.7; ¥UEFUEE) 3-19 14556.04.7331661"
1 [["uz2nVaryHelIXhoC.dat”| 52" |"Usnml”| ||| "2025-08-19 14:56.04.7; 3-19 14:56:04.7331661"
2 ||"555819389.txt"|"52"|"UsnJrnl'| 025-08-19 14:55:34.0762232"| - - R 55:34.0762232"
3 ||"5558193410. x| 52" ["UsnJrl"|""|"|""|"2025-08-19 14:55:34.0762232" [ e o oo podeasstring KD D foize pne o | 35340762232
4/["555819380.txt"|"52"|"Usnrml "2025-08-19 14:55:34.0762232'] §76554908428166514, txt 50 UanJrnl bozs-05-19 | | 35:34.0762232"
5 [[“images"{36"|" UsnJrni” 025-08-19 14:54:56.7174836"|"2025~ S S L poz0519 | 174886"
6 |['images’[[36"|"Usnmf "2025-08-19 14:54:56.7174886"|" 2025~ A N ] pozs0s19 | 174s86”
7 |25 "UshIrnl"| || |"2025-08- 19 14:54:56.7174886""2025-08-19 1
8 ||"37478290c8985a0fcAec1a913a44d0d3 jog"|"37"|"Usndrml"|"|"|"| 20! 17174886""2025-08-19 14:54:56.7174886"
9 |["374789(0c8985a0fcAec1a913244d0d3 jpg"["37" " Usnlrml'|™"|"['202 17174886""2025-08-19 14:54:56.7174886"
0 |["37478a90c8985a0fcAec1a913a44d0d3 jpg"["37" " Usnlrml'|™*|*["202 i <E—#® N >|  meE  3.7174886'["2025-08-10 14:54:56.7174886"
1 |["37478290c8985a0fcdec1a913a44d0d3 jpg"|"37"|"Usnlrml"|""|"|""|"202. 3.7174886"|"2025-08-19 14:54:56.7174886"
2 |["37478290c8985a0fcAec1a913a44d0d3 jog"|"37""UsnJrml”|"|"| | 2025-08-19 14:54:56.7174836"|'2025-08-19 14:54:56.7174886"['2025-08-19 14:54:56.7174836"|"2025-08- 19 14:54:56.7174886"
3 |["37599619e847be95330ceB14468cldbbe.gif!["38"|"Usnlrml'|™|"|"*|'2025-08-19 14:54:56.7174886"|"2025-08-19 14:54:56.7174886"|"2025-08-19 14:54:56.7174886"|"2025-08-19 14:54:56.7174886"
4737599615 0047b295330ceB14463cdb5e g 38 Usruml” 2025-08-19 14:54:56.7174836"|"2025-08-19 14:54:56.7174886"|"2025-08-19 14:54:56 7174886"|"2025-08- 19 14:54:56.7174886"
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13643046854681979.txt
13643046854681979.txt
13643046854681979.txt
6426765720352224837 .txt
6426765720352224837 .txt
6426765720352224837 .txt
6876554908428166514 txt
6876554908428166514. txt
6876554908428166514 txt
28539333146592819.txt
28539333146592819.txt
28539333146592819.txt
555819389.txt
555819389.txt
555819389.txt
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2]}




| - . Input T J @ im

307847616d657c59307551484078005F6e6e417354640065645F4e5446342121217d

mc 68 = 1 @ 29 Tr Raw Bytes ¢ LF

Output B |_|:| M o

oxGame | YOu_H@xwu| nnAsTdw.ed _NTF4!11}

HABIRIRHARE (FE..7

13643046854681979,
6426765720352224837,
6876554908428166514,
28539333146592819,
555819389

I

flag_bytes = b""
for n in nums:

byte_len = (n.bit_length() + 7) // 8

b = n.to_bytes(byte_len, ‘big')
flag bytes += b

print(“Raw bytes:", flag_bytes)
print("As ASCII (with escapes):", flag_bytes.decode('latinl"))

import re

match = re.search(rb'fl *\} *\}|\{.*?\}', flag bytes)
if match:

print("FOUND FLAG:", match.group().decode())

clean = '"'.join(c for c in flag bytes.decode('latinl') if 32 <= ord(c) <= 126)
print(“Cleaned:", clean)

Raw bytes: b'@xGame{YOu_ H@VE_nnAsTered NTF3!!!
As ASCII (with escapes): ©@xGame{YOu H@VE nnAsTered NTF3!!!}
FOUND FLAG: {YOu_H@VE_nnAsTered NTF3!!!}

Raw bytes: b'@xGame{ nnAsTered NTF3!!!}’
As ASCII (with escapes): OxGame{ nnAsTered NTF3!!!}
FOUND FLAG: nnAsTered NTF3!!!




FLAG: 0xGame{YOu_H@VE_nnAsTered_NTF3!!!}
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