Weekl_=_B25041708_wp

Web

1.Lemon

b Fe F12 #R R4 )

MNEWSNET EREY-T

AR AR ctlU KA

html lang="en”
head
<meta charset="UTF-8">
<{meta name="viewport” content="width=device-width, initial-scale=1.0">
{title>lemon</title
{script>
document. addEventListener (" contextmenu’, function(e) {
alert C WA SERAR SiE, MR A — 8 ),
e.preventDefault () ;
.
document. addEventListener (" keydown’, function(e) {
if (e.key === "F12’) {
alert ( iR, 145i% 4%, FAFLAG, FERIRHE) ;
e. preventDefault () ;
}
s
{/seript>
</head>
body>

M—RE R 3 E K
</p>
body
</html

1

OxGame {WelcOme_t0_0xG@me_ 2025 Web!!!

Flag: 0xGame{WelcOme_t0_0xG @me_2025_Webl!!!}



2. Http 69 AL 72, 2R O %W

XX get — T, AIEK post

¢ o 0 (BTET 80-estachoh01eb-e0-asdd-6e8TINST i chal enge ciplus <n EETETER DR
Yakit && BurpSuite &8& HackBar R H 2iE— 5

MERHATLGER AR E

Tech Otakus Save The World

FIPOST{Ei2 hitp=pood

allenge.ctfplus.en/2hell

Otakus

5& BurpSuity
POST{& % http=good
a>curl -b "Sean=god" : //80-gauaccf-01es-4f40-acdd-8e88730d57d8 . challenge. ctfplus . cn/?hello=

&% BurpSuite && HackBar 1</ 7 ech Otakus Save The Wor
KRR

C:\Users\xjxua>curl =X POST -b "Sean=god" -A "Safari http=good" http://BB-eelacOcf-0le6-LFu0-aedd-8e88730d57d8. ch
allenge.ctfplus.cn/7hello=web
1>Yakit Suite && HackBa / ; EE /h2><h2>Tech Otakus Save The World
h : 5

h2><br>

7 () 34y, 3 HackBar 4R47 IR B

& G A TEE  B0-eedachcl-IeG-4H0-aedd-Bed57 30057 de challenge.cifplus cr/Thello web w 04 @

RO AR EME @ B LR _Heede » A1 @ F X

Yakit && BurpSuite && HackBar #R B 2i&—1 500 P O
HEREATLGERE N .
http://86-eedactcl-B1e6-aT48-aedd-

Tech Otakus Save The World 8eB8738d57d8 . challenge ctfplus,cn/?hello=weh

i Use POST method o

calion/z www lorm urlencoded
& EAdashix IS EREE—T

http=good

MODIFY HEADER

.

- VYalue x
G Actir Remene Feader
e e
Referer < www.mihoyo. com x
s -
User-Agent ~ Safari x
s "
Cookie ~ Sean=god x
o~ "
Upgrade-Insecure-.. = 1 x

e
text/himl annlicatians X
M x

X-Forwarded-For 47, RAEXX via, A I WA

() O 0O O 3y (bushi)



Yakit && BurpSuite && HackBar{fﬁEE‘,ﬁ—‘i‘ﬁ;ﬂE RO ok fe  pemcom @R M Heda D> E1 8§ X

LOAD - SPUIT  EXEGUTE  TEST=  SQUI =  XS5= L
E R LR R AR TR .

http://88-eedachs
Tech Otakus Save The World BeRE7I0457dA chall hello-web

OXGameiCongratuation You Are Hitp Godlll}

HTTPIHY Y AR, (R E A#ER!

@ UsePOSTmetnod

http-gaad
MODIFY HEADER

Name
via

x

Hams

Referer m x
Name

User -Agent %
Ha v

Cookie ~ Sean=god x
Kame v

Upgrade-Tnsecura -1 x

Aceept = text/htmlapplications X

Flag: 0XGame {Congratuation_You_Are_Http_God!!l}

Misc

1.4 %]-0xGame

A KIE—IK, RGHKF flag

Flag: 0xGame{ ¥ ¢ s B OB BODNATE T O Q

2.Sign_in

Base64 ##—T, ZAMXEH, AXRA



BB Input + OS5 E =

> 1l
§ MGhRa3dve@dvdmewd29ZDBFMGhRNHC Xz 5MFVFQHhUX3JAbXVFUH11X3B1WHOS|

de

Tr Raw Bytes ¢ LF

Output R0 ®:c:

@hQkwo{Govmewo_d@_ehQ4w3_2y25_@xn_r@mu_Pyb_peX}

ABARE, AN, HIRAQRXBH—T

© = aypticom/pipes/caesar-cipher

Studenes rd Teachers, se up 1o
<™ cryptit vty m @ 6% an tdobe Creatrve Cioud
viEw DECODE vIEW
Plaintext ~ Caesar cipher - Ciphertext =

BhQkwo [Govmown_do_ShQsw3_2y25_exn
ran_Pyb_peX} 16 8~

©xGame [Welcome_t0_DxGam3_2025_@nd
hisck _For_full}

abedefghiiimnoparstuvyz

Maintaincase  ~  Include Ignare

>

Flag: 0xGame{WelcOme_t0_0xG4m3_2025_(@nd_h(@ck_For_fulN}

3.Zootopia

3T JF stegsolve, i% I red0,green0,blue0 434 H X4



307847616d657b57 315f4e6565645£74
£74406b335£61 5

00000000FFEFFFEE FEF
fEEEEFFEEFFEO000 O
4924db6db6db6dbe
dbédbéc

ib6dbédbédb6 fEFfEEFE£0000000
0000000 6db6db6db6db6249
) OOfFffffffffffffef

dbédbéc

OxGar

Extract Preview

Bit Planes

Alpha 7 Lle 15 Lla 3 2 1 [Clo
Red 7 6 5 [Ja O3 2 1 [vo
Green [17 [Je [Js [14 O3 2 1 [do
Blue 7 6 5 [la 3 2 1 o
Preview Settings

Include Hex Dump In Preview v/
Preview Save Text

Order settings
Extract By @® Row Column
Bit Order @ MSB First LSB First
Bit Plane Order
® RGB GRB
RBG BRG
GBR BGR
Save Bin Cancel |

Flag: 0xGame{W 1_Need_t0_t@k3_a _break}

4.0 5 JRF5

8!

2025/10/1 20:19

[E48(zipped)32i43

#HK gift ing~

‘ & giftxml

SLBrowser HTML Document

T gft OvO, HIAM K, XREXEHR—TRNKD

Flag: 0xGame{omg!YOu_fOund_m3!_COngr4tul4t10ns!}



5.ez_Shell
gk, REVRA

rosoft Windows [jR A 10.0.26100.658u]
Microsoft Corporation, {fEFFHENFI,

C:\Users\xjxua>ssh hacker@ncl.ctfplus.cn -p 33726
hacker@ncl.ctfplus.cn's password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <https://wiki.alpinelinux.org/>.

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

dep-c748e2a6-U07F-4783-b9db-1a362cdc023d-678558dcdb-cqpbg: ~$ whoami
hacker
dep-c7u8e2a6-U07f-U783-b9db-1a362cdc023d-678558dcdb-cqpbg:~$ pwd

| /home/hacker
dep-c748e2a6-U0TF-4783-b9db-1a362cdc023d-678558dcdb-cqpbg:~$ 1s
dep-c7u48e2a6-U07f-U783-b9db-1a362cdc023d-678558dcdb—cqpbg:~$ 1s -la
total 20
drwxr-sr—x 1 hacker hacker 4096 Oct 2 03:13
drwxr-xr-x 1 root root 4@96 Sep 25 13:54
—rw——————— 1 hacker hacker 27 Oct 2 83:13 .bash_history
drwxr-sr-x 2 root hacker 4@96 Sep 25 13:54
dep-c7u8e2a6-U0T7F-U783-b9db-1a362cdc023d-678558dcdb-cqpbg: ~$

dep-965bb956-db65-481u-b53d-aclc9ced738d-6c4688cud8b—ntg. cd .mysecret
dep-965bb956-db65-4814-b53d-aclc9c6d738d-6cy688cu8b—ntgxl cret$ 1s -la

2 root hacker 4e96 Sep 25 13:54
1 hacker hacker 4096 Oct 6 04:45
1 root hacker 19 Sep 25 13:54 flagl.txt
dep-965bb956-db65-481u4-b53d-aclc9ced738d-6c4688cud8b—ntg ~/.mysecret$ cat flagl.txt
s_funny_right?
bb956-db65-4814-b53d-aclc9c6d738d-6cU688cU8b—ntgxl:~/ . mysecret$ id
gid=1000(hacker) groups=1008(hacker)
5bb956-db65-U4814-b53d-aclc9cbd738d-6cU688cU8b-ntgxl .mysecret$ sudo su
hacker/. ret # id
(root) gi (root) groups=0(root),@(root),1(bin),2(daemon),3 4(adm),6(disk),18(wheel),11(floppy),20(dialout),2
6(tape),27(video)
/home/hacker/.mysecret # cd /root
~ # 1s -la
total 16
1 root root Oct 6 04:50
1 root root Oct 6 04:3
1 root root Oct 6 @4:57 .ash_history
1 root root Sep 25 13:54
txt
You_hacked_ 11

Flag:

0xGame {hacker_/home/hacker_.mysecret_It_is_funny_right?_You_hacked_mell!}

6.ezShell_PLUS



T B, RImE K

C:\Users\xjxua>ssh welcome@ncl.ctfplus.cn —-p 39132
welcome@ncl.ctfplus.cn's password:
Last login: Mon Oct 6 08:58:29 2025 from 10.10.60.19

total 28
drwxr-x——-— welcome welcome
drwxr-xr-x root root
i3 e b i welcome welcome .bash_logout
T 5 i W welcome welcome .bashrc
-rw-r--r-— 1 welcome welcome .profile
drwxr-x--- root welcome

:~$ cd challenge

: $ s -la
total 20
drwxr-x——-— root welcome 4096 Oct 08:57
drwxr-x——- welcome welcome 4096 Oct 08:57
—TWXI—X root welcome 271 Oct 08:57
drwxr-x root welcome 4096 Oct 08:57

root welcome 65 Oct 08:57 hash_value
$ cat hash_value

$

lcacl2fd86U40ef96caf3890fac8821dd235272f3100a0be8b22492f0fUfc15fd

.ctfplu
Mon Oct

Lcome
root
welcome

e welcome
welcome U
“hallenge

welcome 4
e
welcome
welcome U
hash_value

h22492F0fuUfclSFfd

2
1dd235:
0d967Ubf3a6ldfedl

$ ./decrypt.sh files/@ff92dub56263c81.dat

$

exGame{Welc@me_to_H@ckers_wlrld}

Flag: 0xGame{WelcOme_to_H @ckers_wOrld}

Reverse



1.Signln

AT IDA, FAXAHF5 —TF

Library function B Reguler function B Instruerion [N Dara B Unexplared (0 External symoal B Lumine function

O Functions

OFX & miviesa © © preucocofeh @ B lexfiewl © B Structwes  © @ Lo s = Luports L] Lxports C]
Function name 1fint _cdecl main(int argc, const char *fargw, const char **envp)
2
- ®3 _main(arge, argy, envp);
| WisMainCUTstar ®4  puts("Welcoms to @xGane2025");
[ BTG R 5 puts{"The flag is in the program. Try your best!");
Flutexit . Sy
R E— G systen("pause’);
s ores LsLur_Lram 7 return @;
Fmain 8}
_dn_glubal_duors
4o mlobal ctors
i
o Leonr init
“securily init cookie
__repart_gsfailure
L3 dLer
+1alinit
lresdio
£ __mingw_raise_matherr
_ningi_setusermatherr
foreset
decode pointer
_enends_pointer
write memory part O
_peia%5_runrine_relosaror
| wingw Sk error_handler
rings_init_shandler
ulnelbe_ruskey_dlurs_parl 0
w64 _mingwehr_add_key_drar
Line 32 of 99
& Graph overvier O&x
00000950 main:l (401550}
= Gutput nEx
Lun ks @neLysANE LS Snpul daies s
You may start to explore the input file right now
Using FLIRT signature: SEH for veea 7-14
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
461640: using guessed type _int4 _ fastcall _main(_QWORD, _QWORD, _QWORD);
nc
> =]
M & 0xGame —47, A flag
IDA View-a a L] Pseudocode-A o a Hex View-1 2] m Structures o [14] Enums o a3 Tmports 3 B Exports =]
.rdata:8000000080484000 ; Section size in file : 9080608 ( 1536.)
.rdata:P0P2000008404000 ; Offset to raw data for section: @eeaz4ee
.rdata:0000000000404000 ; Flags 46600040: Data Readable
.rdata:0008000000404000 ; Alignment 32 bytes
.rdata:9e82200008424000 3
. rdata:0600000000484006
.rdata:0080000000404000 ; Segment type: Pure data
.rdata:0e00000000404000 ; Segment permissions: Read
. rdata:0e800006004040008 _rdata segment align_32 public 'DATA' use&4
.rdata:8060000080484000 assume cs:_rdata
.rdata:0Be0080000484000 jorg 484080h
‘v.rdata:0099000000404000 3@ 78 47 61 6D 65 7B 47 30 3@ dGnin db * {Geeds$ ! gnin_& New_St4rt_yeur_R3V3RSE}',@ |
.rdata:0e00000000404008 64 24 21 67 6E 31 6E S5F 26 SF+ ; DATA XREF: .data:flagto
.rdata:8000080008048402C ; const char Buffer[]
.rdata:@8eeEee0e84e402C 57 65 6C 63 6F 6D 65 20 74 6F+Buffer db 'Welcome to ©xGame2825',0 DATA XREF: main+DTo
.rdata:0800000000404042 00 00 €0 00 8@ 00 align 8
.rdata:0e00000000404048 ; const char aTheFlagIsInThe[]
.rdata:@eesn00088484048 54 68 65 20 66 6C 61 67 20 69+aTheFlagIsInThe db 'The flag is in the program. Try your best!',@
.rdata:0660000000404048 73 20 69 6E 20 74 68 65 20 78+ ; DATA XREF: main+19To
.rdata:0080000008404073 ; const char Command[]
.rdata:0000000000404073 70 61 75 73 65 @0 Command db 'pause’,@ ; DATA XREF: main+25To
.rdata:0eE0000000404072 B8 00 8@ 00 00 00 °e align 2eh
.rdata:0000000000404080 ; const struct _EXCEPTION_POINTERS GS_ExceptionPointers
*>.rdata:00PREEEEERAB408E 48 75 48 00 90 00 P9 BB 60 78+GS_ExceptionPointers _EXCEPTION_POINTERS <offset GS_ExceptionRecord, offset GS_ContextRecor
.rdata:0000000000404080 40 00 €0 00 0@ @0 ; DATA XREF: report_gsfailure+B7To
.rdata:0e00000000404090 00 00 B0 00 00 90 08 @0 @0 ed+align 20h
.rdata:@eeea000884840A0 public __dyn_tls_init_callback
.rdata:08688000004840A0 99 18 48 00 60 80 00 09 __dyn_tls_init_callback dgq offset __dyn_tls_init
.rdata:00800000084040A8 DATA XREF: .rdata:_refptr___dyn_tls_init_callback
.rdata:00000000004040A8 00 00 00 00 6@ 00 60 00 00 ee+align 26h
.rdata:0eee0006004840C0 public _tls_used
-rdata:80080000004846(0 88 A® 48 00 60 00 60 80 _tls_used dq offset _tls_start
.rdata:PBAABEE0AR4840CS @8 AD 48 00 90 8O 00 00 TlsEnd_ptr dq offset _tls_end
~ MEEal T T i

e AAAAAAAAAAAAAARA Fe TR AR AR AR AR AR AA TV T A ke de
00002400 0000000000404000: .rdata:adxgamec00dGnln (Synchronized with Hex View-1)

Flag:

0xGame {G00d$lgn1n_&_ NOw_5tdrt_yOur_R3V3R5E}



2.SignIn2
FTIFAA, BT %% ROT4AT %

It is recommended that you switch the console encoding to UTF-8.

MR EBREEH S RBIEAutf-8T, MEMRMIZITLIEEButf-8RBHPLERT.
HILZRAMRBFADRITHS ST, 1B

XZ2MEEMNflag:

@+*Wqlu—guAs@}CoBo*yq! *y~*yuotttoA@F@DDIEQI/
BEA— N EHIENkey KRBT :

6

BB flag: :$Qkwo'ao;m:w=i<i$sky$sx$soi{{i;:@:>>C7:C)
HHAKRMTIE, SI—=E e

ROTU7 Brust Force

AREARE T, EVEREYE, look at 31

Recipe ~ d B B Input + 0O 8 &=

@*Wq}u- gUAS@)}CoBo*yq ! *y~*yuok#oAGFEODTEET /
RoTAT “ @*4q}u- EUASE) Ve FEODIEG.

47
ROT4T Brute Force -

Sample lenath Sample offset

160 a Print amount

Crib (known plaintext strina)

e Tr row myres 4 LF

Output Ba0m:o

AMOUNT = 261 +SBAN VR ,"N.Z-Z50\734150 ZLLZ, 414/ /44HA%

Amount = 27: ,tCliawsa-_,i/[.[te]ktejtealmn[-,2,0@51,5y
Amaunt = 28: -uD*jbxTb. -jB\/\uF"lufkufbi\nn 1162-62
Amount = 29: .vE_kcyUc/a.k1]@]vg_mvglvgc]oo 2273.7{
Amount = 38: /WF" 1dzVdeb/12°17uh nhmhdpp~a/5/3384,/8]
Amount = 31: @xGame{Welcem3_2_xiaoxinxie_gq_186@449589}
Amount = 32: 1yHbnf|Xf2d1nd’ 3 yibpyjoyif rr 217155161~
Amaunt = 23: 2zIcog)Ygle2oSadazkcqzkpzkgassad2e266;72;!
Amount = 24: 3{1dph~2ZhaF3pEbSh{1dr{lq{lnbttba383a77<83<"
Amount = 35: 4|Keqi![15g4q7c6c|mes |mr | micuucsd:d88=9d=4
Amount = 36: 5}Lfr3i*\jshsrBd7dnftins}njduvdes;599>:55¢
Amount = 37: 6~Mgsk#]k7i659e8e~0guU~ot~Okewne76¢6 6
Amount = 38: 7INRT1$71837t:F9FIphv1pulpLFxxFE7=7

Amount = 28: 8"Oium¥ mOkSu;gig"aiw" v omEyyg9E>BccA=8A"

STEP

Amount = 48

94PFVNE n:18v<h;h¥rjxdrwtrnhzzh:829==B>98(

Bt

Auto Bake

@ v Trwow gyt € L

Flag: 0xGame{WelcOm3_2_xiaoxinxie_qq_1060449509}

(A wp RETBH, 12E LB Fo oA RE TR ?)

3.BaseUpx

H 4 IDA AT 89 EH L R EA



Microsoft Windows [} .9.26100.6584]
(c) Microsoft Corporati (R AT R,

File size
66664
Unpacked 1 file

D:\upx-L.2 . 4-winsu>

Bx)a IDA T At A AR T

[ cion I Tastructicn M pue T .
oex = 2 =T
fint _cdec man(int arge, const char **argy, const char “*envp)

enc[47];
“ancoded_

canste, ulang ongh
Rain(arec, .
puts(“Input your f

= strlen{enc);
= basesd_encode(( yenc, vi;
mplstr, )

Line 33 of 103

Vou may Start to explors the fnput file right now
Using FLIRT signsture: SEM for veed 7-14
Propagating type information..
t dnformation has been propagated
The initial autoanalysi wen finished.
401968: using guessed type _Inted _fastcall main( QWOAD, _QWORD, _QWORD);

ShiftF12 —TF, # IL—A" base64 % #5



PRV [P Ly iy

00000041

AB JK VW
MHhHYW1lelewd191XzRyM183aDNTRz!

00000041
00000011 Input your flag:
0000000E Length Error!
00000006 pause
00000007 Great!

+ 00000008 NoNoNo!

* 0000001F
0000001C
00000020
00000025
00000023
00000036
= 0000000E
00000028
0000001C
00000020
00000031
00000027
00000032
00000024
00000007
+ 0000003F

Argument domain error (DOMAIN)

Argument singularity (SIGN)

Overflow range error (OVERFLOW)

Partial loss of significance (PLOSS

Total loss of significance (TLOSS)

The result is too small to be represented (UNDERFLOW)

Unknown error

matherr(): %s in %s(%g, %g) (retval=k%g)\n

Mingw-w64 runtime failure:\n

Address %p has no image-section
VirtualQuery failed for %d bytes
VirtualProtect failed with code 0
Unknown pseudo relocation protocol
Unknown pseudo relocation bit size %d.

. pdata

GCC: (x86_64-win32-seh-rev0, Built by MinGW-W64 project) 8.1.0

address %ip

on %d. \n

CONONOONANanNNanan00 0000k

rdata 4B 4C 4D 4E 4F 50 51 52 53 54+ XREF: .data:bases4_cha
.rdata: 41 9@ 00 60 80 00 00 00 align 8
.rdata:0000000000405048 4D 48 68 48 59 57 31 6C 65 31+aMhhhywllelcwdl db 'MHhHYW1lelcwd191XzRyM183aDNfRzBkXzBmX3VweCZiNHMZNRFRONZMAdufQ==",0
.rdata: 48 63 77 64 31 39 31 58 7A 52 79+ DATA XRE data:strt
rdata const char Buffer[]
F it L BAH—TF
tecipe ~ BT Input +OEem
| MHRHYW11e1cwd191XzRyM1 8 3aDNFRZBXZBMX3VWeCZ INHMZN FRFRDNZMWduFQ==
‘rom Base64 -
Al—’Z‘;i.IE—9+/'
¥ Remove non-alphabet chars [ strict mode
wo F1 T b pytas = U
Output pe0Dm:a

@xGame{waw_u_ir3_7h3_G@d_af_upx&bds36d_D3sign}

Flag: 0xGame{WOw_u_4r3_7h3_G0d_0f_upx&b4s364_D3slgn}

4. EasyXor

010editor 37 FF & 3 S AF 2 & 49 52 LinuxELF

i B mdy >
Ll EasyXor decrypted.elf x I#

p-od
b TR
o




FRXELEXH K, A—EHAL

raputalx
Game2025........
Do you know abou
t bitwise operat
ions? They're co
mmon in reverse,
especially XOR.
.Now please give
me your flag:..
.Please try agai

H...E8VY . .......
ceveaea..ZROLXLL

print(f"
print(f"

elf_header =

ata[i] * elf_header[i])

potential_ke!

otential_ke:

decrypted
i ge(len(data)):
decrypted.append(data[i] ~ key[i % len(key)])

decrypted_bytes = bytes(decrypted)

decrypted_bytes.startswith( X 0

print ("% key_len}")
key_len == len("raputa@x )
print(

print( key.hex

output_path = os.path.splitext(
open(output_path, 'wb') £
f.write(decrypted_bytes)

print(f" output_path}")

flag d_bytes.lower():
print( )




and_decrypt(file_path)

Hy iy SR IDA 4797

put File right now

public key
; char *key
key dq offset aRaputaéxgame2@ ATA EF in+

_data ends

public str

; unsigned _ i str[48

42 1A 39 17 1D @9 51 55 2C SF+str db 42h, 1Ah, 3%h, 17h, 1Dh, 9, Sih, 55h, 2Ch, S5Fh, 63h, @Ch, @Dh, 16h, 62h, 27h, 55h, 64h, 55h, 26h

63 BC @D 16 62 27 55 64 55 26+ ATA : main+

6D 6A 18 34 88 65 6E 1C 21 6E+db &Dh, 6Ah, 18h, 34h, 88h, 65h, 6Eh, 1Ch, 21h, &Eh, 3Dh, 23h, 6Ah, 25h, 6Bh, &3h, &8h, 7Eh, 77h, 75h
3D 23 6A 25 6B 63 68 7E 77 75+db 9Ah, 70h, 39h, 43h, 4 dup(@)

3 public key

; char *key

decrypt_flag():
key = 3
key_len = len(key)

str_data = [

se(44):

flag_char = (str_data[i] - i) ~ key[i % key_len]
flag += chr(flag_char & 0xFF)

flag

flag = decrypt_flag()

print( flag}")




iy

Flag: 9xGame{6c74d39f-723f-42e7-9d7a-18e9508a655b}

flag: OxGame{6c74d39{-723t-42¢7-9d7a-18e95082655b}

Pwn

1.test_your_nc

4 |

~/Desktop
ncl.ctfplus.cn 41811

1s -la
total 2492
drwxr-x—
drwxr-x—
—TWXr—-X——
—TWXr-X—
=~PWXY =X —
drwxr-x—
drwxr-x—

—TrwWXr
—TWXr-X——
drwxr-x—

1000 4096
1000 4096
1000 220
1000 3771
1000 807
1000 4096
1000 4096
1000 27
1000 240936
1000 4096
1000 4096
1000 4096
1000 2220400
1000 4096
1000 4096
1000 20504

ww
aoe e

.bash_logout
.bashrc
.profile

bin

dev

flag
ld-1inux-x86-64.
lib

1ib32

1ib64
libc.so.6
libexec
1ibx32

pwn

w

w w w

wWwww

drwxr-x—

HERRERRPRRERRBRERREBRERERBRRR

[ I S I B RS T o S R o )
W

(SIS IS RS S IS RS T RS IS B )

W

=TWXI =X
cat flag
@xGame{test_your_nc_first}

Flag: OxGame {test_your_nc_first}



-~
(]

247 PAT

Cat ART, &K ca t 444 F OvO

~/Desktop
ncl.ctfplus.cn 11646
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u_c4n_s41s0_3x3cu73_cOmmsnd_wl7h@u7_Sh_s4nd_c47}
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Flag: O0xGame {yOu_c4n_41s0_3x3cu73_cOmm4nd_w17hOu7_5h_4nd_c47}

Crypto

1.Vigenere
Mk — i~

string import digits, ascii_letters, punctuation

key = "Welcome-2025-0xGame"
alphabet = digits + ascii_letters + punctuation

ciphertext = 'WL"mKAaequ{q_aY$0z8 wBqLAF_{cku|eYAczt!pmogAh+'

vigenere_decrypt(
plaintext = ""
key_index = ©
for char .
bias = alphabet.index( [key_index])
char_index = alphabet.index(char)
new_index = (char_index - bias) % len(alphabet)
plaintext += alphabet[new_index]
key_index = (key_index + 1) % len(
plaintext

print(vigenere_decrypt(ciphertext, key))

_learned v _cipher 2df4blc2e3}



Flag: OxGame{you_learned_vigenere_cipher_2df4b1c2e3}
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Flag: O0xGame{ X ¥ L_32.1191_118.9265}



